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Proposal of Trust Value Management Method using Workflow e-signature
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Abstract. While business data distribution on the internet has become active, fraud damage due to falsification and spoofing of
data is increasing. To solve this problem, e-signature technology that applies public key cryptography to guarantee the authenticity
of electronic data is widely used. The e-signature provides "Data Trust" by cryptographically guaranteeing that the created file has
not been modified. However, in business scenes, "Social Trust" of people, organizations, companies, etc., is used in combination.
Therefore, in recent years, there has been proposed a technique for maintaining Social Trust by using a workflow e-signature in
which a plurality of e-signatures is combined. Even with workflow e-signatures, it is not possible to express the various trusts used
in society, and in some cases, the information related to the detailed trust of each signatures may be lost. In this paper, we focus on
the role of “Trust Service” that manages the key for verifying the e-signature, vectorize the achievement information of multiple
trust requirements, and expand and store the key management database to measure various type of trusts. Furthermore, we proposed
the method that can manage various trusts using the graph relationship of workflow e-signatures and modifying the trust value as
top-down type and bottom-up type. These technologies enable not only Data Trust but also exchange and distribution of various
trust information via trust services.
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