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Abstract. In recent years, the number of IoT devices has increased significantly. The wide-area network scan system for
investigating the vulnerable problem of these IoT devices needs to enable sufficient investigation with the minimum network
traffic. Such an efficient scan system makes it possible to narrow down the target ports by estimating the IoT device from the
scan results. We will introduce the results of the wide area scan covering the whole of Japan and TCP full port scan. The standard
scan port for comprehensively scanning the wide area are determined from the scan results and the standard scan frequency for
following the changes of the equipment are presented. In addition, we introduce port optimization method and frequency
optimization method for efficient scanning while reducing the network traffic. We will report the results of comparison and
evaluation of the network traffic reduction effect and port detection rate with the standard scan using the actual measurement data

obtained by the wide area scan conducted in Japan.
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