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Automatic Signature Generation for Intrusion Detection Systems with
Exhaustively Generated Packets from Metasploit Attack Script
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Abstract: In general, before and after the disclosure of a vulnerability, the PoC(Proof of Concept) code is
released. Metasploit is a framework often used to develop such code. The PoC code developed as a Metasploit
module can be easily abused, so we need prompt countermeasures after released. As a basic countermeasure,
we need to investigate such code and define signatures for IDS(Intrusion Detection Systems), but it is time-
consuming and problematic. In this paper, we propose a method to automatically generate signatures from
Metasploit attack script related to HTTP. In this method, we first enumerate all the control paths using
an abstract syntax tree of the script and execute the script corresponding to each path to generate attack
packets exhaustively. Then, we use an n-gram-based algorithm to extract the characteristics of the attack
conducted by the script and generate signatures. We also show examples of signatures generated for some
scripts.
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Fig. 1 The overview of the proposed method
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5: end function
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if node is Leaf then

9: return codes

10: else

11: next_codes < ¢
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15: end for
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21: return next_codes
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Fig. 3 Example of generated Snort rule by proposed method
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Fig. 4 Execution example given o = 0.25,m = 2
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master/modules/exploits
https://www.rubydoc.info/github/rapid7/metasploit-
framework/Msf/Exploit/Remote/HttpClient

*6

xR 1 SRR R

Table 1 Number of control paths summary

SEYME Rl | m/ME ISFN |
9.22 x 104 64 1 6.49 x 107

x 2 HHAZED 2% 5
Table 2 z percentile

z 0% | 25% | 50% | 75% 100%
HlAE S 2B 1 4 64 1536 | 6.49 x 10'7

WZIEFZEDE, FRNEFNDONRRE —5F 1255 L 72K
Ba-NZEXOEEEHMKT 720, HIENZDOARK
NZEDI—REEDY A AT 5.

R HEAZOABIZOWTxLHEEDER L, F2
RS, BT — NIZEAET Bl S 2 DAL R
BHZIEEIL TW B DY, —#% R\ T —E D HIF I
FoTWBI NS, ERULAKEI - RESE
FATT 272D DBIEMNRE TR ZZ B L T, AR
100000 BAR 7 S IEARFEIEHAEEZ L 5 &, 83%
DOa—= KDY L. £z, 43— Rizo0nWT, %
NENZNT 53— NESOEERME2FHT 5 &,
F DI 2.22 M CREHER I 101 B TH - 7=,

4.2 FHHHEN

AHITIE, WOPOEEI— FIZONWT, REFIRI
Lo THIEINT Snort DIL—IV%ERT. £33 I1Z, EHRD
BRIZHEE L7289 A = R IZDWTRT.
4.2.1 ShellShock

ShellShock &1, 2014 £ 9 HIZRAB X N7z Bash 281
AR~y REFAREMNICE T 2HessttTch b, RIEE
BITRED XTI ZNITHi <Y RAIORAZHAAD
ZE THEEE1TS. Metasploit (2B WTIX, BRIEZHZEF
T2V 7 bz 7REHTCIORER2EFTLHL5 K-
K2, ZHFNOY I M7 IZHTHIHEI—-REL
THEINTWEY, AT, TDOFTH Apache Web
P—NIZHUTAHAERY VT A M2 ENTEH I & THE
% %479 BHEY 2—)l, apachemod_cgi_bash_env_exec
TIZOWTHIHT 5.

COWBEI—RFIZL2HETIE, B 5 0L mBI%IC
X o THERI N FH % User-Agent D& U TRIAT
5. XDz, ZOKEI— FIZLBKEBIZHY S Snort D

K3 V- IVOERETIBIZHRE LT A =X

Table 3 parameters

NIA—=X | n @ B | m
fE 41018 | 03| 10

*T https://github.com/rapid7/metasploit-framework/blob/
master/modules/exploits/multi/http/apache_mod_cgi_
bash_env_exec.rb
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V= UTE, <O { 317 “O { 5 } > [$6O)1”
DEIBXFHEIBET DI NEZSNS. EE, Snort
@ Community i)V —V*8Tl&, ShellShock 1253 2 B
ERAIT 20— e LT, “O {"D&5BXFIDORHEEIC
2L DONLHEFHEL TV 5.

E 62, BEFHRIZI>TERINZV-LVELEER
T, RO 2 ONERICHEE TR > TS HTTP Y 2
ITAMDELELSERINIZIV—IVESL, BED 2 DM
B — 2% U T ShellShock 23 EFFTE 20 2R T 5 Y
JIANDEEDSERINZV-VEELSTH S, HiED
2OTIE, FNEN1D2HE 3 DHD content IZ payload
EYVa— )VEROREAHH TN T VB D, ZNno6ITRE
@ payload IZMEKF L HWEDTH 5728, HRIZRIL—ILH
ERTETWDEEZSL, F£72, ERINZLV—VESX
Community IR TEZE I NTWVWABIL—)L & IX5ERIZ—KL
72\, Metasploit (2 & % ShellShock ~ DX D MAIIZ
FHUTIE, BERLV-IVOERNTETNWDLLEXS.

DB — R 5I1FY 1 X 96 DI — NELALE
R, ENENDOETIIZ 27 D payload HHER I 7=,
ZUT, ETOEFTIZIH 39, V—IVDEKIZ 178
MEELT.

4.2.2 RAERTZ7ANLTy7O—REZDOERTICAT S
FfE 55 1%

RIERT 7ANT Y To— NI 25t ERET 25
EYa—)l, apprain upload exec*® 12X U CIREFILE
WAL, ZOEYa2—LTIE, RO XS RENLTHREN
KO —NEIZBF2EEIT Y FOETETD.
(1)uploads T4 L7 MV IZEEIT VY RE2 2R L 72

PHP 774V 5V R LARELRTT v 71— K
(2) 7y 7u—KU7 PHP 7 7 1 VIZAN NS T 7 2 A
TBHILT, FOaAvYY REEGTTS

22T, B TICREFRIIE > TERINZV-IVES
D—ERT. THIET7y A —RKU~ZPHP 771 )L %
FTTHHTTP V7T A MOESITH U TERINZHD
THdHEHINED, Ty Ta—RNEInz7 71441
TURLMMIPEIND 72D, REFETIIHE SR o
7. ULHL, TON—VTIRBEDT 72 AW L THK
JGLTUEW, BEENELREZEDEEELREE R
ohd. ZOXDRMEIE, RER77AVTy Tu—N
EEDFEFDOL D%, EHD) I T AN ERTEITEIND
WEIIN U TREFEZEA LG GICR o,

e, ZORBI—-RN0SERINZHETI- RELD
YA R 16 THo7z. LT, TNFTNDETHIZ 43 D
payload WERI N, RTOEFT LIV —NVOERIZENT

*8  https://wuw.snort.org/downloads

*9 https://github.com/rapid7/metasploit-framework/blob/
master/modules/exploits/multi/http/apprain_upload_
exec.rb

def cve_2014_6271(cmd)
7Q{0 { s}
echo —e "\\r\\n#{marker}$(#{cmd})#{marker}”}
end
def cve_2014_6278(cmd)
%Q{0 { -5} >-[3(50)]
{ echo —e "\\r\\n#{marker}$(#{cmd})#{marker}”; }}

end

5 ShellShock @~V A — & 7% XF5 % 45§ % B
Fig. 5 Functions to generate a string that triggers ShellShock

alert tcp any any —> any 80 (
content:”$(echo —en \\\\x”;
content:”_\; } >_[$(3())] { echo —e \”\\r\\n”;
content:”\; /bin/chmod 777 /tmp/”;
content:” application/x—www—form—urlencoded”;
s1d:156283; )

alert tcp any any —> any 80 (
content:”$(echo —en \\\\x";
content:”{ :\;}\;echo —e \”\\r\\n”;
content:”\; /bin/chmod 777 /tmp/”;
content:” application/x—www—form—urlencoded”;
sid:140014; )

alert tcp any any —> any 80 (
content:” application/x—www—form—urlencoded”;
content:”_\; } >_[8(8())] { echo —e \"\\r\\n”;
sid:188352; )

alert tcp any any —> any 80 (
content:” application/x—www—form—urlencoded”;
content:”{ :\;}\;echo —e \”\\r\\n”;
sid:100918; )

6 FEEIERINIZLV—ILVES
Fig. 6 An example of the generated Snort rule set

alert tcp any any —> any 80 (
content:” application/x—www—form—urlencoded”;
content:” /addons/uploadify /uploads/”;
content:”Mozilla/4.0 (compatible\; MSIE 6.0\;
Windows NT 5.1)7;
sid:158315; )

7 apprain_upload exec IZH U THK I NIz —LD—h

Fig. 7 Subset of generated rule set for apprain_upload_exec

N6m328, 4gMEEL .
5 #FER

5.1 WEI—READY A X&ZOERBREICET 3B
— %1z, Ta s adz B IR ADAREIE, if X
OGSO E n & LT OQ") THMT 5. %
D=, HlHEEE2 % < EORET— NI U TREFIE
RMHT 5L, BIENRENTEEMNMT LR A>T
LES. EE, 41ficRLz@y, —#oa—Fizon
Tk, MATERICE > THEI— FEADERL AL
THBEIENRINSZ. UL, TOEEIZOWTIFRL
TEL BV, EFHEMOMTIE, £<OREI—-NIZ
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5.2 .- AVFFUVROOR MOFHE

FRETF L% Metasploit ASNDY — ) iZB T2 HE I —
K, £/, —f% PoC 2— NIz UCHEHAT 72012
i, ZO3—FREAN—AUMROMBEIRIZT 7R
TEDL, BEULIEZAVR—T 2 —ADRRBRETHS. HZIZ,
PoC 2 — FORFTHAHEI NG Z £ D%\ Python Tl
ZFHOLIEAVER—Tz—ADERES 1 TS5 ) & LTIt S
NTWB*0 ZD7-8, Python 2 kb a— NizxtLUTA
FHEEFEHT B0 — FVIFHIEBRREWEEZ 5. L
MU, TDXDBHMEMESIRAD A VR —T = — AR
INTVRVWEAIE, BEFELZEETLIZ 3L V.

¥/, AVFFUVADIANEZEZBBICMEE 5
Dk, FEERY =V OMLRREN - ZHETH D, Hl 2.
Ruby2.7.0 TIEHFH LA XX =<y FHREA I Nz
ZRHOERME Z OFEIZ X 580D IEB BB NR—
T FIIH LT, BETED K S B2 BT & -
TENTHNOHIEN Ao /-a— NEEEERT S Z &
BEEL W, Zo0k51T, BEFHRIISEOMARLTIZ L5
TAYVTFVAIANPEKRT 2 AHMERH 5.

5.3 £ SN 3 Snort L—ILDFE

4.2.1 filZ;R U738, ShellShock 12T 21— K
R UTAFERZEHTAZ212L-5T, ZOEFRDY
7 T A MR 2 X5 2 U, Snort L — )LD A
EIFDZENTEN. TDEH, 1 DDV 7T AMILS
WERfThi, F/2Z2DV 7T A MR 2 S 5 D8
HEENDIHBIZOVWTIE, BEFEEZEHTIZIL-
TRBRIZIV—= N ZERTELHREELDH 5.

LU, 422 fiCikR7z@0, #HEO HTTP V27 TR
MZEBHEBIZHN U TREFERIZL > TERI NS Snort
V—IiE, EHEBBERIZEROSNIFMOAEEATY
570, BEEREVWEEZONEZEDBRERI NS A
REMEDRH L. Zhik, REFEIPIREI - FESGDOFEITR
RSN ) 7T X M S U 2R DY, 47T Snort @D
N=IVe UTERAREDTHLEHEEL TS Z il
N 5. 207D, ZOX5RBEELREVWEEZLSND
=V DERKZERL 2%, Bl ZIXE B {ERO HTTP Y
JIAMDESEINCHEL, ZIhodliH UM e
352 LT, RERRFEDREBOANIHTES LS
FTEHEREDTIRENEZOSNS.

6. BDHYIC

AFETIE, Metasploit DXEI— KD S5 5, HTTP 12

*10 https://docs.python.org/ja/3/library/ast.html
*11 https://www.ruby-lang.org/ja/news/2019/12/25/ruby-
2-7-0-released/

LB —NAOHEEITFHI>EDIZONWT, TOHEI—-N
75 HET Snort DIL—VZEKT L FEIZOWTIEEL
7. WO — R OMBRESCOR % R U 7§l 8 2 D452
&, TNTNONRAI MBI — NEERITTEHZ 21
XoT, YRV v IEFOENAMEBENLEEBEHL DD,
T AVFFUATANETIFRZE2HEBELTWS,
7, BEoMEticH LT, BEFERICL->TERS N
T2V — V&R U, $REFIED ShellShock XA U 72 Mgy
PRI L CIXEHAARETHh B ATtk 2R L2, 5%IE, 5
[FI$EZE U 7= Snort DIV — VAR TIEEZFHWT, £k
WV —)UZ & B REN DR X DIFAEIZ DWW T E B2
AR 247D
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