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Creation and preliminary evaluation of dynamic machine learning
based NIDS with honeypot in the internal network
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Abstract: we propose NIDS by machine learning to deal cyber-attack that changes day by day. In related
researchs, there ara many researches that improve the detection rate by using a publicly available data set
labeled with normal and malignant labels. There are some of these problems. First, false detection rate
is high because normal communication differs greatly among different organizations. Second, attackers can
verify this dataset in advance. Therefore, normal or malignant communication is caputured by using the
mirror port or honeypot of the specific organization. Feature values are created by extracting these commu-
nication dates. A machine learning based NIDS for a specific organization is created by using these feature
value dates. When a NIDS learns dateset caputured on specific organization, the detection rate is as high
as 99%, and the false positive rate is less than 1%. This result shows that it is important to capture normal
and malignant communication in the installation organization.
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