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Security Risks in Automated Internationalized Domain Names
Processing including Automatic Links

SHIRAKURA TAicA! HASEGAWA HIROKAZU? YAMAGUCHI YUKIKOZ SHIMADA HAJIME?

Abstract: Internationalized Domain Names (IDN) that includes Japanese domain names are becomming
common and supported by many applications. On the other hand, IDN processing such as extracting URLSs
from plain text and creating automatic links to the URLs are complex and depend on implementations of
applications. In this study, we examine security threats in the processing of IDN such as bypassing security
mechanisms by abuse of normalization processing and unexpected domain name extraction by wrong inter-
pretations. We confirmed that some implementations are not sufficiently designed for complex processing
and conversions, such as normalization and complex character (e.g. emoji that expressed with multiple code
points).
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*n--ccks4d?076w.example.com (7 H4 .example.com)
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5.1.4 URL R ¥ v T DR3E
BHD URL AF ¥ VY —E 2DV TH, FHEEL K 2
1 v # %G8 URL(http:// 7 #[H]X .example.com) % FAE
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1L I —REWIRENPTZI RV, AIEBRXF L UTHR
FINBFE, EBRER XA 2 EEICRZA RV
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FiRE £ R U

3. UIRNVELULTERLEPTOLDOLT VAW
xn--ccks4d9076w. example.com D IR FE &% B % &K R
L7z (K 5)

7 1% & (xn--ccks4a2b) & 7 H[H]X (xn--ccksad9076w)
OHAFDY T KAV %EZIMNITEY—"NEHEL., 3
DFRERUEY —EATAF ¥ YV &fTo72, TOME,
xn--ccks4d9076w D KA A Y DAILT V¥ AN H-7-Z &
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< xn--ccks4d9076w.example.com DFHED A% 1T > T\ 5
Z DRI Nz,

5.2 EFREINTULAL Punycode TORES
Punycode TIZ U I )W L7z & EIZEHLEINT VA
WXFERBTEIENTE S, £/, TDL 5% Pun-
ycode ZEHL A I~NUVE URL L LTEMTH S, U TN
WZRST D E 256, IEHE AT S 2 el gtk s
H%5 (X 6).
FIZT, UFOFEZDOE L, H2WOIRXTFEEDLIN
AP W TEERZ 1T - 72,
1. xn-677h &\ 5 A T ~)LI% Punyocde DFHANIZFED W
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3. ¥ W5 U I~ %E Punycode DFANZIEE D W
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% Z T, http://xn--677h.example.com ¥ \»95 URL %
HEL, BBOSNS X7 7V r—varyTclnk 5 kA
Y O BERINDE D EHERL 7,
TTVr—=vav@®, @, ®, @

http://xn--677h.example.com ND ) ¥ 7745,

7Y —2 3@ http://xn-—-677h.example.com 73/
ANR=V 25BN, 7V I LTHMBLERN,

77 )H—232@® http://xn--677h.example.com D3/
ANRN=V Y IIZRKRED, 2Vv T35 TR
INb,

FF)r—23>@®@ http://xn--677h.example.com N
Yy v KM URL B RR I N5, HHEH O
E£RIE U 7 RIVIZE U 72[]. example.com & 72 %
(B 7 BRENZURLETZT I DT FL A
N—IZAHB UGS, 77 95 HE EHELT
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WO BRI FAT B,

5.3 LYXMNSORERE
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AiEEELHARZEIDPD T AN Ajp Vo RAL VEE
BTELN, FAFNBDELI BT Dy XFRF VLT

EEU AL VZFEIETE RN,

UD L, BT RAL VOEREIIE R A A U ZOEHEIC
FERONTEY, FBLBRARAT VIR 2537 R —E A
THEY T R AL VEPAEE DT H 2 EH AT B2 H DA
F1E 3 5, Unicode ® xn-" SR E 5 T <)V Dk % FFr]
LTWa5a, LYZAPSOMHIE D BBNRATS 4%
ERS 5 Z L DA[HETH B,

6. F&H

AL TIXEBAL R A 1 ZOMHPHENY > 2 OFEE)IZ
ODWTHEBOT 7V — a3 vOEIERFHE L 7=, Unicode
PEERL K A 1 > %DM IZ IDNA2003 % & IDNA2008
DOFAF. UTS46 DFEMA. Unicode D {EH A DHLE 7 & 18
MTERIRNEZEWLIRIIDIZ5, ZDH, W20
DIIATYIT, 2V I LU TERIER N7, T
S—MNERINBENAN=D Y IZIWMERI NG Z & DR
Nz, 72, FEZEORLZBZ2EBRT SO0, A IR
W UINVICRTUMZ 70722 L TEREY V24T
BAEVELIINZ N WS BERE U Y — AL,

HE Y ¥ 7 OfERPMFE—IhTwinZ e hsbnrd &
12, A VADPKBOUHE 2 FEETIHEITILVIZE
Mbod. MAEOHEVBEF2ELDT. »OFREAY L
Fal)Fq LOMERZEIIRWE I35 LT 00
B T0d EEEVEW, 5%, BB LR AS 40
WD ZREDS K O JRHFICEEE 5 X RN 2R L.
— IR HETERVDLZRA L TWL FETH 5.
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