Computer Security Symposium 2020
26 - 29 October 2020

URLNN—0OHPYEDLYBERICEB L7
EELAZWWebH 1M NBRORMFELZDNRE &
FEFERERT — 412 & DM

P EEORERY e ORRHRY MEAR (22 RIS s (i FIE!

BE : Android IZBWT, VEA L7 MZLOFAZFDOZEX U\ Web 7 & (DA, M Web Y1 b)
NFETAIWEDRFEET S, ZOREBAONEL LT, HxiE, 728U F 4 —EY A&V URL
N—DY ) Eb v HEICER LB Web 31 bADEBBZRT 2Tk (B, RBETE) 2EEL
7o 72, EBED Android MK DR A EAE U BEEICBWTERL 23 & v, REFEDOEM Web
YA bADER LHET S URL N—0DY) 0 Fb ) EEPRERMOBREEHE L=, LrL, TZTH
fERFET DITH7 0 BEMAOEIREEBR L2720, BERAIRIIIEFEIBEWMEL Ro2800, AkLR
EEWEE 25T U EWEM Web Y1 M Z2BRAIT 2FHEE LTE TR A2 7. A TlE, B
Web ¥ 1+ DFEMRIMZBZMEI L 722ATS, M Web ¥ PO R UERZHIKTE AREFEEZIEREL, *
DFHIIZ DWTIRAR S, F72, A= b7 YV ERNGRIZ U722 —FSNE Web 15775 B8 0 08 0 FEFEFBR
IZBWT, BMEWMRIZA VA=V 27 TVICIREFEZERL, FAEEBRTIEL 727 — X TR
U, BFMHIZOWTHRARS,

Improvement for Detection Method of Transition to Unwanted Website
Focusing on URL Bar Switching Interval and
Evaluation using Data of Demonstration Experiment

RINTARO ORITO! MAsAyA Sato! SHUN UMEMOTO? JUN NAkAJIMAZ TOSHIHIRO YAMAUCHI!

Abstract: There is an attack that redirects an user to an unwanted website in Android. To take measure
to this attack, we have proposed detection method of transition to unwanted website focusing on URL bar
switching interval using the accessibility service. In addition, we set the thresholds of the proposed method
for number and elapsed time of URL bar switches which determine whether a transition to an unwanted
website or not. In the above setting the thresholds, we prioritized reduction of false positives. Therefore,
although the false positive rate is low, the false negative rate is high, which the proposed method is not good
performance as a method for detecting malicious websites. In this paper, we describe improvement for the
proposed method to reduce the false negative rate while maintain the false positive rate. In addition, we
describe the evaluation of the proposed method using the data of the demonstration experiment.
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