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Abstract: Web access exposes users to diverse types of attacks, including malware infections and social
engineering attacks. To protect web users, various techniques have been implemented; however, some users
continue to access malicious URLs. In this paper, we collect web access records of users from their using our
browser extension and analyze them to understand how users reach such URLs. We then propose a scheme
to extract an entire web access path to a malicious URL from the access records. By analyzing all the web
access paths, we reveal that bookmark access is a major entry point to such paths. We also show that some
bookmark entries often lead to malicious URLs. In addition, we propose a domain risk evaluation scheme
that analyzes the risk level of all domains on the web access paths. We demonstrate the effectiveness of the
scheme by identifying hazardous domains that are not included in blacklists.
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