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A study of Log Analysis Support for Threat Hunting by Log

Visualization
REI YAMAGISHI! TAKAHIRO KATAYAMA! TOMOHIRO SHIGEMOTO!
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Abstract. With the sophistication of cyber attacks, it is pointed out that countermeasures relying only on security devices may
miss significant threats. From this background, threat hunting, a technique to deeply analyze logs to discover evidences of already
penetrating threats, has been attracting attention. In threat hunting, analysts analyze logs such as networks and endpoints to collect
traces of advanced threats. On the other hand, the shortage of analysts capable of discovering them has become a barrier to threat
hunting and it is important to support analysts who do not have sufficient analytical knowledge. The existing technologies extract
the information from the logs and visualized them, but they usually focus on grasping the whole picture of the logs in total and
often lack the support to the step-by-step analysis of each log entry. In this study, we discuss the requirements to support detailed
analyzes, and consider the idea of the key visualization. Then, we propose a system that realizes a key idea and demonstrate the

dashboard prototype.
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Figure5. The Configuration of Our Proposal Method.
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