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BE: v VU= THRAICHTZ >, BEFO~A Y = 7 WA LT~ LD = 7 ORANHEE 72 5. AT,
SHEBEFIHT L2 LT, @EBRAEORNHETET MEEL BIE L. MENT 7 0 v T —FExGUT, 7
v b D~y BNE#RE T 4 FRALICHEIL, SRR MVERAERT D, SBEREARY L DRF% Long short-
term memory (LSTM)72 EIC X > TR 5 2 & T, Hifi~v/ U =7 OIFBZ AT 5. <7 = 7 ITRRYE L 72RO
No 7 4 v 75 —2%& LT Malrec Dataset, [E# 72880 EE T 7 4 v 75 —4% & LT Malware Capture Facility
Project 2342l L T\ )% Normal Datasets &, NCD in MWS Cup 2014 % 3|2 L2 FERIZEWT, JIiT —ZIcEEn2z

W~ LY = 7 & IEfEER 0.97 THREI L 7.

X—D—F: Xy U= T 74 w7, vAU=T, HifEMiH, LSTM, Self-Attention

1. [XC®HIC

WENT 747 OBITIZE B~ T = TRRENE, ToT
Heas7e CHAEBRICZ L, VAT Aa—VIEFROBEC
TA VAR Y 7 OB - BHBRER GO 2 Y
TANRIZED TH DD, WKRNT T 4 v 7 OFPLE
PEZR S D &IPS B e 7 AAERK O B EME & 2hRIL D3R
BTHD.

2T = TR o TE, BEFEO~LVY =7 %
LAY =7 2@ OEETHRIITED 2 68k b
N5, WREHIZE > THEDERIZTR<H LV LD =7
PERT DLV BEZTHLIN, EOEXF=VT 4 V7
FCIESERENTWEE =~y F 7 HFRTIE,
EOMHREEIZTS IS 2RV, F 2 TARIFETIE, 4
BRAEZFHT 22T, BFERAEOESVET VEEE
HIET. HBRHUIHBESXER EEZ LKLY ML TR
BT 2FETHY, BRSELILSH TEOAHMEEZ R
SN TWD WBENT 74 v 7 2 BERTH LT,
i~ T =T O N7 7 47 BEEED S R BN
7 hE LTREEN, BFEICL > TsA Y =T OF
o TRAETL2BELHNTLET VEHEL, Th
ERIAT 2 2 & CHERITMHREE L o 1228 T — 2 10H
FENBRNTFEY LY = 7 OB FIREICZ /R D Z & A3 S
n5.

2. BERIR

KES[IEL, vvo =T OF#CBN TS D 2 &
DEWHTTP@IFICER L, T~y X IEWRI L E &
MU CEMRGE & BRIEBREO AT 1. ETF— X %F
U AHmSEBR T, TEMER 0.905 THOMEMNFRETH D Z
xR LT, dERE O HMERR LR < TR

HEB2]I%, ~ VU = 7 OBIENTRE R & APL =2 — /L5
ZHIH L, 2@ APl B4 £ FEIT S EFICH T

I TEERYE KBRS B T2
Graduate School of Science and Engineering, Chiba University.

(©2020 Information Processing Society of Japan

Paragraph Vector (PV) % fEJf L, Support Vector Machine
(SVM)EF /N T/ = 7 OEEHEE 21T - 2. FDOFEE,
WHJIEfRSR 0.840, - F E 0.842 OVERE CTHIFEHEE 217 %
HILaRLE. ARL3RRY, BENT 74 v TIE
72, RN R TIAT S L7z APT BEER O 0> B R
ZR-HBTND.

3. SERR

SEEIL, BREHELELSH CHMMEI RS, B
AL E D IR EL AT PARILTH B[3].

B AR L TR AR S 72DITiE, HEED 1-ofK 55
{t.& JLFED Bag-of-Words RELBAS Vb TE. 1~
K&ERETORIEL, KINADEFREL 11T, TNLSOE
F& 01l K RILDORZ MV TRBT 5 OM 1-of-K £F
FETHLH. LEPICEENLHFED 1-of-K X7 L& R
LADLET, BoNEs ML EZOXEORBELE LTH
9 FED Bag-of-Words TdH 5. L7 L, Bag-of-Words |Z &
D XERBUIE, XEICEENDEEOMME &bkt
BOHELWRR b0 L2 DMER, EFXERIZEEND
HEEOREIBE R KDL MEANTFET S,

Z I T, l-ofK fFafblc ko> TRBE S =@k o~7
P EARIRICD ST RS LT, FEIENE 2 sk L 72
DOHEROBWROE S &2 HRIFICRET 2 FEE LTH
WMERNBLRZ SN, Erhan S[411%, BHEFEICBWTCI-
of-K 7 b ®D X 9 7R@IRITER T ML & ARIRTE D FEH~
7 MVICEBRT 52T, I0@WkREERETE L LR
AT D.

HEEZ BB T 27200 FEE LTI, Mikolov b
[5][6]9> Continuous Bag-of-Words (CBOW) €7 /LX° Skip-
gram ©7 /L% FI 9 2% word2vec X°, Transformer €7 /L %
FIF$ 2% BERT [7)72 ER D 5.

XEESBERTHEODOFELE L TIE, Le H[8]D
Distributed Memory Model of Paragraph Vector (PV-DM) &7

2 THERYE KRR LA ZERE
Graduate School of Engineering, Chiba University.
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JLX° Distributed Bag of Words version of Paragraph Vector (PV-
DBOW) €7 /L %FIH 9% doc2vec X°, BERT 72 &b 5.

4. REFE

WE 774y 7 B RERBAFEEICESNTRY hL
LU, BB I Lo Te Ny = TRAET VERET 5.
ARFFETIE, N7y hO~y FIEREZETVREEICRIH
%, BROEHRBEIZBN TS 2 — FEES{bEiiTn
HZEMEL, WURERMEPRETCH D7D THS.

Ry b~y ZDT7 44—V RH{E, ZOT—ZDOM%E

THEFE] LERL, TONBKRELZFETD. 2HEBT
HLHFENT MDY LTRBRINTZBEN T 74 v 7
% Long short-term memory (LSTM)7 & CRERFIFENT 25 =
LT, AU = 7 IEE OREE FE LIS T LR RS
L, BHERE - BEaEoSEE 77 I U pEEITY.

5. T3ty

BEMEEFET — %> h & LT, The Malrec Dataset [9]D

Packet Capture (PCAP) 7 7 A VA FIH LTz, ZOTF—F & v

MiX, 2014/12/07 - 2016/12/03 @ [ 2 Georgia Tech
Information Security Center X°7 2 /NA &, 7 F A LA
N = bt SN 66,301 O~y = 7 RRIE
WXL, o Ry 7 AfighT & A7 A Malrec [ 10]% IV
THBEMT - Ak LT —XBETH D,

The Malrec Dataset |3 H B35 F1% AVCLASS [11]I2E5
WTCINAT =T HZNTNY 7SI TNDR, £O@|mET
~VY = TRRIEOHREA DIE®RA Kb TS, £ T,
Kaspersky [12]D AT ESEFES LY = TRIED Z
Y T EToT.

Kaspersky 1, ~ /v U = 7 @ @ 4 ¥ Hl &
"[Prefix:]Behaviour.Platform Name[.Variant]" & & & T\ %
[13]. Prefix (IR S =V 7 2 27 L4, Behaviour
L~ vy = 7 OFEHH, Platform /ZMRIED FEATEREL, Name IX
<)V =74, Variant [THfEL & KT,

YNT =T RED MDS Ny v afii T A vy
= 7 fENT Y — B R VirusTotal[ 14]~515 L, Kaspersky 23E
DlnBEAERET 5. AR ICTE W TIX,
"Behaviour.Platform.Name" % —>D~v /L7 =7 77 I J &
L T4\, "Variant"ZHEfE S LT D .

PCAP 77 A Ve xy hU—rTFm harryF 744
tshark[ 15] CFENT L, EEFIEICE SN THFEICER LT
FANT—H %, WIREEETAOATNTHNE.

BMEEOT—# > h & LTiX, MWS Datasets [ 16]IZ
& %1% NCD in MWS Cup 2014 D 5 50 PCAP 7 7 A /b
7 B TNZ Stratosphere Lab 232169~ % Normal Datasets [ 17]1Z
¥1F % CTU-normal-18, CTU-normal-20, CTU-normal-33 @
PCAP 7 7 A V&R L7=.

#= 1IZ, MEFEICESNHTER L HEIEOR & B
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ZR LT
£1 72ty FOWE
F—=Fty M FEEE | AHEEK
The Malrec Dataset 3,287,668 | 119,719,067
NCD in MWS Cup 2014 823,979 9,356,485
Normal Datasets 439,269 3,748,432

6. FHMIELR

ARSI I 1T 5 FAMHELE & LTI, Accuracy (IEfR=R),
Precision (i# 4 28), Recall (FFB13), F-measure (F1, F {H)D
45 Hn5.

KD HH(IT, R 2 DIREATHIE EIZ L= KIBIED
ERRERT. UL 527 7 X, NIEFi+ 52 7 2
BThd. 277 A0BOE, FHET 57 7 AZ &I
AR, FHE, FEEZFHEL, 5 %% L7 Macro-
Precision (= 7 7 ¥4 %), Macro-Recall (= 7 7 ¥ 7
H3), Macro-F1 (w7 u E# F )z KD 5.

x 2 RFEITS

HEE
1 j N
1 Eyq Eyj Ein
I i Ei Ey Eax
N ENl EN] ENN
1 Eii
Accuracy = ————— (1)
o1 20 Eij
Precisiong; = Ei #(2)
) =N T
(O] 2]N=1 E]’i
Ey ]
Recally) = oqy— 203)
j=1Eij
Flo = 2 X Precisiong; X Recall(; -
= Precision(;) + Recall(; @)
N ..
i—1 Precision; .
Macro-Precision = w #(5)
N
;=1 Recall(; .
Macro-Recall = % =(6)
N
i=1 F1g .
Macro-F1 = 221110 A7)

N

7. EEE1-LSTMIZ K398

7.1 EBla- BHEE - EHEFORE
BEFECESNW TNV T =2 TRAET VEHBEL, B
PEE(E & BRI O ERE 2T 5.
£ 312, BUEE(E & EEEE o EERICHEE L-%Y
T2 ONRE R LT, BE@EOT—4t% vy Mo T
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IX, PCAP 77 A /L% 500 /37 > hZEiZHHIL, FF 320
EERH L7, LIS FEBR T H T X TRERO QU 41T - 7=,
EEBEEOT —ZIZ20WT, 7y MIORSIIAEET
HY, RT6441 X7 v b, RT3 AT > b, FHIT
440 Ry b, BEHERZEIL 327.7 ThoTo. EMHEEIZIX
(a)P2P-Worm.Win32.Sytro ,  (b)Trojan.Win32.Reconyc ,
(c)Virus.Win32.Expiro (d)Virus.Wiin32.PolyRansom

(e)Worm.Win32. WBNA O S O 7 7 S U BEEN, i
3 MEOWMMENFET . 1 FEO 2 @R L TR
MEEFERGET —Z & L, ZhUAho 2 HEE T — & &
BEFNAEFEMRGET — & & L7z, §T — X2 CTHF LI-ET L
WZxt L CRGER OT — X2 % AL, BEMEERE & RmifEo

MR & R 5 .
) - )
9
-
3 =
& 5
Q. @
o I
=1 =
— oQ h wn (@)
= = @ g o 5
oy
g Npy .§ |3 a g Np )
— ~ § 0] ot E'
o S
3 g
Il §
= I
=) Ay
w
L
X1 “ESHEET /L (LSTM)

B 1 IZETNOMIE R RT . REIONEIZHIT) ORI
ZRL, UBOET LVOBIERIZEBONTHRIEICET. £
T /ViE Python D == —F L3y NT—T T4 T35
keras[18]Z FHWTHEE L=, Z T, @E T 74
v 7 B TR REDORINT — F X, %, ... x) A
J1& L TEIFELY , Embedding i THLFEEx; (1 < i < )ANgIK
TEDOHEERY M ly(1 <i < )ITEB S, LSTM JBIZJEIC
ABDEND. x 3B —7 A1) S TEY, One-hot
N7 ML L TORTHITHRFERELIN,y = 3,287,668 TH
5. Fiz, UBOETOEBR TN, =50& L7z, LSTM @D
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W= F&EN, =50& LT, H71% Dense JBIZ AT

%. Dense BixH 1= NN, = 1, IEMELESE 7

T4 FE%E LC, BIMEEE & EEEEO EICHET 5.

15 epoch OFEEToIfER%E, £ 4 1T7-T. (a)k,

(b).fibc, (c).a0, (d).b, (e).ipa DT — ¥ & RINHIERIAET —

AL, RCIIREMEELY TR, BEEEE [ LR

L7-. BEFndifE % F I 0.9587 C, RM#AE% FH 0.9691 T
ML=,

72 EB1b- 77IVHE

BEFIECESWTT7 7 IVSHET VEMEL, BIE
WEESITADYNANT =T 77 VIOV THEREEL
P 5.

£ 505, 77 IVHFOERIEA LFE T —F2 0N
KRR Lz, EAEEECE, ERT EFRCSEEO~ LY
=777 IVOT—EANEEND. ZINDLENEIN L
FOMMBEERRL, 40 thF o2 RMFREOMRIAET —F & L
2. ZENLAOFEND 160 T 22 BIRL, JIET —#
LEEMBEORFET — % & L7z, 72721, WBNA 22\ T
17— 4% v ROV 70 160 172220 728, 130
& Lz, AT —% %8 LiceT micxt L TR o
T—X &AL, BEREAE & A A HRE O R HMERE 2 R 3
5.

M 2 ICETNVOWEE Y. HIEORIIT — 2 X% N7
ELTRTRY, REHEE sSEHEOAV 2T 773
DF 6 7 T A4 T % . Embedding B, LSTM J&i% 7.1 18
LRI L THBD(Ng =50,N, =50). Dense EOHELY =
v NENp, =128, @ E == NNy, =6, 1EMHE(LET
¥aEy7 b~y ZABEE LT, BiH@EEL 5 BEHO~ L
=7 77 IVIZHETS.

50 epoch DFHEIToIMERE, £ 6 DR 9 ITRL
7. &k 6, £7, R8EHLDL, WTNILbb)DI T ATk
MHEENDEANRS Rz, Z0b)7 7 A L BIEEE
RO 4 7 T AGHEEITY, £ 10 2 DHER 13 ICHEREE
L7z, A - BEAHRERRGE - RAEAERGET — & OV
b, (D7 7 AZBESEINIEMBELS A b,

# 3 B EHOSEOTZDOT—Z ONR (LSTM)

AN AR PR
T—% BPE | M (a) (b) () (d) (e)
j | k| o cdef | ftbc | gunk | ai |ao | ar | a | b | ¢ | bul | ipa | ipi
ik 157 154 | 18|13 18 13 18 | 13 18 | 13 17 | 13
W e i AR I 63 71 717 7 7 717 717 8 | 7
N AR AR AR 100 100 20 20 20 20 20

(©2020 Information Processing Society of Japan
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%
F 4 BUEEE - BEEEEOSEEE (LSTM) m =
ik BEATARRAE | A AR AE = =
Q. I
HeE HeE HeE s =
= @ 3 o o g 2
N R R 2 g@ggbg%gwm AN E
C =1
E|R[157) 0 JE | B |S8]| 5 [E[B|%4] 6 = g p 5 8 2 S
fig | = o |154| M| | o |71 M |E| 0 | 100 5 5
I 2
MR | 1.0000 | EfE | 0.9607 | Ef#E= | 0.9700 F i
WA | 1.0000 | #AE | 1.0000 | #EAEH | 1.0000 z
FREZE | 1.0000 | FFELR | 0.9206 | FEELE | 0.9400 — “ SN —
M2 773 USMEET L (LSIM
FfE | 1.0000 | FfE | 09587 | Ff | 0.9691 707 ( )

#£5 Z7IVHHEDEDDT—ZDNER

SRR N ER
T—4 B | (a) (b) (c) (d) (e)
j | ok |cdef|ftbc | gunk | gste | ai |ao|ar [ns|nt|{w|a |b|c | f |k |bul|ipa]|roc|ipi
AR 120 | 577 | 60|60 40 | 40 | 40 25(25|21(25|24 3535|1535 50 (40| 7
BEFNHRAEARGE | 40 | 193 4040 13 |13 | 14 88888 10(10{10]10 20 (10| 3
RENEFERRGE | 40 | 200 40 40 40 40 40
# 6 77 I USHERR - JIE (LSTM) # 8 77 IV pEHER - RIMHEMMRGE (LSTM)
HEE HEE
Recall Recall
E @] 0|0 @d]@ E |l @ | 0G| @] @] @
Bl 120 0 0 0 0 0 |1.0000 Bl 39 0 0 0 1 0 ]0.9750
@] o 18 102 0 0 0 ]0.1500 @] o 4 36 0 0 0 ]0.1000
E ()] 0 0 119 1 0 0 1]0.9917 E ()] 0 0 40 0 0 0 |1.0000
fi ©| o 0 104 16 0 0 ]0.1333 fit ©| o 0 36 0 3 1 ]0.0000
@j o 0 54 0 66 0 ]0.5500 @j o 0 35 0 5 0 ]0.1250
@] o 0 81 0 0 16 |0.1649 @] o 1 0 0 39 0 ]0.0000
Precision |1.0000(1.0000(0.2587[0.9412|1.0000| 1.0000 Precision1.0000{0.8000(0.2721{0.0000{|0.1012{0.0000
# 7 77 IV pBRER - BERIERGE (LSTM) #* 9 FHMifEEE (LSTM)
HEE Recall sk B o e Ao i A Jon o e AR I
B (a) (b) (©) (d) (e) Accuracy 0.5093|Accuracy 0.4721|Accuracy 0.3667
B 40 0 0 0 0 0 |1.0000 Macro- Macro- Macro-
B 0.8666 B 0.6238 B 0.3627
@f o 7 32 1 0 0 (0.1750 Precision Precision Precision
E )] O 0 40 0 0 0 1.0000 Macro- Macro- Macro-
it 0.4983 0.4601 0.3667
©f O 1 34 0 5 0 |0.0000 Recall Recall Recall
| o 1 18 0 21 0 [0.5250 Macro-F1  [0.6328|Macro-F1 ~ |0.5296|Macro-F1 ~ |0.3647
| O 0 27 0 4 2 ]0.0606
Precision||1.0000|0.7778{0.2649|0.0000{0.7000(1.0000

(©2020 Information Processing Society of Japan 4
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# 10 77 JIUNFERER - FIlBE (LSTM)
HeE
Recall
(a) (c) (d) (e)
(a) 18 102 0 0.1500
E | © 0 120 0 0 1.0000
i @] o 54 65 1| 05417
(e) 0 81 0 16 0.1649
Precision | 1.0000 | 0.3361 | 1.0000 | 0.9412
£ 11 77 I UHERE - BAMERGE (LSTM)
HEE
Recall
(a) (c) (d) (e)
(a) 6 33 1 0 0.1500
E | © 1 34 3 2 0.8500
@] 1 18 21 0 | 05250
(e) 0 27 2 4 0.1212
Precision | 0.7500 | 0.3036 | 0.7778 | 0.6667
*x 12 77 IVHEMER - REEERGE (LSTM)
HeE
Recall
(a) (c) (d) (e)
(a) 4 36 0 0 0.1000
E | © 0 36 3 1 0.9000
i @] o 35 5 0 | 01250
(e) 0 0 40 0 0.0000
Precision | 1.0000 | 0.3364 | 0.1042 | 0.0000
& 13 FHlFEEE (LSTM)
it BOE 22 o R R RIE SRR AR
Accuracy 0.4792||Accuracy 0.4248|Accuracy 0.2813
Macro- Macro- Macro-
o 0.8193 o 0.6245 o 0.3602
Precision Precision Precision
Macro- Macro- Macro-
0.4642 0.4116 0.2813
Recall Recall Recall
Macro-F1 0.5930[Macro-F1 0.4961|Macro-F1 0.3158
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8. EER2- WAR LSTM ETFINIZL D95

8.1 ER2.a- BHEE - ERHEEOHE

M7 LSTM (BILSTM)E T /L& _X— R & LIZH#EET
NVERBREL, RAMEREOIHMIER AT o7, M3 ICET IV
OFEZERT. ZOETNIE, BENT T v 7 BEHEL
T%k%%@ﬁﬂ7~&x%ﬂﬁtbfxfﬁ@,E@@E
M TS %Z4T 9. Embedding JEI% 7.1 IHEF L TH D
(Ng = 50). JIEJ5 1A LSTM JB vy, vy, ... v, Z FERFINEIS, W
J718 LSTM JBIZv,, vy_yq,.. . v BB RSN L HIBIZ AL, &
nENOH % EE LT Dense EIZATIT 5 (N, = 50).
Dense @D HMEZ = NNy, =128, Hihifgxz 2=y
FENp, = 1, JEMALESE > 74 FE%E LT, BiLE
15 L M@ D Iy ET 5.

2‘% 1412 BIEA LT — X ONRERT.HE 151
@a(&@m,@m,@@(d@%*ﬁﬁ@@ﬁT*?
L LT 10epoch DFE #{To =R 2R Uiz, BEMEfE %
F £ 0.9915 C, FRHEMFEZ F 4 1.0000 THEIL7=.

m

3 2

o F

@ N
g3

“ig-sjun)

W1ST paemioy
a1eU8)BIUOY
asuaq

E B
Niw Nonw g5 Npe

7]

@

LndN
wip induy) Suipp

(NIN:
B
'N=siun)

(95|24 =530UaNbas
U

uoIoUNY UOIBAIDY
1Nd1ino

INLST piem2eg

=
w

YT T L (BILSTM)

82 EB2b- J7IUHE

M7 LSTM (BILSTM)E T /L& _— R & LIzH#EET
NEFRFHL, BEBELS 7 72D~y =2T 77 I VI
DWTHEREZFTAMT 5. K3 ICET VOMIEZRT.
ZOET ML, BEEORINT —ZXEANTTE LTZITIDY,
BYEEE L SHEO~L Y 27 77 2 VDR 6 7 T RISy
HT5., E7/VOHEIEIL 81 HMERUTHDLN, Np, =6,
TEMEALB S E Y 7 v~ 7 AR E LC, BE@EEL S
O~V 27 77 I VICHETA.

#5102, 77 IV GHEOERIEA LI ET — 20N
&R LTZ. 50 epoch DFEEIToTfER%E, £ 16 D
FN9ITRLTZ. £ 9 LE 19 2T D LIET —FD
SEREE LA Ao lodd, MEET —Z TR 1b TRG
Nk o7, BEDZ T AR > THESNAEANR
b7z,
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# 14 B EBHEOSEOTZDOT—X ONR (BILSTM)

R R PN R
F—H BYE | b (a) (b) () (d) (e)
j | k| o cdef | ftbc | gunk | ai |ao | ar | a | b | ¢ | bul | ipa | ipi
e 162 149 |17 | 12 17 13 17 | 13 17 | 13 17 | 13
B S0 AR AR R 58 76 8 | 8 8 7 8 | 7 8 | 7 8 | 7
R Jen o e R I 100 100 20 20 20 20 20
# 15 BUEEE - BEEE oM E (BILSTM) # 18 77 I VHFRE - RAEREBRGE (BILSTM)
Bl E'%Eﬂﬁ@*ﬁaﬁ ARIN dE FE IR FE HEE Recall
HeE HeE HeE E | @ | 0| @] @] @

R | & B & R| & B| 37 0 0 0 1 2 10.9250
E|R|162| 0 |IE|R|[58] 0 | E LR |10 0 @@ o 14 0 18 0 8 10.3500
fR || 0 | 149 fF | EE | 1 | 75| M| E | 0 | 100 F |®] 0 1 0 34 0 5 10.0000
RS | 1.0000 | EAEER | 0.9925 | EAEER | 1.0000 Bl 1 4 0 | 2 | 3 12 ]0.5000
HWEFE | 1.0000 | A | 09831 | @A | 1.0000 (@] o 2 0 10 4 24 10.1000
FELE | 1.0000 | FELEE | 1.0000 | FE#E | 1.0000 @ o 2 0 0 35 3 10.0750

F & 1.0000 Fi& | 09915 | F1# 1.0000 Precision[0.9737/0.6087|0.0000{0.2439{0.0930{0.0556
# 16 77 I UNESE - 3B (BILSTM) # 19 FHERE (BILSTM)
HEE A B S0 AR AR R ARIN dE TR AR FE

B (@ (b) (c) (d) (e) Recall Accuracy 1.0000|Accuracy 0.5021|Accuracy 0.3250

Bl 120 0 0 0 0 0 1.0000 Macro- 1.0000 Macro- 0.4773|Macro- 0.3291
@] o 120 0 0 0 0 1.0000 Precision Precision Precision
T ] o 0 120 0 0 0 |[1.0000 Macro- 1.0000 Macro- 0.5061|Macro- 0.3250
iR ©] o 0 0 120 0 0 1.0000 Recall Recall Recall
@] o 0 0 0 120 0 [1.0000 Macro-F1 1.0000{Macro-F1  [0.4913|Macro-F1  |0.3271
| o 0 0 0 0 97 [1.0000 (] . i ]
Precision|1.0000{1.0000{1.0000{1.0000{1.0000{ 1.0000 %@ ; E;> .
= %\ j : g = o o % e
# 17 77 IV oBRER - BUAEAERGEE (BILSTM) S é - § %;; [>§ * g
e Recall %@ ﬂé% E> . g
E |l @ | 0| @] @] (@ g =
Bl 39 0 0 0 1 0 (0.9750 - L= -
@] 0 16 0 17 0 0.4000 HHE BRI, by, o )
= |®] 0 3 0 | 3 | 0 | 4 |0.0000 Query, ey Yajue L < Attention
il o | 71 o | 18] 5 | 10 [04500 ‘
4 3BT T v (BILSTM+Attention)
@] o 0 0 3 23 14 10.5750
@] o 4 0 5 3 21 |0.6364 [ fM J
Precision|1.0000{0.5333[0.0000|0.2368[0.7188|0.3750 Sum
Sofgax
Mgul

Query Key Value

X 5 Attention &

(©2020 Information Processing Society of Japan 6
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20 B BEEOSEOZDOT —F DN (BILSTM+Attention)
S R PN AR
T4 BiE | HEv (a) (b) ©) (d) (e)
j k | o | cdef | ftbc | gunk | ai |ao | ar | a | b | ¢ | bul | ipa | ipi
A 149 162 | 18 | 14 18 14 18 | 14 19 | 14 19 | 14
B e o e R I 71 63 716 7 6 716 6|6 6 6
R0 AR AR AT 100 100 20 20 20 20 20
# 21 BRMEEE - BHEE OSFRR # 24 Ty JIVUHEME - REERERGE
(BiLSTM+Attention) (BiLSTM+Attention)
Bl BE e fi AR AR RIE RN AR AL HeE Recall
HEE HeE HeE BE |l @] O] @] @] @

B | & R | & R & B| 35 0 0 0 5 0 ]0.8750
E|R|149| 0 |IE|B|71] 0 | E R [100] 0 @ o 29 1 4 0 6 10.7250
fig | B 0 | 162 | fiR || 3 |60 | M| E | 1| 99 E (O] 0 0 33 0 0 7 10.8250
IEf#E=R | 1.0000 | IEf#=R | 0.9776 | EfE#E | 0.9950 fiE ©] o 12 8 2 4 14 10.0500
WEFE | 1.0000 | BWEE | 0.9594 | @A | 0.9901 (@) 4 2 9 0 3 22 10.0750
BHLE | 1.0000 | FELE | 1.0000 | FEE | 1.0000 (ef o 10 | 22 1 0 7 10.1750

F & 1.0000 FfE | 09793 | FfE | 0.9950 Precision|0.8974(0.5472(0.4521|0.28570.2500(0.1250
# 22 77 JIVBERR - FIBR (BILSTM+Attention) # 25 FHl4EEE (BILSTM+Attention)
HeE A BE e il AR RIE R0 AR AR AL

B (a) (b) (c) (d) (e) Recall Accuracy 0.8178|Accuracy 0.5451|Accuracy 0.4542

Rp120 | 0 0 0 0 0 |1.0000 Macfof 0.8643 Macfof 0.5547 Macfof 0.4262
(a) 0 120 0 0 0 0 1.0000 Precision Precision Precision
E (®] 0 o | 18] 0 0 209833 Macro- 0.8206] 2" 0.5371 [V 0.4542
i ©] o 112 0 6 0 2 10.0500 Recall Recall Recall
@] 2 0 0 0 118 0 10.9833 Macro-F1 ~ |0.8419|Macro-F1 ~ |0.5458|Macro-F1 ~ 0.4398
@] o 6 1 2 0 88 0.9072
Precision[0.9836/0.5042(0.9916|0.7500|1.0000|0.9565

# 23 77 U SMEREE - BN RERAE

(BILSTM+Attention)
HEE
Recall
E |l @ | O | @] @] (@

Bl 38 0 0 0 2 0 ]0.9500

@] o 29 2 4 0 5 10.7250

E |[®] o 4 24 1 0 11 |0.6000
fi ©[ o 12 8 4 1 15 10.1000
@[ o 2 12 1 23 2 10.5750

@[ o 11 10 2 1 9 102727

Precision|1.0000(0.5000{0.4286{0.3333{0.8519(0.2143

(©2020 Information Processing Society of Japan



TR 2R
IPSJ SIG Technical Report

9. 3REX 3 — Attention ETIVIZ K D0 5E

9.1 ER3.a- BHEE - EHEEOLHE

BiLSTM & Attention E7 /L& X— A & LIZHEEETT V%
AL, BRAMEROFMERZITo72. K4 ICET VO
&Y. 8.1 DT T /LT Attention JE & BN L T, ik
{LEI% % v 74 FRI%E L7z, Attention JE1%, Lin 5[19]
@ Self-Attention (Z K2 LEDHDIAAFILEESE L LT-.
B4 512, Attention J8 DR A 7~3. NAF M LSTM Jg D Hi )
% 5 (R, RS, Ry & 5 LSTM & o ) % B
(h%, hE,...h2) %385k L7=H(hy, hy,... hy) 7 Attention J& (2 A
B (o n=2t ) Self-Attention A=
softmax(Wytanh(Ws  HY ) % 3HH T 5. tiZATI DORFNE T
HY, ANMLTET 7 ANVOHERICE>THETH .
Wy, Wl & HIZ/RT A—=H T, (dg, 2N )HOITHITH 5.
A lZINANR—=RFZ XA —=FThHY, dy=50& L7z. Query,
Key, Value IZIZ T X CHBESND. HEAD N
M(my,my,...,m,) DRI, m;% Attention JEDHJJ & L
C, Dense JBIZATIT 5.

£ 20ICFHIHEH LT —ZORRETRT. £ 21T,
(a).o, (b).gunk, (c).ar, (d).c, (e).ipi ZRIMIFFEMRFET — ¥
Lz o RE R U, BEMAEfEA F A 09793 T, #
FIEFE % F H 0.9950 TR L7z,

9.2 EEH3b- 77IVUHE

BiLSTM & Attention 7 /L& _X—RA & LI-HEET V%
HEFL, BMBIEL 5 792D~ AT =T 77 I JIZO0N
TOMERE 2PN T 5. T LO#EL 9.1 THER U TH
D0, Np, =6, EHELEEE Y 7 b~y 7 AL LT,
BH@EE SHEO~LV Y =T 77 I VICHETS.
#5102, FEIHER LT —% OWNRERT. 20 epoch
DB T kiR A, F 22 2HFK 25 [RLE. EB
Lb CRBNTEL IR, FFED 7 7 A w-> CHEINDE
BHEFEL oz, R 9 & F 25 W 5 LiliT —% 0
SEREEILLSTM L0 b &< 7220, BEROHiFE & ARl
FEOSBEBE DT MM ERN R s,

10. F&&H

Ny Oy FIEHRN G THEE] #EHRLT, @FH
T 4w ORBERFEERIC LTV 2 T REET
NEREL, BB - BEEEosER O T 72 Y
SEEITo .

RUYE@(E - BEEEOSHERTIE, AT —2 128 F
NBBEMO~NV T =TI A, REOHEFEZ KE S OFLT
BFZEL 0 b EREEICRMTE TWAD. =720, LSTM I X
LZETNACTIEERICIBETH 2 EELEEBETHD &
MR AN H Y, BILSTM & Attention |2 & 5EF /1
TIXEBRIZITEETH 2 WE 2 BW@ETh 5 L iimd
LG ENRLNT.

77 U SEERTIE, LSTM ICL 5T A TIIEED
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77 I VIR THEESN, RAET ANV =T 77
RV ZLOBEORME S ELFETE W7
BiLSTM & Attention €7 /L TIEFIET — Z 22\ TR
HEZ /R L2, PUBPEREDME < RO MmO M mMERE b (K
WEESR & Ao do. INERERRIMEZ T 32 0WERBEE VWS Z
LRIk, BEER Y 7 IV NEETOHEETT IV
DOREENESHOETHD.
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