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Abstract: Recently, it has become an important issue to reduce the risk of crimes, such as cyber-bullying
and cyber-luring. One traditional approach is to build a model that automatically detects high-risk messages
and users. These models mainly use a conversation corpus. However, there are cases where it is difficult to
use a conversation corpus in the real world. Furthermore, it has been significantly increasing in recent years
of the risk on the media that makes it possible to meet an unspecified number of people. The purpose of
this study is to develop a model that estimates groups with high online-risk using only the action log. As a
result of the construction experiments of the two-class classification model using actual data, we succeeded
in building a relatively high performance model with Macro-F1 value of 0.883. In addition, we have obtained
some interesting findings such as “Groups which users with specific network structures belong to have high
crime risks.”
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Fig. 1 Trends in the number of child victim by major site
types. This figure is a partial modified version of page
7 of Ref. [27].
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Table 1 Number and ratio of groups in each class.
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Table 2 Basic statistics for each group attribute variable.
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Table 3 Basic statistics of network.
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Table 5 List of evaluation values for test data.
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RISK  Precision 1.000 0.149 0.999
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Recall 1.000 0.856 1.000
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VM EFRON, 2—FORE IV —THP 1 2 —F BT
D 2oLz, BRLAFHER 2GS TE 2
Mo REMENEZ NS, 5%, Bih1—W-TL—7
B Ay b7 — 27 12xb LTiE, BEAdOEo X fiods
BICREETA0, Ay NI =V OBEZEHDLREDTR
A7) 2 LT, WY LBIAK R L T L.

5.2 RISK 7 5 XA DA

T, ETVORRE T Tl FERDETIVA
BEEEAREML, BEICEEREZ T I 7Lz b 0
M2 CThs. BEEEL, FEHIEOHEDEOFENT XY
L7z gini REUE L, HEIRD /) — FICZEST L7V —7
BOBIZL > THHE SNZEOTFIIETH 5. KP I
LW, E7 VI ESRASN TR WER, &
GhLEEEN) ThHo72Z L2 BERT L. Hho 32K
LB L 23 RICIE, L HIITHEHORTLTHY, FE
WZERIE W, [ S, SVv—TEBMEErNRKRECES L
TWBZEDRDNA. B, T V=TT 52—FD
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Fig. 2 Importance of features.

£ 6 RISK 7 I AIZH# L — v
Table 6 Characteristic rules for RISK class.

—)b TNV —TH  gini 2%
{R7+m7—%>1} 11,454 0.0
{“wih¥ > 1} 4,122 0.0
{23 KL > —0.19, ;K7 + T —$ >1} | 11,262 0.0
{23 Kot > —0.19, ¥ehi%k > 62} 248 0.207
{Wwwik <1, ®RK7+ 178 >1} 8,543 0.0

T U—=BLYT7 0T HORKER, WnRy o
T, FEHWICEELERZFHOZ LWL N E 57,
—75, BENG 22—V, 7 I AEREROEET L &
FZZAONBERTEDH LD, EFNMIIETE o772 HFS LT
VW EAGHL. BN — RS, MmN
121, 2 NELWIZENG 2 2 v PO BERS R
L7085, BET—FICBW T RELRER T F R WEKT
HolZ LIFHIRE, SIERBOBEZEIIEITEIH 5
boOD, ZFI—TRBUEDKRETIVE Y EVERER BTN 21
BB HEGELTWDE I EDHRTES.

W12, RISK 7 7 AZHEBINCTH o 72V — b & ELE
5. |61, BFEBLWET L0V — VD) 5, RISK
7T ACELRT ALV VOLREMB LD TH L, K
DITN—THEIE, V= IVIEST 57— TR e RS
b, 2T, TOEOTIV—=TEHEF =NV T T
DETHY, HBIHILSAFE 7 5 AL 37,519 TH 5 =
LllEE &N, F2, V=IVHDO B <lid AND £

BT 5., $abb, {wwhli<l, mwAK7+07 %
> 1} &iF, WehB 1K, o, A7 e T -8
LU EEWI V=N ERT, Ehb, ZHEEED LT 4
DOERIE, HEAKEVIZERISK 7 F A4 T 5L —
VTHDHIENGrDH. BEIEZY —CAOBEIIKGTT 5
25, VOVRENL VI LR, T x0T — KA IZE
ZI—HFDOENE, £ DL—FDOEHEHI TSV —
TEVWIRZ L ENTEL. ZOEH)RITV=-TIL, &£
FeZe L= TR S N TV AR W20, 1—HH

1644



1B RAIEF Vol.61

AEAFEE
=i X At

TOHmELRNFRBIIKT A2HEVRELLTVOTIE SR
WhEEZLNL, T, GHERBZEM OYE O AL

BTSN L—FDOETE, Thbb, FFEDty b7 —
JEEEFFOLI YDAy M)A ZED T LR
Vb, 29 L=, EROrEriirrbs T,
I M)A EZEHDLZoNTELo>TLTEF > TWWATRE

Wb, ZOL) BRA—FPEET LTIV —T~DE
IFEESLETH D,

6. HbH)I(C

AEFFETIE, V=YX VATA T EORY M) A7 D5

Wb — 7%%m?é\ﬁ%rw%% L7z, ET—4 %
LRt EERY T 2 & R I =AWk
b, VIV TV—TE ﬁmﬁ BLUBEKRAY FT—
7 EETERO A % SR E L CEtkfe % £ 7V oS HESETT

RECHDLI LR LI, T2, TETVERAMRL LT
ZLOFEAZEDTVREL—FPET L7V — 7%, §F
FEDL—HF- )= TRy VT =g s o2~
DR T L7V =70y M) A7 DEF LA RENEDH 5
el WKOPOFRBARERZ. B, ThHD
WL, HETRUGETHMA L7272 1C0A B TIEE
HLDTHDIEIEEEN V.

A%, OV =2 vV AT 1 T B AEMOGH & E
fisAZET, LDNHNZMROESZHIET L LI
TN—TF LRV TDRy b A7 OHEE L v ko FErt
BNOEARN RIS L2 EE L, L0 LRekt A N—2%
MEVELIZODBE T it > T,

BtE AWFZEIX RISTEX [REFEZED A v b A7 2
W HIET AT LOMEE] TuT 2 ORI
Hoecdhsb. Tz, HELT—F & TREV 20728
&4t Tgogo B L UMK AT A N—2—V 2 v FOERIC
JEHH L P ET.
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