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Definition of Stage Model of Security Behavior Change for
Self-Management Users and Analysis of Human Factors’ Influence
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Abstract: To consider proper approach to users, we proposed the stage model of security behavior change. However, the stage
model includes in case of taking security behaviors by oneself and by others. In this paper, we redefine the stage model as a stage
model of security behavior change for self-management users and analyze the relationship between psychological factors, such as
Big Five personality, attitudes, and experiences, and stages of security behaviors. We conducted an online user survey. We analyzed
validity of the stage model and constructed a structural equation model. As a result, we proved validity of the stage model and
discovered that computer users' “Effect of security”,” Interest of security”, “Contribution of security” and “Experiences” affect the
stages of security behaviors. Moreover, we confirmed that differently factors affect user of each stage: for example,
“Conscientiousness” / “Agreeableness” affect precontemplation and preparation users .
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Stage of security behavior change.

Table 1
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Table 3 Result of correlation analysis.
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Rt 370 ™ -329™ 324 456 ** 1.000
BEMAR 519 ™ 447 605 430" 361 1.000
EEE -.062 ™ -.030 -.087 -203™ -.203™ -106 ™ 1.000
B 038 074 ™ a1 188 189 ™ 084 ™ -5447 1.000
SEREH 246 ™ -120 ™ 258 .090 7 1817 250 ™ -110 094 ™ 1.000
=133 12" -.009 164" 161" 189 1617 -.489 ™ 473" 193 1.000
AR -178™ 229 -135 " -195 " -.158 " -.206 ™ 104 ™ 016 -.108 -.046 * 1.000
Fii:3 099 ™ -.037 218 116 1227 183" -2817 262 235 266 " -.160 ™ 1.000
A=Y 036 -.028 127 1947 1537 Bk -327 3297 070 ™ 307 -185 ™ 388 ™ 1.000
\EALBRE -2 015 -1747 264 -2 -178™ 636 ™ -592 ™ -102 " -474™ 77 -.366 ™ -.440 ™ 1.000
D OBHIRAE 106 ™ -.053 " 230" 246 204 205 " -.499 ™ 518 " 152 423" -174 ™ 496 ™ 476 ™ -647 " 1.000
HEfHIRRE 092" 035 130 213" 27" 1437 -.627™ 637 127 518 ™ -.096 ™ 374 434 703 722" 1.000
RIT-HERRE 186 ™ -.082 ™ 283 2227 2017 240 -384 ™ 339 261" 352 -.263™ 586 ™ 431 -.465 ™ 551" 467 1.000
(©2020 Information Processing Society of Japan 5
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X 3 #EET L (A7) B 6 MEEET L (IR
Figure 3 Structural model (stage). Figure 6 Structural model (preparation).

‘ X7 HEEETL (ST - HERRIREE)
4 fEEET IV (EEAL7ZIREE)

Figure 7 Structural model (action * maintenance).
Figure 4 Structural model (precontemplation). 7. EERLREE, BIL O DINEE, UEfSINEE, AT -

FRREBAEA LR 222K 4~K 7 1273, #EL
7elRREA A LA R, CF1=0.991, GFI1=0.994, RMSEA
=0.053 Tho7z. CEK[16]&L Y, ZOETILOMEEESH
WEWX 5. K405, BN E MRS KB E O FE R,
AR, FRFNME, BAC, EBUE, RERZER & ERLLZIREER
IFEOHBERS Y, BHRCELORERREN LD
Motz BLodHDREEZEH LR, CF1=0.991, GFI
=0.994, RMSEA = 0.059 TH-o7=. CH[16]L Y ZDET
NOWEELREmWEWZD. K50 D, BRME, REN,
HO#E, B, EBVE RERZER L BLOH HIREET
IEOFERS, FRFME, EXEK L ADHERH Y, HEHK, B
D, BRBREROBBENREN ERNbI-T-. HElikEr
WA L7-R, CF1=0.995, GFI=0.996, RMSEA=0.042 T
Hot=. LA[16]L Y ZOETFTLOBWEELENE VR D.
X626, Ik, FfnrE, B, ERbE, BREBRER EIE
OFERE, MK EAOHERH Y, B, BLoREN
REWZ LB oTo. FEIT - HEFRREB A EH L 72/ 2R,
CFI =0.995, GFI=0.996, RMSEA=0.049 T >7=. 3Tk
[16]L Y ZOETAHHEEENENEVWZ D, KT b,
BRACIE, BEEME, FRFME, BN, B, SRS,
EE, ARBREER & EOMERE, K, X MEE A
BH Y, a2 MNEERBREROZENRKE NI LD

7.

B 5 #EETV (BLOHDHIRE)

Figure 5 Structural model (contemplation).
INTEY, ZOETLVOBEEEITENENVZD., AT —
CEMA LR T VAT LS RA R 3 IR, &
PRANCTEHE O S AREUT 0~1 OfEZ &V ERKREVIE L,
ZOHENEBEEEZ TWDILEEWRT S, £, 1%,
5%, KON 10%LAN OB EAKREEZ 72 L TV D /R RIT-DW T
I, EICERERS, F, SRR LTS, K3
D, MR EAOMBE, B EEE, REBRERNAT
—VEEOHENRS Y, INOOERNEEEELTND
CEBHLD o, AT —VICEBEEEL TSI
HOHEROHPT, BALCRBREROEENRENI L b
Mmool

WIZ, KFAT—TYOWREEL SEM IZHH LR 2R~

(©2020 Information Processing Society of Japan 6
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5, EX

5.1 ETILOZEME

421 81X 0, [FEESCTYENMT- S TEY, AT —
CETNONEFETHEY THDH E VD AT—VET
NOGHERER I D, HERFIDSK 44.6% & D72 D
R B RO, MO RITHI, AT O MRS
B, HERID DR E CITEIER S E 27 7 u—F
BWTHDHI ENbN5.
5.2 RF—=U~AD7FA—F

422 fiTHlRATZEY, M (A, BO & B, 53R
TRMN AT — DI L TWDLZ ERNbh5D. LER-T,
AT =V DM E LT 57121, 2S5 OFERIIEE
AT Tu—FRnEHTHD. i, Znb0ERNE, K
5~X 7 ORLDH BARTE, HEfINEE, FEAT - MERRREEE T
DOEDRREIZEBNTHIE L THEL WD Z LG, B
DHILIBEO B KRELSZITTWE ERbRS. EELA
RELINOOHERPDEEL TWBEN, AT —V O EE
TIVTIXENEN A ORE, WELIDREOMEET LT
TN IEDFE L W5 7- K912, TNHDOERETHR
AT =T ~DOEBL W ORBEEZ T TIN5,
53 EEALGKRE~D7 TO—F

B4 LY, HREORL (B) ORENREL, MK
KRR, HiROFEN NS N ENbs. EH
DIREED A~DT Fu—F & LTI ENEE 72 < ¥, B
LEEDDT Ta—FNENTH L. BEMIZIE, %=
UT 4 RO BE AL T DT Fu—F, %=
U T 4 MROLENORIR I IEET RAAL 2T 5L 0ol
T Iu—FnEFLN5.
54 BbEE-EHO7I0—F

X5 kv, Wbk (A), B, BBREROPENRKE N
TEBRNWR DT, BLEEEE LI, EBhRE T
<7, BLEEdsd, BRREREZ DL T 71 —F 2t
rTEEZLND. BAEMICIE, X2 )T o RoOMEE
TR L CHTRT 57 Fa—F, X% =2 U T 1 F &2 F:
L7gWZ & TR AWECHRF LR EE2BET DLV
T e —FnEFoNS. £, B EER ED
PERSERAD UL TV D720, Bl GFHL) Pk
EMrEmo LT Ta—F L EDHE VLS.
55 EFREICTE-H07Ta—F

K6 X, Mk BILOEBENRKENOT, YHHIRE
2T D72DIiE, A< T, BirdmbdT I n—
FREEN T LB Z NS, MBLAREE, BILOH HIREE
ERBRICEF 2 U T 4 MR ORE AR L CTHoRT 57T
Ta—F, EXa VT A MREERLRNWZ & TR 58
FEROEX 2 VT A RIRPMLERHR A EZ D ENEEHE
tEZOND. £, AT—YOETN (X 3) Lkl
T, MR TE TOBIRE~ORBRER DOFEIN/ NS N
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ERDLNY, BEOEX2V T A REBEOERITIL F B
L7gnEnzd.
5.6 1T - #FREIZTE-HD07 TO—F
7XY, 2 A MEERBREROZENRRKENT LN
25720, FAT - MERRIREEIZ T 2720121, 2 A MR
ST, RBRBRBERE®RDLIT T —FRNERNEEELLND.
X2 VT o WEDROVERIET (B0 EiTEsZ
LEEBXDIEVDENIELEEZILND. FET - HEERIRREIX
MEEER D 5 SDOERETHEEL TNDLZ LRI T
BY, W x MNEE T, B, SANBER, =ik
K@D ENBEOIEEWZ D, £, BEEKIZ Y,
MRS R BE S/NX0s, BABME, FRFINE, REEMNE,
HOhEZ S 57 7o —F Lt th b.

6. F&&

AL T, EX 2 VT A THERAT —VET VA H
B2 EX 2 )T AATHERAT —VET NV E L THER
L, AT —VETNLVOZYEERIELZ. &5, =—F
R & 27—, ZATFT—VOWRE &L OREM A ST
Lz, Ny a FRZCH LTy =77 o r— bt e %
MEL, SEM TH#T L7fER, (IKELET /VOMAEER WD
LERRLE. BMALEET VAR L SICER LR, B
&, B, HEBEERBRERPAT —JICEBETL %
ALMCLE. EBIT, ATF—JIEET 2 FHEREOM
12, HFAT =V THETIa—VERNRERD Z L 2R
L.

FEAT =V ORBEBICHBEL TWVWHa—VEROPFTE
BANKEVERICEE TS L, WELARRED 2 —WI1
HERNR L IEDERE, BLERADEENHY, ELDHDHIR
HED 2 — LMK & A OKE, B & RBRERITIEDE
BN B o T E T, WEIREED = — P IXIER & A DB,
BLEIEORERSHY, FAT - HFRREEO 2 —Wix= X b
KEADKE RRER EEORENDH L ENbroT.
INBDRERND, HAT —UTEEHORKE WERIH
EMT DL ORITEERT 7o —F RN TH S Z & a2k
N7z

L%, AT —VICEET L FREROMFERICKL 5iE
W MR BT TV D 22— Tt 2ITE AR
T7a—FESHTLTFETHD. SHIZ, FEAT—TD
A=W ADITEVERT 7o —F % BIRHICHE L TV E 7
A

E- 1 N s & S s S ES RV il 2B S AP N S LA R G
# (NICT) DZEFERFTE [Web B RIB BS SREANT 0 ML
W2 7= WF e %% (WarpDrive: Web-based Attack Response
with Practical and Deployable Research InitiatiVE) | (2 & Y 45
bbb DTY.
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