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Investigation of linking and visualization method for malicious
activities towards intrusion detection
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Abstract: At the time of causal analysis, it's difficult to identify attack source from system logs.  Generally, there are not
enough logs to connect concerned processes and files, so digital forensic experts are needed. To deal with this issue, we
investigated the system using log management system to accumulate system logs of Linux, and visually analyzing malicious
process activity. As a result of the evaluation, it is confirmed that the parent-child relationship between the processes could be

used to identify the processes that cause the attack.
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1 | open open(A 7> a L)

2 | open open(CREATE A7 = V)
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DRBECB WV TRRRAID B AET DR TH-TH,
ARBIZHKHIED LTI WD N D EB 2 HN5.

Fio, A vT v MRAROBUIRIEEHE T BRI
VAT LEEIEL, OS (K Lo EINEIC X DIREEAT
FZEWHDH. Tu hEATTHHLTWDE VAT Aha—
IR LN A THERORIENHN, RTOY AT ARG
ERNRSEBEL, TNHE=T U TILH A L CHRMT Al fE
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TRRETDHEEZOND O, IETHV AT La—
BEGEL, oY — =T, LERERT 2 RE
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