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by Propagating Hash Value on Windows

Abstract: The demand for forensics is increasing with the increase in malware. However, some malware has
a function that interferes with analysis, and at present, many speculations are included in forensics, making
the analysis difficult and expensive. In particular, the thread injection function that obscures the analysis by
hiding the malware is a major obstacle for identifying the malware by forensics because the benign process
is forced to perform the malicious behavior. In this paper, we present a method for identifying malware with
thread injection by storing and propagating the hash value of the executable file in the data structure of
each thread in the Windows kernel. In the evaluation, an executable file that performs thread injection and
is considered as malware was run, and it was confirmed that the executable file could be specified.
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OBJECT NAME

UNICODE STRING
INFORMATION#E:& {4 i

EPROCESSHE 5 & CREATION_INFO
BiEE
POBJECT_NAME_

SE_AUDIT_PROCESS_ INFORMATION

/" PUNICODE_STRING /I/' UINT Length

CREATION_INFO
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FK2RTEIICALY RA vV varvdNR—r4
TCIYNVY TR TEFETT 71 IVOREV A HET
bHot. oT, KREEIFALVY R4 vy oy a e
EROYIVT =7 DREIZERITH B.

5.2 MEBEFTIM

PEBERIM & U CARFHED A — Ay ROBEIEZIT- 7.
AFHEE, T AEBIEE ALy RERKED 2 82—
DUHUZ R PNTE D, 238 —VENTNTEH =1~y
FEFHI 21T o 72, £72, EBIIBSWTREFEZEHI
EHEICBIT S T u A EBRO A — N~y REHITZ1T -
TARERIZOWTH RN S,
5.2.1 FHEIRE

Tow A B, ALy NMERKRZENZND A —N~y
REHUIZ 1T - 7282 LR IZRT.

e VMWare Workstation 15 Player

e CPU:Intel Core-i7 7700 2 37

e XEV:8GB

e OS:Windows10 64bit personal

o N—=a:17763.1098

FERETDOA — N~y NFHUTHIHT 6 BEZ LT ITRT.

e CPU:Intel Core-i7 7700

e XEV:16GB
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e OS:Windows10 64bit personal

e N— 3 :18363.720
5.2.2 FHEAE

Tat ZEBED A =N~y RiE, EFIFLUTHY ¥l
ERODDHNIRDFETT 7 A NMICE > TRELERD., D
728, 42KB, 100KB, 1MB, 10MB, 100MB ®Z177 7 A
WEMERL, 06 % 100 B9 D% L TEEA — ANy
Fakd5.

—HTARFETEA L Y NERRIZT 7 1 )LIEHRO M
EKDIHBP TN, TDDT 7y AV A XL BHA—
N RADHEIIR, ZDRD, A=~y RElT
1% CreateThread % 100 [HI#f DR L, ZDEHA —/"~y
FaBEH LUz, A =3~y FEHIIZIE Visual Studio[5] @
Performance Profiler e 2 fIHL, “REA AL v R
%EM T % CreateProcess, CreateThread BA%¥K D FZ17HREH
ZEHIY 5.

EROFETIE, RO SNIETT 71V EERTE
TLTWS. 2078, EEOHEL IR WEENDH
D, SEEOBEETIEA— NNy RICkix B8R RF T
BEMEA D B, ERETOL— N~y RENE, 5 ETRR A
FEZT7ANTA XA ="y REeuseLT77
AWV AT BREZEMU 7. KRPEEDOA -~y R
BEIT77ANDYA ZPNSWGHu s A —X—L 745
"EEMESRH B, UL, Windows D> AT LR D 43 iR
B Ims TH B0 EHEORMMENBETHD. £
D 7= dREMEFHIIZ X, KeQueryPerformanceCounter B%X
R 5. KeQueryPerformanceCounter B%tiZ, High
Precision Event Timer(HPET) &M 5 2 1 v & B
M—ETHAIN—FU T RAX2HATS. ZOEKT
Bondxzrny I HEHRTEH S Z L TY AT LiZEn
5D & D FEMARRMIENTRETH b, EMERA—"~y
ROIWENARETH 5.

5.2.3 FHE#ER

Tat A RO A — N~y REHIIU 72458 %2 & 3 1238
T, F7z, ALY REBBEOA =N~y REHIIL 25532 %
FKAINRT. TOITEBTOA— NN~y REHIIZ L7251
K 5ITRT.
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2: kd> dt nt!_OBJECT_HEADER_CREATOR_INFO ffff808b667=3030

+0=000 Typelist

LIST ENTRY [ O=fff£f808b 66729030 — O=ffff808b 66729030 ]

+0=2010 CreatorUniqueProcegs
+0x018 CreatorBackTracelnflex : 0Oxchbb
+0x01a Reserwvedl | O=4£41

+0=201c Reserwved?2 L0=8810£9£7

0x72636b5b"d5ad2b3f Void

K6 HASNZALY RAT7 Y2 hAO OBJECT_.HEADER_CREATOR_INFO &K

K3 TORRERDOA =N~y R

FITT7 7 ANV AR | REFERL (ms) | REFEDY (ms) | REFEDOA— S~y F (ms)
42KB 5.96 7.52 1.56

100KB 4.63 6.53 1.90

1MB 5.15 23.77 18.62

10MB 5.26 139.85 134.59

100MB 5.26 1431.35 1426.09

5.2.4 ER

ALy RERDA =N~y R, R4I1TRTES120.01ms
THBEORMEL RS, — T 2RO 4 —N
ANy RIFRZIZRTEIIZE[TTEI 7 I VDOREZITK
ELEARY, A=A v R 100MB OFEF7 71 ILVD
4 1429ms ¥ KE\W. ZD, TOF—"~w RHHER
TEDL0h, TheB/NILKTEIBRERDDLDNPELRT 5.

ZOF =N~y NZFEFTI7AINVDOY A XL >TKRE
RERZZENONY VadtEIZEB2EDTH S LHHIT
X5, Ny YaiBiE, YV T REGFINEGEITIE
BTFHLRITNIENT WD, 2V =20 27 DEEIRT
DRITNIENIT R WD T RW., ZD7ED, Yo7
DY A XA =N~y RONEIWT 74T 1 Dz EN
BNy V2t RBEGTIET T 7 A NVDOY A RIZ ERE DT
LZENHABETHS. TDOINVI LTI ) —rDx
TDT7 7 AN AZIZDNWT FFRI ¥ — X+ v b 2019[6]
THEL, Y1 X0/ %2FRSL. FFRIT—XE v MZ
i, 2V —=voxT7eVY T ENTN 25 FRES D
KBERIFTOT—203E&Eh5. AT TIZOWTHEL
FEERERG6IZ, 2=V TIZOWTHBL MR 2
KTITRT. X6IIRTLIIZ, 50MB 22571 Y
TIEFAELRW. 50MB OFEfF7 7 A Mtk b 7w A4
DA ="~ RiIH 600ms TH Y, ZORETHNIL
MgEE 2257\, £42K5 TRT L2, —BERENET
FIFEINBET7 7ML 20MB RHETH D, ="~y R’
124ms LB LRSI VEEH D, —HTRTITRT LD
W)=V 2T ORI, 0kE 2 DIX1GB 22
5HLDTHoT=. FTD=H, 7V—=rzT7DONY Y afl
HE%E T HHEHAT 1000 ms BiE»H» 5 AHEED D 5.
ZHNIRFETF T 7AIVDEFITBVTERKZ A =N~y K
TH5. EDZ DS, Ny Y adtB RROFETT7 71
NDY A XN ERZHRITEZIEDRBRETHD. TDDHIT
%, ERZ2EDOY A AT E0E2RDIBLENDHS. Le
ULRBZ2EDB L, 20 LREZEZ 201 ADTIV Y =
TeTBHIELTARFEEZRMARTHS. TDDH, LR
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EIF2—VOEBEIZ L > THEDHTED LIROMEEZED S
ZEeWEHTHBLEZS. HlzIE, y—"HavEa—
RIREEFTTETI7ANADEEINTED, TDETT 7
ANOY A ZAHRELBRWEE, EREE2EDS Z L74<
EHATA2Z P eFa2 )T HTEHRETHELEE RS,
— 5T, ADIVEa—RREEFINET 71 ILDY
A AWKREL BN H 2 5E, THEZERL, L
[BEEDLIEVRETHS. LoT, LEMHOEHEDMH
B2 —FIZEZREDBPENVEFZ B,

6. BHEMRE

I—RA vz rvaviEzREov Ly o 7ADOXNR
Y UTIIAR S ORFZE [7], [8] Tl, BEINTWARWVWEE%
FEL, ZOBEDOTOEADAEY £ A=V L RENH
BETOTORADAEY A A=VREIKL, HEAINZ
J— NERBETLZFEMREINTVWS. LML, IDSIZ
EBBEDOT T — IBFELRVERIE TRV, F
7z, AUz 7 OHERTONEDIETILY = T HINEEE
ToRAIVITHY, BEIMTONBIENIILVTI T
PHEZHIRL 720 KE L ZGEIIGTER .
KASOW[9) Tk, YATFLA—=)VhL—=Hitkb~
N 7 ORI S AT LI WT, ALy RERKET
EHRTAILETALY A vy oy arzBifid 58
HEEZERUAZ. ZOWMETIRSILY o 7 IHHROIE IR
HAEKE=ZTIToTW5. TORHILYzTIZLSn0
TORISAFHEELED. ULLIDYATFLAEILY
T O DIZDDY AT LTHY, HETAIHTVRNT
N =T Z2RRNGT 2HELRD L.

7. BHYIC

KX TIE, ALy RAvVzryavipziovil
V7 ERETAFHEE LTET 7 7 AMERE T Vb
DESIEBRIEBIFEICOVTRAL, AFHEEERT
51-DIZAV Y REKREETT7 vy oL, Tak A4EREIC
FEIFT77ANDT7 7 AVEREEGEL, AL v RERKKRIZ
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F4 ALy FERDA =N~y KN

REFIEZU (ms)

RETFED Y (ms)

REFEDOA ="~y K (ms)

0.20 0.21 0.01
X5 FEFECTOL—NAYR [2] Russinovich, M. and Garnier, T.. Sysmon v10.42,
TrANFARX | FEPA—NAY R (us) | EEK , available  from  (https://docs.microsoft.com/en-
0-100KB 1959 | 423 us/sysinternals/downloads/sysmon)  (accessed  2020-
06-16).
100KB-500KB 6584 | 1810 . o
B] 7747 - 7 ANt M-Trends 2020 LK — b.
S00KB-1MB 19009 69 [4] Google Inc.: Virus Total, , available from
1MB-20MB 124754 32 (https://www.virustotal.com/) (accessed 2020-06-16).
20MB-100MB 0 [5] Microsoft Corporation: Visual Studio, , available from
(https://visualstudio.microsoft.com/) (accessed 2020-06-
— . 16).
#6 FFRIT— Xty bOINY = TH A X504
7 s AT X | B [6] % Y FIE Kk MIH FEASFH EBCEAR T <o
T T REDO DO T — Xy b ~MWS Datasets
50MB~ 0 2019~, ML, Vol 2019-CSEC-86, No. 8, pp.
30MB~50MB 5 1-8 (2019).
~30MB | 249995 [7] B ERILAR IR RET B AREFEORE, 3 ¥a—
REFalFq BRI A 2013 FHXE, Vol. 2013, No. 4,
_ N . pp. 634 — 641 (2013).
7 FFRIT—Zty bDI V=V T H A1 X4 TN o ; , .
= R acamre fi 8] B B 1 7 1 AR I S B AT,
77 AVTIA RS~V F A 7 1 73815 £ 4 HULEE (DPS), Vol. 2014-
1GB~ 0 DPS-158, No. 33, pp. 1 — 8 (2014).
100MB~1GB 37 [9] Yuto Otsuki, Eiji Takimoto, Takehiro Kashiyama, Shoichi
50MB~100MB 46 Saito, Eric W. Cooper, and Koichi Mouri: Alkanet: A Dy-
30MB~50MB 81 pamic Malware Analyzer basgd on ‘Virtual Machine Moq—
itor, World Congress on Engineering and Computer Sci-
~30MB | 249836

AT HRERE R EEE L, EBITILY = 7 ORENTRED
BEREREMi 21T o 7. FOMER, ALy RAvYzorvayv
BTDNR—=VTALY KPFEDT 7 A IVER» S <L
LT DRENTRETH DI EDS LR oTz, 2R
XTI, &Y 7 7 A OVIERO TR R AMIE E DA
F—=NNy RPREL B EHAIINDE N Y ¥ 2fHIZDON
TEIEMRE 2 FEL, ERICEEIETA -1~y F%E
HET 2L CHREFHTZT>72. TOME, 3> a—
REI—VPBICH AT 255 1FMEL 254 — N
ANy RTIARWD, 100MB 2225 &5 RFEFT7 74
MEFINIBREOGEIIMEE 22 ZBHL N E 5
2. TDH, REEEZFHT 2H5E6ITREICL > T
A—AT—ATNAY Y aitE%2T5 LIREZRET 20
Nod. £z, KFEIFHAELROIEIALV Y 1y Y
22 avEIFOIINTITDOHRTE exe BRDEFT 771
NDATH 5. PowerShell A7) 7 h% DLL 72D <)L
YT DS, AV T RNIUIVRERILY LT TR
WEITT 7 ANVD T 7 A IWERIMPMEREL, <7 =7 Ok
ENRTERD. 5BITET, ALy RA vV rva vk
HEEZRH O DLL YT 2 7 ADOXNIGETS.

SE 3

1] F¥Y/rvx=—r71v7 Iy vkt 2019 F 4
i~ =7 VA=, | AF% (https://eset-info.canon-
its.jp/files/user/malware_info/images,/ranking/pdf/Malw
areReport_2019.pdf) (Z& 2020-06-16).
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ence 2012 (WCECS 2012), Vol. 1, pp. 36-44 (2012).



