1BERIEF=EmEE Vol.61 No.6 1146-1174 (June 2020)

745y =K Y ¥ — O R 72
EBL - FoT TSR B R ARl B2

el FEERLY MR SO A BT OAGRHE B T BT
S+ H 2019%7A248, 33 H 202053A 130

WE . 4E, TUSVEANERL, £ DF YT - UAPRMLEEIN TV L, H—E2RAEF T
=A@ THIHEP L D= FVTF—=5 2R L, FALRHMITHHLTWS, 20k, I —
E2ARMEIT T TANY —DEED 720, 77— 5 OPR IOV THBA L 727 I A Xy =R ¥ — % F) ]
FHAFRLTWA, —fRIICTIANY —R) V=B OLETIIRENDL 2 EHL VDS, ZoiF
KN CTIEFIHBES B ICNE LI L 729 2 TH—EAFH L 7= 7 MBI OWTHIATE Tna & idn
ABVIRITH B, —HTH—ERIRMEITIE, LD X 2R - FRTEPHEY Z OS5 BN
CICEWREDSETN T LE o Tz, T3 HEICTIANY—RY) v —2FHFEOH ICMNIZ L L
) ETHENPEINTLEF>TWANT L, 20700, FIHBEO T IANY —H#ED2HI2L) -1
ZRMEDOIN= FN T = FFNGEHE Y A ADHEHED 72DI12, 7T ANV —KR) ¥ —DFRM| - FRIxT
LTHHEBENED L) ez T2 02O TALENH L. + 2 TRIFETI, BEOTITAN
V=R Y—OERBE - FRFFECELT, A IA V- ERFMB T LIV —-T A S a2~ Tz
TT U= MR L TEMiE L, WY - FREEREER L.

X—T—R:TIANY—, TIANY—=FKY) I —, FIANY =ik, TIANY—7H), =V F
F—yFIEH, B, SNV—TFA s a—, TUr—1F, 2—FLE) T«

Users Evaluation of Expression and Representation
of Privacy Policy’s Contents

SHIORI SHINODA''®  FUMIHIKO MAGATA!  AKIKO FUIIMURA!  Satosar KuBotal Naoko CHIBA!

Received: July 24, 2019, Accepted: March 13, 2020

Abstract: Recently, many online services are being provided for digital devices. Service providers collect a
lot of users’ personal data through the online services, and process them for various purposes. They show
privacy policy in order to provide users opportunities to access to the information about their data processing.
However, in most cases, privacy policy is too long and contains too many legal terms for the average users
to understand the contents. On the other hand, as the best way to express and represent privacy policy’s
contents is still unclear, some service providers have some trouble in designing it, and rather, some of them
have intention to hide privacy policy. For both protecting users’ privacy and promoting service providers’
business, it is important to reveal how users react to expression and representation of privacy policy. In order
to investigate it, we conducted focus group interview and web survey, and then evaluate some privacy policy
expressions and representations.

Keywords: privacy, privacy policy, privacy awareness, privacy behavior, personal data, transparency, focus
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1 REGULATION (EU) 2016/679 OF THE EUROPEAN
PARLIAMENT AND OF THE COUNCIL of 27 April 2016
on the protection of natural persons with regard to the pro-
cessing of personal data and on the free movement of such
data, and repealing Directive 95/46/EC (General Data Pro-
tection Regulation).
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Table 1 Hypotheses about the users’ evaluation of the expression and representation

of privacy policy.

FHL - LRI/
I RFif

a. BRLLT S

b. fEHE

c. ¥ — AT HER

1. LFDHRTD
AL, BRI R
7=

Hla. % ZALBRBOHH, LF0
ATORBL Y HFL 2T S 1B
&5

Hlb. #2ZRXALRRBAOAY, LF
DA TOFH LY EHEIEES < 7
sh3d

Hlc. & X A =8B H N, LFD
HATOF L Y — ¥ 2R H =T
EFHich 3

2. FIMHBOE
< EAR 72 LW
&, HOEN R
L

H2a. FIHHEMOHYIZ, 52 < R
LEBATHZAY, £ HMEMLREH
HTHL LI VHBLLT SIIEFF
fizghs

H2b. FIHEHMOF X, R<ERK
BHASBATH 2 ALY, W MENLR
HNTH 5 & ) EEEEE CFHE &
h3

H2c. FIHHMOFIHIZ, 52 < BE
LEEATHBAY, £ AMERBLEH
HTHAH L0 H— ¥ 2R HIEIME
{FHMAiE 3

3. [FEEMTH 2B
FTLREBERY ~

ETTANY -
R y—oLbTF
Hic i

H3a. 77 ANy —H) v —12xL
T, KEYETICHBAY, Litdhs
IVHEMLR T S3EFHEE B

H3b. 794Ny =K1 ¥ —
T, R VIFTICH I A,
5 & EEBIESE <

WZxf L
A5
s h3

H3c. 774Ny =K v —IZxf L
T, K YETICHBAY, Lidh
% &0 — AR EINE < 7R
ah3

4. WEMETY | Hda. JAZNEOHMFL LT ST | Hdb., — U ARMHE N T 20 | Hie. F— EAFHEIZOWVT, 1
FTANY =R | 20, 1 EBSLFHEINZDE [V | EiZowT, 1 BESFHMIh30 | FEEFMEIAZDIE [VXT, U
PllowTE | X7, U7, 2BBE (X2 T 1y IURT,U>7], 2FBR (N2 | 7], 2FBR (X271 b, UR7T,
R A IEHR M UZT,Ur7], 3FBIE [£X], Tay b, VX7, V7], 3FBIE | V7], 3FBIE [£X], 4EBI

4FBR[U>7]THB [£X], 4BBR[V>7] THD [W>7]cHs

K2 KTITANY=R) Y —ORB - LRFEGT 277 432 = ICATE Z 2 L72#E

BodH 2 N7 NOFHIOE N 2D W TORF
Table 2 Hypotheses about the difference in the evaluation tendency between the users
who have experience in “privacy behavior” and those who have not.

EH - For ) | a ML S b. {2 c. ¥ — E AR
A R YA
1. XFOHATO | Hloa. HFELLT SI22WT, #8% | Hlab. BEEIIOWVWT, #&EX A% | Hlac. F—EAFMHEAIZOWT,

BHHE, AR
72

RATHRBE LTOARATOHBE LD
BCEHET BRREN, TNy -
RICTTENMRERD 5 W ADFH D RERD
HDH N THEN

HEBE L TFOATOHM L ) ST
¥ 3REE, T34/ —RISTT
RO VADEDREEDOD 5 A
2R CHL

WRERATHAELTOATOHY
I NELSFHAE T 2FEE, 71N
O —RISTTERBRO & W ADA I
B d B NI THEW

2. FIHEMDE
< EARK) % B
&, MR 7
i

H2ca. HfE L3 220, fE2<
BEMN G FHEAE R < BARMZ2F0 &
DVELFHET 3FREI, TN —
RISTTENRZER D I8 W N DB DR D
%\ NI HATHLY

H2ab. ElEEIZOWT, E< EFE
BREAEH OMENZIHEEIY S
P g 2RE W, 771NV =K
ISITERERD H B ADHHFEEO %
WA TR

H2ac. #— ¥ AFIHEMIZOWT
FMENLFHRBZE B "J’ZCaFE
L) HELSFHMET 21E IR, 75
AN —RISTEHREBROLVADS
PREERD & H NIZHARTHEW

3. MERy v
TIANY =
VY=o ETR
i

H3ca. LT 2IZOWT, 77
AN —=R) =2 LTHREZ D
TILHBIRRELIZHLERLIN S
CEFHET BEE, 751NV —R
ISTTERERD & 5 NDH PR D %
W ALZHERTHEN

H3ab. BEEIIDOWT, 774N
=R = LTREHTIC
HBERRELICHLITREL NS LT
¥ 3REE, T34/ —RISTT
EHRERD & D ADHHREERD 72 A
IZHARTHEL

H3ac. ¥ —EAFHEMIZOWT,
TIANY =R =3 LTRE
DHTICHIRAELICHSHFERE
DELFHET 2F2E L, o1\ —
RICTTEIRER D &2 W A DB DD
& BN THW

— (M2) LERAZEAY— (M3) KoV, £ Led 8] CHT2EREBIT 2L L) hATED

bb%?wt%mLtA@%h%h XEFEST LY, %f&i%tw‘i&ib<Lr%%
LFEOHRDKRAY — 5 N (BRIAEK 34 N) T A 05EILL Law], [2— =2k o THE
R A T RAY — 12 ek
BERRLAAS = BN HORRIA) R B CHEBINE DL, WRAS — A 52 e

&, BEZZTRAY =D BLNEICH - 7277, IRz mAzT v r— MR &N, [Eb) 3B 5] %

F70, BARZTTIANY =K —DONFEEH L DENZ, T2 -S| 2o [ bk T 5 BRFCail
s % L7 ZOTUE, 5EEEOY S 2985 | 1w 2 R

FORLIZEGOL > T4 —EADWEIIST 5 [ HfF [ L 72 N A 3R LT .

1151

© 2020 Information Processing Society of Japan



1BERIEF=EmEE Vol.61 No.6 1146-1174 (June 2020)

TIANY =R ¥ —DERE - KR ik
KBk
(H1)

R O FAl

XFOHRTOHM L,
i

NSNS
(H2) B< EAKi0RZ
6 < B 72
SR (AR OB )
r TIA N —R) —2 |)
H3) LRz ok R

[T 51Ny —
(H4) KV Y—izoWTHRT
- 2 15

; Hla~H3a

o 754Ny — KISATE D
(@) g

R D JEE

B 1 AL T TR O KL
Fig. 1 Diagram of the hypotheses.

K3 IV—TA I Ea—TOI V=74l
Table 3 The six groups which we divided subjects into for the

focus group interviews.
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Fig. 2 The poster containing only letter which was attached

through the experiment before the focus group inter-

views.
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Fig. 3 The poster containing illustration which was attached

through the experiment before the focus group inter-

views.
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Table 4 Difference in the evaluation of poster comprehensi-
bility between those who have little privacy behavior

experience and those who do not.
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Table 5 Difference in the evaluation of poster trust between
those who have little privacy behavior experience and

those who do not.
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Table 6 Difference in the frequency of reading privacy poli-
cies between those who have little privacy behavior

experience and those who do not.
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Table 7 Difference in the recognition level of privacy policy
between those who have little privacy behavior expe-

rience and those who do not.
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® 8 TIANY—FUMTEIOREERIZ DOV TOREER (n = 3096)

Table 8 Survey results of privacy behavior experiences.
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2 | AT ETY N EANER - XV PV T=5 D157 [5.1%
HE WOFAEEFIET D L)+ T
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3 | = AR EANER - S—=VF VT =5 D460 |14.9%
Epi3 Y PAPAR DT, =1
2R FHALRVWTHEL
4 |y IOFE FFET — EAICB A AER- |71 2.3%
A A IS—= F I T —F OEL) i
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Fig. 4 The figure which the subjects

saw in the questionnaire with the
tiltle “A: Privacy policy which

contains only letter.”
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Fig. 5 The figure which the subjects
saw in the questionnaire with the
title “B: Privacy policy which

contains illustrations.”
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Fig. 6 Survey results of privacy policy
evaluation comparing the one
containing only letter and the
other containing some illustra-
tions. (Test of Hla, H1b and

Hlc.)
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Fig. 7 Survey results of privacy policy evaluation comparing the one containing only

letter and the other containing some illustrations when divided into two groups:

those who have experience in privacy behavior, and those who have not. (Test

of Hlaa, Hlab and Hlac.)
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Fig. 8 Figure of privacy policy with
long and specific description dis-
played to the respondents along

with the title “A.”
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Fig. 9 Figure of privacy policy with
short and abstract description
displayed to the respondents

along with the title “B.”
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Fig. 10 Survey results of compara-
tive evaluation between “long
and specific” description and
“short and abstract” one.
(For tests of H2a-H2c.)
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Fig. 11 Survey result of comparative evaluation between “long and specific description”

and “short and abstract description.”

R LD B NOFD, ZWALYIHFELR TS
(Z = —2.13, p=0.034), SHEE (Z = —2.83, p = 0.005),
F— VY 2AFHEN (Z =-3.54, p<0.001) §XTIZDOW
T, BCEARMZEM %S CGHEi§ 2 RESHREICE o
7. UEX VD, H2aa 12 5%DEMRET, H2ab & 1% D
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Fig. 12 Figure displayed to the re-
spondents with the title “A:

Fig. 13 Figure displayed to the re-
spondents with the title “B:

Fig. 14 Survey results of comparative

evaluation between the pri-

when the button is placed un-

der privacy policy.”

H3aa HREL ¢ &
TERfR L X9\ )

when the button is placed

above privacy policy.”

H3ab {5

vacy policy along with a but-
ton at top and the one with
a button at bottom. (Test of
H3a, H3b and H3c.)

H3ac ¥ —V AR

[A] (B]
REVIWT KRR VMW E

.

REVUMTF

N . o n

MEHTcE5) [F—E2%FHE LW
Bl (Al (B]
KRRV E KR VIWT RV E

RERD B> DN RERD B 5 N RERD BB N ‘ ‘
(644N) (644.N) (644X)
M |
FEERD 7\ A FERD WA ‘ l RRERD WA ‘ ‘
(2452.N) (2452.N) i (2452.N)
0% 20% 40% 60% 80% 100% 0% 20% 40% 60% 80% 100% 0% 20% 40% 60% 80% 100%

ODADHNHTIRES DELLNLVAIFADLNHTIRESD

BELLLBVARN - EB5EHTIHESKW

BEHLNLVWAEBOANHTIRES BBOANHTIEES

M 15 RAEBTTORS ¥ ORED ETIZOWT, 79I 4N — BT IR O 4 # T O G

fEm oI (H3aa~H3ac OMEE)

Fig. 15 Survey result of comparative evaluation about the button position.
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played with title
“D.”
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Fig. 20 Survey results of comparative evaluation between four consent screens with

different information. - indicates no significance, and *** indicates 1% signifi-

cance.
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