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Abstract: 1t has been said that the risk assessment of IoT systems needs to be assessed not only for security
but also for safety. Therefore, the author has developed risk assessment methods that consider both security
and safety. Recently, remote maintenance is being introduced into IoT systems, and it is important to realize
maintainability, safety, and security on the target system in a good balance. The author named this MSS
concept, and has developed a risk assessment method and a method for finding the optimal combination of
countermeasures to realize this concept. This time, for the first time, we have realized a method that makes
this possible and developed a corresponding program. As a result of applying this to a medical-use multi-vital
IoT monitor system, it has been clarified that the overall risk will increase if information leakage measures
are not performed at the same time when remote maintenance was introduced. In addition, under various
constraint conditions of countermeasure costs, it is possible to specifically find the optimal combination of
countermeasure proposals that maximizes “the merit of countermeasures + the reduced value of demerits”.
It was clarified that the merit becomes larger at a relatively low cost. As a result, for medical IoT systems,
it was possible to find the optimal combination of countermeasures based on the MSS concept.
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Fig. 1 Overview of MSS concept.
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Fig. 2 Overview of proposed method.
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Fig. 6 Comparison of optimal countermeasures.
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