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Abstract: Recently, criminals frequently utilize logical attacks to install malware in the PC of Automated
Teller Machines (ATMs) for the sake of unauthorized cash withdrawal from ATMs. Existing security measures
primarily try to protect executable files in the PC so as not to be compromised by malware. Such security
measures are not so effective or efficient because frequent physical/logical accesses inside each ATM are re-
quired in existing ATM operations, for example, once a few days to a week periodical cash replenishment and
collection for cash services, and once a quarter periodical software/data updating. To cope with the issues,
we proposed an ATM security measure called “Command Verification” that a peripheral device itself verifies
a control command received from the PC in other paper. When the measure is applied to magnetic stripe
card transactions, many applied systems are derived because of less security constraints resulted from the
existing security standards for magnetic stripe card transactions. Proper applied systems should be selected
among these many candidate systems from three points of view: preventing a wide range of logical attacks,
being harmonized with existing ATM operations, and minimizing to modify existing peripheral devices. This
paper proposes a design method to apply the Command Verification to ATM devices/systems by considering
the three points.
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Fig. 1 Overview of an ATM system.
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Fig. 2 Existing cash withdrawal transaction.
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Fig. 3 Data flow of cash withdrawal transaction.
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Table 1 Logical attacks to steal cash from ATMs.
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Fig. 7 Data flow ensuring consistency among transaction

sub-processes.
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Fig. 8 Implementation examples of card reader communicat-

ing with the host computer.
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Table 5 Summary of applied implementation models.

(S1) Hu5 | BEREE U ARk

REaE O@E&S, W% (USB/RS-2320 7—J /U, PCE)
BN ] WEA— FLOOEES ANENhEE
RIBRBET A1 R h—F)—4 BELE oKy K
RE[H—FU—% EHET)L 4 ERETFIL
o TS EREEFIL | EREFIL4
SR |BERBES 21— EHEETILI EEETILI
(S2) Hus|BRECklE
REEE WEIEREX
HIFHEBEEIER MAC1
REBBRET 1A | A—FJ—F |BEILEUAyF [BEREET1—L
BERT MER | mgesuq | REEFA | REEFN
(S3) IMEEXZAF
REaE BEEBX
HIEMREIER MAC2
BARERET/ 1R BERRZ ~
BEE | h— Ry —4 REETILI
ff By K EHEEFIL
42 |BELBES1—L EEETILI
(S4) Bl
REEE BEEHLavY FOHEE
EEERIERR KR FRERE
REBBRET MR | A—FJ—F |BEIEUAyF | REREED2—L
BERT REUE | mgErul | mEETTFL | REETTL
REEE TRt FOEERE
ELERRIEER EEEXEERN
BIEEBRAET (X | A—FU—F |[BELCoAYE |BEBEE 21—
RIEEM| BELE | wopme — —
Zaq2| Frigz REETIL REETIL REETILI

NEEL, MERRA MIZENL ZH W TZEE L Z KL
T4, ZONHEIL, EFEETNVIIIGESN, -8 —
T OSBREIGHIUS T34 A, Bk A M h3a~ > PHGE -
FATTFNA AL e B
(S3) 5&1‘*2%‘

BERE A MBEE L E A v b — VAT — F(MAC2)
EEEL, = F) S EZEBLOEFEEZMRIET 5.
COMPRIE, FEEETFILLICHSES N, BERKRA N
FEERIUS TN X, H— N —=Fha~v v FiGE - E4T
TINA AL B,

(S4) Renig

H— N =%, WHIERBEXNON S L REELN
OWHIAFRT T 7, RA MKBEEYERT L. Tz,

= N = FBERLEZE LR %, REBXLZE
BEd 5. = F)—=F3FNs 25T, BHEeM
BEV2—VIEET L., TOMNBIE, EEETIV 1
SESN, ZNUEH — Y — FOEREE IS TN A A
HAEMIE Y 2 — U a~ vy FREE - 4775, Ak b

(X 8(b)). #IERKANEDEERHE) T/NAALELT,

R Ny N, BIEMHEY 2 — VEER L7256 D
EGOT, W7 7a AT L IZEEEFVER B ICT L
Wiz, ETEIEERKFA M EDOBELHE)EFATNA AT

I, BMAHINAFEEETTLVEZESITLTVDS

© 2020 Information Processing Society of Japan

[ #ERARFaVEa—% | = ABIEEEERC

s2 P ssa
WEIEREX, BIEEX,
MAC1 MAC2 sS4l
Eﬁ.‘i‘.ﬁ%* ATM
] WE7 I —sa H REWET TV —a |
( — o | ) % ot | J Pc
s1-3 $4-3 S4-2
5IE KR+ Rekse
REX iﬂ‘_ﬁﬁ, avuR
S1-2 S1-4 S1-1 S1-5 S3-2 gftgﬁ
HedE HeE OE | MAGH EEEX
&5 R R
v v v
LSk | | h—Fy—4 | [(m2nmzsa—1]
+ T i
= < S4-4 FHEHE
H&% Hsh—F Be

(@) h—RU—E DR RARR A 21— REBIET HI5E

R

A
S2 S3-1
malEkEX, | |EEEX sa
MAC1 MACZ  memeER ATM
] W7 T r—sa - menerryr—ay |
N
=Y ) — oL |J pc
S1-3 S4-3 S4-2
m3IE L
REX B, | awF
S1-1| S1-4 S1-2 S1-5 S§3-2 gﬁ;;
OFE| O HEHE| MAC BIEEX g
&5| &8 BIEE
\ 4 A 4 A\ 4
‘ﬁ—F')—’f‘ ‘ VA ‘ (Bemmesa—u|
N /ll\ T
S4-4 Bgthd
wEH—F HEH ﬁlﬁ

(b) BEBALEV YRR ERBRMIVE 1 —2LBIET H5HE

[ BERAAFDVE2—% ]

A
s2 §3-1
HEIEREX, RIEEX,
MAC1 MAC2 ATM
’ W37 —sas Fo{menarvr—va
A
( — o1 .
- S1-3 S4-1 S4-2
s1-4 s1-5 BAIE 2y T B,
o e REX EE
&S 7
S1-1 S1-2 S1-6 S$3-2
O H&ER MACH1 EEEX
&5 ¥ J |miEseR
‘ H—Fy A=A HEMBES1—)L |
T
[
S4-4 HEE
s -,

(©) BE MBIy BERAA NIV E 1 — AL EIET 55
9 IV ¥ FEIEVEMGEDL D FLEH]
Fig. 9 Implementation examples of the fundamental

framework of “Command Verification”.
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