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Improving the Effect of Security Warning with a Stimulus of “Kawaii”
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Abstract: Security warning dialog is a security function to inform ICT users about the potential risk of
encountering a security threat and makes it possible to avoid it. However, most users do not make use of the
dialog as the dialog provider intended. We propose to apply the action attraction effect caused by the visual
stimulus that feels “cute” to the security warning dialog for the effective use of the dialog. Based on the idea,
we implemented a prototype warning dialog with an image that could bring a cute effect, and conducted an
evaluation experiment using the dialog with subjects from crowdsourcing. From the experiment, we obtained
the result that the warning dialog with a cute image can significantly attract the user to understand the
warning message in the dialog compared with the dialog without a cute image.
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Fig. 1 Kawaii effect applied in security warning dialog.
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Fig. 2 Three types of security warnings for the experiment.

=1 EBEZNEO N MR, EMAEE AT 52 SNE R

Table 1 Participant information.

FEBE TEE Bl (Bt wmMARS Y
1 29 % 22:7 9% (31.0%)
2 22 % 13:9 5% (22.7%)
413 33 % 24:9 8% (24.2%)

® 2 ERZINE O RGA
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Table 3 User response to security warning dialog.
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Table 4 The response time to the three warning types.
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Fig. 3 Distribution of response time in a box plot.

el

7280, BEEIIH LT o 7oA Ie T8 2 F12 7 7 — b CTH
SHE L7z, EBRICIHEFTH 2 ERL TW2ilb b b
T, FHRT V- PCHRITEIR L b e ol, LHIEL
720, EBEOIBICrNbLT, TORMIZIIEL L % E
WL EZ TR, EEELEEE, BEHICHLT
FWENAHE L7223 v ndszowvy, LHET S, T or— |k
&, GESATENCAED b o 72 (RS V), HESATENICHE >
72 (TR V), BATwahWw) O 3IRTITo 7.

fR L LTIE, &5MIC 14T 08 3 A0EBRSINED
H %1 - 72 EBOxtn & 7 v 7 — MalB S8 7% IR0 12
LT TS OB A GRS hr
BEDbEASkER & v mb @ L Twiz, Ledso
TIO354IE, B2 L RTINS 2 3] L
TLES7bDEEZD.

B A1 HOFME (2) 25T (3) £ TIZhD 5 KEH
X, EBRSMESERWICKERBAREZ &5 WIRD, B<
TH 5 oHIREHENT 5, 25 0MBIE1EZTT
bHo10, EENOICHEZ Iz L) RidE
NIZWEEZEZTWE, ZORENL, SREOERTHES
NeT—5DIIEALIE, RSNIZELLEEA LR
L7299 Z T TEI 2 IR L 2R R TH L L E X B,

(2) BERXA v E—UDERE  Fik7 v — MIBWT,
FEETHEB L 2B HEoh i v (B4 255
AL LTVBEDIZOWT 6IROBIRI A S [ S
72, 6 DODEIRKEDI) B 4213 4 FOEETH 2R,
Ko 201k MEOBEELOVWTI R L] L [y
S, BATWAW] &L ERE4foZL 6o
FIZEENTHY, BIEHERS (1 E#/2. AR &L
THIEL, #EEFTL.

RIIE 3 ORAIISRLTWAS, BETZEBLAL
Rk L TV EBRSIIEOEIAIL, 21.2~51.7%& o7z
CORERIZONT, N=ATF 4 V&M ThHEMNS Lo
25MIZDOVT T4 v ¥y —DIEMERREER T o728 2
%, plERFNEN, &M 1385 p =0.0171, £iF2-3

© 2020 Information Processing Society of Japan

K5 DDLVHROBGER R

Table 5 User impression to the image in each warning.
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Table 6 Did a user suspect the presented dialog as fake?.
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KT OMBLAEELEROMERE LN ?
Table 7 Did you recognize the appeared warnings as part of

the experiment?.

® 8 EEANOMWICATE & HBIE

Table 8 Response to warnings and impulsivity of participants.
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513 5 (75.8%) 7 1 Table 9 Expertise of participants and response action.
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