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Abstract: Both the number and the volume of Denial of Service (DoS) attacks, that attempt to make a
machine or network resource unavailable are getting larger in recent years. A Slow HTTP DoS attack is a
method of DoS attacks that attempts to saturate the requests in process of a HTTP server. This attack
is known to be effective for a small scale attack. It is difficult to detect it using traditional methods such
as monitoring traffic volume. There are some known countermeasures, such as setting timeout, limiting the
number of simultaneous requests, and detecting it using machine learning techniques, but they have some
drawbacks such as denying services to legitimate users and resistance against attacks from multiple attackers.
In this paper, we propose a defense method against Distributed Slow HTTP DoS attack based on the num-
ber of connections for each client and the duration of connections. We performed experiments simulating 50
attackers and we found that the probability that legitimate users got erroneously disconnected is less than
1% with appropriate parameters based on the normal traffic.
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Fig. 2 The transition of the number of established connections
against Slow HTTP POST from 30 clients (created from
the experimental result in Ref. [20]).
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Table 4 The detail of datasets used in the simulation.
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Fig. 3 The distribution of the dulation of connections included

in the datasets used in the simulation.

(F—=NE— ) OMTLIZHHL, chbx 1o
DF = NIZHEY. L TWwWizarr v a YL BT,
(3) ¥Ia2alb—=vary1RITEIZ1 DD — NI LT

Wwzat s va YEEORMG - R TRZ, 77472 b

IP7FLAZBEHRLTCYIal—vary2EHT5S.
1EoYyI2b—3a VERIZ, -7ty OB
M2 & T 900 e L7,

MAWI Working Group X, 7 A Xy KD $ v b7 —
sEONT T4y 2R LIHBDZY 15 45 EEM, AL T
Wh, v3Ial—yarTiE, 2017TETANSHEEIAD
BHANSZFNZN L HSE T ¥ ¥ AIGRR LT L 72,
FHLZT—%+ty bOHME, FRIZEENS HTTP,
HTTPS O —1\%, 294 7> V&, kv var#, 2
A7 TaviER 41RY. £/, HTTP, HTTPS 2 %
7 v oa v ORI O BRI 2 B 3 1R, B
A H 1543 (900 %) TH A7z, 900 22 53+
7 vadEENL .

53 Y32l —Y3 iER
Y3ialb—va roffRB LUK (2) 12X 2FEIMERO
ez sR 5 1R T. RBUKFILET—Fty MhICE
INLELLY T arn)E, REFRIZLoTYRs
bOOEEEESRTRLE., F—=Fty FTEDIEY
Ly vari (F4) 2EALLTUNEEYZRD .
921 T, a =50, r =50, t=100ms, u=1= 300,
500, 700 £ LT, IREFEDOL WMl u, | L ETMFROE
BTz u, IDREVITE, u, | 28 SEL72012

© 2020 Information Processing Society of Japan

VBELRRE S IAT Y M 12dh7zhoatrr v a Bk
Z, WEIATV NEIERTZ ITAT ¥ FOERPKEL
), BEIWTERIIEA L7z, 222 LY =Nk o T, u,
IDREVITEFRFIIEET 5 XE) 7 T A OFDHE 2,
IV ORERBEVLEL 5 5.

FEER2 ClE, =50, u=10="500, t=100ms & LC,
W FAT ¥ O a LRVIBEROMB LM, B8
2IATVINDLVIEE, WEIFA T MN1DOHZYD
I4 7T a BB RL Y, BRIRERIE R Lo B
Ik oTE, L D747 M EHRATIULRYm =
LA SE, Y—ERRWET LI LN TE LN, BB
IAMIERTA.

FEER3 TlE, a=50, u=1=500, t=100ms & LC,
BB IAT 2 M12H-VDatrrarb—br iRk
YW OB LR/, a7 a b= FPEwity,
LEWEt LR L CW BB 7 2 a Y OEENT
BB, HICEYS Ly 23 Vs e zh,
POIMTRI LA L, WEBES IR v a L — bRGE
FWFRA, v bhT T7 1 v 2 TR IS w s
T&%, £\ Slow HTTP DoS WEDF| A ME b5,

J2Ef 4 TlE, a =50, r =50, u=>500, t= 100, 500 ms
ELT, EFEOLEZWHI % w2 LTRSS CRREL
7ol EOBYMHE LT, t =100ms TlE, [ AVhE W
EEBATRPICL VS DLy Vv a v 2UNT 2720,
EMty arypsgkrsned i, BmukEss LA L
7z, —7J7, t =500ms TI¥, 50%LL EDOFELIWI SIS E L,
t = 100 ms OB EXFTERAIIC [ AV S W IT E 2RI MrEs A%
MLz, T ud lOEEZRELTHILET, Uk
DEFTEIY , FXt v g v WS B HEEDMK
{pol2720ThHAH., LEWVEL ZB/KICHET S LAY
WS AT 5 vy BRI LT, X (2) VR
YIRS % t OEEHET S E THAICHH 2
ETE L, W%t DI 4.2 FiTHRZEB Y, P
DT T 47 BLOBBERBEOEE KT T 5.

FEE 5 TlX, a=50, r=50, u=1=500&L7T, &
FFLEOL &Vl ¢ LRRIMTROBRZ H72. ¢ = 100,
110, 120ms CTlE, ¥ 32— a3 Tl t AR &EVIT LM
YIS AT s R o0z —F, #EEfEid ¢ = 110,
120ms CTHEYIMRIZE L W 2rb TRtk hoTwa. ¢t
ObLFhniibid, X (2) 1L AHEEMICLT LD LS
N\ Z LD o 7z, JHIIZ, ¢ = 500, 510, 520 ms
T, t PREVIE RGBT 25 2 e nh o7z,
C OEIHEEMEICD 5N 5.

UEOFERZBLT, =7ty FTEOERIZERT
LE, 8A 11 ADF—% 1y MIBEYMRI R LML, 7
H3PdRb\mWEm2ss o, M3 x/RsE, 8H 11
HIZEEBGRET 23427 v a v OEERL R, THS
HIZZWZ e nb. 2o bid, ERR#kET 5 3%

588



IEHRNEFZE/YE Vol.61 No.3 581-590 (Mar. 2020)
£5 YIal—33r0iER
Table 5 The result of the simulations.
o a B (%)
YIial—va vER X (2) 12 & BHEEME
BEE REFEOL EWH T—=F+ty b T T—=Fty k T
a v | u I t(ms) 7/3  8/11  9/25 7/3 8/11  9/25
300 300 1.949 0.877 1.361 1.461 0.989 0.727 0.944 0.913
B 1 | 50 50 | 500 500 100 0.598 0.058 0.303 0.352 0.170 0.028 0.112 0.114
700 700 0.235 0.015 0.163 0.156 0.065 0.012 0.060 0.051
10 0.000 0.000 0.000 0.000 0.000 0.000 0.000 0.000
20 0.112 0.008 0.041 0.058 0.008 0.004 0.006 0.006
FEER2 | 30 50 | 500 500 100 0.204 0.008 0.131 0.130 0.041 0.008 0.040 0.033
40 0.356 0.019 0.208 0.219 0.098 0.016 0.074 0.070
50 0.598 0.058 0.303 0.352 0.170 0.028 0.112 0.114
10 0.385 0.027 0.217 0.234 0.108 0.016 0.078 0.075
20 0.413 0.031 0.226 0.249 0.121 0.016 0.084 0.082
EEi3 | 50 30 | 500 500 100 0.487 0.027 0.250 0.284 0.150 0.020 0.098 0.099
40 0.520 0.042 0.273 0.309 0.170 0.028 0.112 0.114
50 0.598 0.058 0.303 0.352 0.170 0.028 0.112 0.114
300 100 1.403 0.617 0.892 1.010 0.341 0.192 0.313 0.297
400 100 0.710 0.084 0.385 0.433 0.253 0.079 0.183 0.185
. 500 100 0.598 0.058 0.303 0.352 0.170 0.028 0.112 0.114
FEi4 | 50 50 | 500
300 500 | 70.292 54.081 63.557 63.855 | 71.413 55.024 64.385 64.810
400 500 | 71.298 54.686 64.222 64.626 | 71.413 55.024 64.385 64.810
500 500 | 71.934 55.529  64.850 65.303 | 71.413 55.024 64.385 64.810
100 0.598 0.058 0.303 0.352 0.170 0.028 0.112 0.114
110 0.646 0.073 0.325 0.382 0.194 0.043 0.134 0.135
120 0.674 0.073 0.329 0.394 0.194 0.043 0.132 0.134
FEER5 | 50 50 | 500 500
500 | 71.934 55.529  64.850 65.303 | 71.413 55.024 64.385 64.810
510 | 71.550 55.050 64.544 64.932 | 71.090 54.596 64.084 64.474
520 | 71.184 54.579 64.172 64.541 | 70.747 54.066 63.738 64.089
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