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Detection and measures of MAC layer loop using eBPF

Abstract: 1t is getting easy to use virtual layer 2 network not only 802.1q but also 802.1ae or VxLAN.
This tend leads to use virtal layer 2 network between different organization over wide area netowks. The
operator of this kind of layer2 network sometimes causes layer 2 loop network. Usually, the operator use
spanning tree protocol to prevent layer 2 netowrk loop. But, it is sometimes diffucult using stp on network
between difficult organization, becase of operation policy. In such situation, it is common to use network
loop detection sensor in network equipment for a long time.

However, the network loop detection sensor in network equipment is not enough progress to catch up recent
virtual network technology. Because of above reason, the network operator of some organization watch and
analyze network trouble caused by layer 2 loop. This manual operation is increasing becase spreading use of
virtual layer 2 network.

Therefore, we propose software virtual layer 2 loop detection sensor to decrease operation cost of wide virtual
layer 2 network. The our software system use extented berkeley packet filter for highspeed packet processing.
And, our system also use network operation open source software named ansible for easy to extend new
network equipment or new virtual network technique.
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Fig. 1 Loop prevention system on phisical system.
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Fig. 2 Loop prevention system on virtual environment.
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Fig. 3 Out target network based on network virtualzation

technologies.
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Fig. 4 Loop detection by measuring packet number.
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Fig. 5 Source address checking for Loop detection.
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Fig. 6 Proposed loop sensor architecture.
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