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Design and Implementation of Network Functions Using F*

Kouer Hosova'®  Yuukt TAkaNo!'P)  ATsuko Miyajit-©

Abstract: In a society where many devices such as smartphones and personal computers are connected to
the Internet, it is desirable that network functions that connect multiple devices be implemented more safely.
In fact, in network functions such as network switches and routers, packets may not reach their destinations
due to a run-time bug where packets are dropped due to model violations. By verifying the network function,
it can be guaranteed that the network function of the actual network follows the model faithfully. F* is a
functional language for program verification. In this paper, the management of the MAC address of the
switching hub, which is one of the network functions, was realized using the F*. As a result, the filtering
function was verified, and a network function with no error in specifications was realized.

Keywords: network function, F*, program verification
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static const value *mac_closure = NULL;

mac_closure = caml_named_value("verifyingmac");
return Bool_val(caml_callback(*mac_closure, Val_long(n)));
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=64 time=0.816 ms
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=64 time=0.747 ms

64 bytes from 172.16.0.13: icmp_seq=3 ttl
=64 time=0.563 ms

--- 172.16.0.13 ping statistics ---
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000000 6 00010000 pingd000

1 sudo ./SWITCHINGHUB ethl eth2

2 Interfacel (SockA) : ethl (index 3)
3 Interface2 (SockB) : eth2 (index 4)
4

5 forward 98 bytes to IF4

6 FromInterface = 3

7 PacketType = 3

8 HeaderType = 1

9 Frame Size = 98

10 Ether SrcAdr = 08:00:27:8a:4e:3f
11 Ether DstAdr = 08:00:27:92:48:bc
12 Ether Type = 800

13

14 forward 98 bytes to IF3

15 FromInterface = 4

16 PacketType = 3

17 HeaderType = 1

18 Frame Size = 98

19 Ether SrcAdr = 08:00:27:92:48:bc
20 Ether DstAdr = 08:00:27:8a:4e:3f
21 Ether Type = 800

22

23 forward 98 bytes to IF4

24 FromInterface = 3

25 PacketType = 3

26 HeaderType = 1

27 Frame Size = 98

28 Ether SrcAdr = 08:00:27:8a:4e:3f
29 Ether DstAdr = 08:00:27:92:48:bc
30 Ether Type = 800

31

32 forward 98 bytes to IF3

33 FromInterface = 4

34 PacketType = 3

35 HeaderType = 1

36 Frame Size = 98

37 Ether SrcAdr = 08:00:27:92:48:bc
38 Ether DstAdr = 08:00:27:8a:4e:3f
39 Ether Type = 800

40

41 forward 98 bytes to IF4

42 FromInterface = 3

43 PacketType =

44 HeaderType = 1

45 Frame Size = 98

46 Ether SrcAdr = 08:00:27:8a:4e:3f
47 Ether DstAdr = 08:00:27:92:48:bc
48 Ether Type = 800

49

50 forward 98 bytes to IF3

51 FromInterface = 4

52 PacketType =

53 HeaderType = 1

54 Frame Size = 98

55 Ether SrcAdr = 08:00:27:92:48:bc
56 Ether DstAdr = 08:00:27:8a:4e:3f
57 Ether Type = 800

Vo0l.2020-DPS-182 No.13
Vol.2020-CSEC-88 No.13
2020/3/12

000000 7 00010000 pingd0gQg

ping 172.16.0.13
PING 172.16.0.13 (172.16.0.13) 56(84) bytes
of data.

--- 172.16.0.13 ping statistics ---
3 packets transmitted, O received, 100%
packet loss, time 44ms

000000 8 00010000 pingdddd

no

sudo ./SWITCHINGHUB ethl eth2
Interfacel (SockA) : ethl (index 3)
Interface2 (SockB) : eth2 (index 4)
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