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Discovering Malicious Websites from Access Logs
of URLs Using Deep Learning Model

Abstract: In recent years, web-based cyberattacks such as Drive-by-Download attacks and phishing is get-
ting more serious. It is soliciting to detect malicious sites as quickly as possible. The WarpDrive project
funded by NICT is collecting about 15M access logs of users per day to discover malicious sites. Since the
size of access logs is huge, it is very helpful to introduce machine learning for discovering malicious sites
efficiently. In this work, we adopt Character-level Convolutional Neural Network (CL-CNN), which extracts
features from URLs, to predict the maliciousness of web sites. In our experiment using the access logs on
April 30, 2019, we demonstrate that CL-CNN predicted at least 20 malicious sites form about 2700 gray

URLs that were not detected by GSB.
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