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1. [FU®IC

FHRZEF 2V T4 DPEEICELRBELTED, ¥Fa
V74 RHADETEEZRDZA VT ITTHD I EIZEHR
BawnwEs5., 2oL RE T CREREPETI Y
Va—XBRIZHEZWNTWES, B3 a—XBERE
MiOFIZ LY, FHEEEVPREN M EL, x DERF
NENIRDZLIFEVWES RV, TO—HTHMOE
HIZFEOHELHSE. FTREREFI Va2 —XE2HWE
X a2V T A NOBENTOND B VWS L THhDB. 2
EROET IV 2 — XK LT X, RSA K5
M HERREE 572 & DOBEL K FIAI N TWB % < ORI
FiEfEGRI NS I N L6NTWS [8. £ I T NIST(7
A Ay ENAERE AT SR A 1k, BF 3V ¥ a—XERML
By RS (& RS OBz Hi e U TiifE T
FEEMEL T e 2 7 b (1] 2B EIFTW3.

Learning With Errors(LWE) @ [7] d®F 3> Y a—
AEAVWCELEHHERBELZEZ SN TED, MEFHEEP
fiif & TR N ORI HH I N TE D EH 24
HTW5., LWE M#EX 13T 5 =2 A s =A Rk ED
N R AR R METH L. LWE RIBEIXA R
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THhboN D0, REGOBEIR b d LWE R#E%
Ring-LWE F8 [3] £\V 5. & 0 IEREICIE, 8 ¢ RE
ROBELIR R IZDOWT, FIRE R, := R/qR IFFED A
BEZR F, EO~RZ MV L7325, Ring-LWE 320D R,
ETHE XN 5. Ring-LWE [#EIX LWE BB KRB 72
REENRINE B Z & T, LWE & b £51RK LS 71
FINEBETEDLEZOSNT VS,

Ring-LWE [HEIZZD <5 71 b 2L T, Ry DTl
TORBICRBIEH D 05720, ZOmEEIZIE, R, T
DFRFOMFAPBHEATH S, HEAFRTEPS R, (2
i3, BT L ORI THOEERERIZHE L 72 F, EORE
MPIFET S, UL, DX 5 HREEDATIE Ring-LWE
MENED I D X120 eF 2 ) 74 Mgt %
£, TNEMPT B 72DI2 Ring-LWE A KN & 72
5 KD RFEEN OIRD, HELHEZIT o TERLPTVE
JRICEHL, BREZICCORRICEERT S, Z0X57%
Zofs, WEBHRANZ T E BREDME RO 5 BB
H5. MR EIZIE Power ful-ZE . CRT-FEIZAREX
N5 HIR DS & 72 TRIEOMMPAET 5 Z LRSS
THED [4], HAEIE Ring-IWE 2# 5 BAFIHINT
W5,

—H, HRIZEDETHAER LR TIE o REK
T Ring-LWE X— ZDWEE 70 b 2)V 2 FET 5 5%
TaYz s FRREINTVS 6. FEEIZ, HOEDA
DREUEE UT, HH S IZA##EK LT Ring-LWE R—2&
DUERBESZREL, MAEEZHAVE IV HLDEX
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RN —FECRE S b LRI B E B S BECThH 5 Z
LERREUE 2. HHESE, A ETEHMRIBIT S
Power ful- 3K & CRT-FEKIZH 6T % Ring-LWE (Z5# L
TR OM (n-HIK & HIR LIFEND) BFEET DI L
ZRLUTW5,

SBHES 70 b aUDIGHI NI BHEITHEA S L E X
SN50, REBUKOFBEIZZIRICHZ Y, BRENEA D
MHEEZHEOHDONL V. X512, MMERHIRIED ADY
G, HHTE2 7 A—X&, KizZelizEb-oT 3M
DR - DRED Q EDIERIREPEY 25 ANRT A =X
q BIREMZ72 27280, K0 FWARNT A — REEEATHE
ZTABZLRREETHL. TDD, FEMNZ Ring-LWE
R—ZADWEE 78~ )V OREBIZRH T E 5 MRS D
REAEEBRT D LIESHBEIIR->TLDEERS
nas.

AL TIE, 2EMZ: Ring-LIWE XR— 2 D5 70 b o
VORRIZHHATE 2RBEEHPT L 2HME L, %
FUXEE m KT 2 m-th HIMRDEMMEIZDONWT, HH
S n-REE . CRIEAMR U2 R L RO LT, HE
DR ZERER L 72, R U 72K/ & 2 EEFFIZOW
TEBRET, REFIE (BELMENALUZFE) 225
TRWHEE L TIE, ERUZNITA—RXIZDOWTIIIEET
HEOFHDVEHICFEREETAD I L E2EIDT.

2. %A L Ring-LWE [BIEE

2.1 REUK

Ring-LWE R#EZ AT 50002, T3 I3AEAKICIOVWT
fHRISRRD . X 5RZFEMIIOVWTIE, HlAIE 5 25
BX .

REUA L1, FEER Q DARIRIEREDZ L TH 5.
(DFD, QZWMAMMREUTEA, Q-7 MVEMELTH
FRRTEDRTH S, VKK 2REKE TS, ac K0T
KWEZw 274 f(X) € ZIX] DWTH B, 20 fla) =0
MOV DEE, a ZRENEH L W, K ORI
EIROES O IFBRE D K OBBEREIEIENS. KD
Q EDIERIKE (K D Q-2 MVZERIE LTOIRTT) % n
L35L, O IZE nflD Z-HENGFHET 5.

BRI O DEBEDATFTIVI C O &, —EMWIZ
FATTNRREVRARETH L. 2%, Ok DEATT
VP Py EHRE e > 1 (1 <i <m) BPFEELT,
I=Pp-. - Pem LFEITL., ZHpIZODWTT=p0Og D&
E, BTD1I<i<miZoOWTe =1DRKHIULDHRS,
plZ K TRAIETHB W, Z5TRWVWARS plE KT
RETBENS. EREATTIVPITDOWT, Ok/P; &
ﬁBEﬁR]pr, B, KXPQODHuTHKRTHD & X,
er=-=em, fi=-=fn &%B. £/, FKey, fi 1
Wb E, pli K CRENET DL VD,

BRATTNP L O DKL TTIVERENS,
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Pi+P; = Ok(i # j) BHEOID. (ZOW, P; & P; 13H
WIZEE WS, ) £oT, HEREAEED A T T IVET
& % LT OBRABLAEL D LD

2.1.1 Ring-LWE Problem

R g RORBE K & T DBBER Ok 1220V T,
Ok,q = Ok /qOx & Z 5. Xsecret £ Xerror & Ok g L
DIMERDHETDH. ZDLE, a € Okq & Xerror (WD
THYTNTEIL% a4+ Xewror £0T. F72, U(Ok,)
% Ok,q EO—FfiE T2, ZDLE, Ogy x Ok, I
D Ring-LWE ¥ > 7V 21X, a + U (Oky), $ < Xsecrets
€ < Xerror (X UT (a,as +e) DE%E U7z O g x Ok g B
S5O TINDIELTH 5.

Ring-LWE Rz 1%, %R Ring-LWE R & 55 Ring-
LWE 8D 2 D07/ T 5. B Ring-LWE R#E & 1,
ERMED Ring-LWE ¥ > 7V (a;,a;5 +¢;) € Ok p x Ok
LT, s AT 6METHS. —7F, il Ring-LWE
L &, ERMED Ok, x Ogp 25DV VT (a;,b;)
72 Ring-LWE ¥ > Z)Vip—#RIZY > TV I - % 3803
LMETH 5.

R#k K 1D Ring-LWE R—ZDIES 71 b 3 )L T,
Ok DIt L OFRE L IFEDOFHEPERETHON S D, K
WRBFREICERB A2 25, T, mEEICEREG
REITOREVDH LN, TOBRETRS X512, Ok, D
F, EORERRS v helb.

3. M2k <& Ring-LWE

2T, MMRIZDOWTHEIAL, REMMED R
7 Ring-LWE R—2ADIE5 78 b )V ORBIZRIH X T
WEDEGIATS. ZZTHMHMAIET S X 54555
IZOWTI, [5] 220w,

HREmIZ2WT, ¢, 2 1 DFHEmEREL, QI
G BIRIMU 724K (Q & ¢ 2 AU EBNDIR)K = Q(¢n) %
meth FIAKE W 5. FA K K OBBENE, Ok = Z[(o]
THY, 1,y B N0 DZHIED 1 DTH Y,
m PRBPFBED L 55 1 Hi TR 7z Power ful-3£EIZ
FUTBEDTHSB. ZIT, ni=o(m) = |(Z/mZ)*| 1%
47— THE. MOMEKKIZQDABTHKTHY,
ZOH 0 T Gal(K/Q) 1 (Z/mZ)* LAMTHS. >F
b, AOTEHNS K OWHMEEED B Z LI (Z/mL)*
DB EEDEZ L LFAMBTH 5.

HOTHEDE o € Gal(K/Q) 1, % m & H\ iz
BRER G ZHVT 0(Cn) = ¢, 2T, TDXS
Btk o, bELIEETR. TOLE, Gal(K/Q) —
(Z/mZ)*;05 — j (mod. m) M LELOMEZ 52 5.

FEBqghqg=1(mod. m) 27X, K THLRH
BTz eMMonTnwg, ZorE, hHEIREREH
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(DA TTIVER) &b, BROFAE Ok, = (F,)" PEET
5. ZORBIZONWT, (F,)" DF, EOERLRILE e =
(1,0,...,0),e5 = (0,1,0,...,0),...,en = (0,...,0,1) i
HWINT 5 c1,...,cn € O g D 1 Hi TR 7z CRT-HK &
25D THY, HEREELZFEHTELHETHS.
EB, a=>",aici, b=, bic; € Ok g(a;,b; € Fy) £ 9%
&, oab =Y abic; 780, BRI EDRRET O,y DIT
HLORENHREL 12 5.

U2 U, CRT-#JE T Ring-LWE [ % % 2 724546, #l
Z¥, ¥ Ring-LWE ML, a =", a;ci, s = Y, sicy,
e=>,e0c &35, a WEEFIT s, ¢ DARHDEFIZ
as+e=>(a;si+e;)c; W5 s; BRODMEL IR DD, ¢
g I UTHANEIKESNEZ S, £D X D4R
BE (a1,0,...,0),...,(0,...,a,) ZEE L T BIEHICHH
BRTIPORONDIEE/BENT MUVEZESZ LT
fRBF o NS,

—7, Powerful-ZETRHE L xR LORERRIL, FHE
PEMEIZ 725D, Ring-LWE MIEPEZ T3 L0 D FER
BHEETIZ/ONTVARY., 51T, Powerful-3EE &
CRT-ZEDRNZIX, @l 7 — ) TR EDFIRIZED
FELEEEMOFEVGFHET S, Lo T, HAKET
Ring-LWE %2 % 2 2 5&1%, 2 DOHEEEMAT 55
BNVE.

4. PfE{KE Ring-LWE

Z ZTlE, AH 5% Ring-LWE R — A Q¥ RIRE 5 D i
BUZRIH U7z, FRBm 12383 % m-th 5K K Q53K
ELTORMKIZDONTIHRAR S,

EBprEm LRERIZFERLT D, AuTHEED p
(mod. m) BEKT B (Z/mZ)* OEFRFEIZHIET S K D
WK Z DFEIET D, D Z % pli$ 25 K OORIK
WS, DREEL QDOABTIERTHD, TDOHABTH
X (Z/mZ)*) <p> RAMTHB. plzxtd s 0MRk%
Ring-LWE IZFIHT 2554, ¢q=p" (r > 1) ZHWT Oz,
FCHEBEEITS. SA Z ETO Ring LWE (2 L 723
JEDHIZDWTHIAT 5 [2].

4.1 n-EE

EFE 4.1

mEEBELUTK = Q) 2 mRMANKET 2. Z
R p(# m) ITXHT D K ORREET 5. Z/(p) ~
Gal(Z|Q) DREIFTLDLEDME {tg, - ty_1}(REITLDOEK
NgM)ICEETSHLEi=0,---g—1IZH/HLT

ni = Tri|z(¢")
LERTD.
EE 4.2 (n-RK).
ZCK%pllHT20fkE U, BEBIRE R, =RNZ &

= 2aem ¢
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THEE, 7= (o, ng—1) & Rz D - KL EHT 5.
D a € Ry 12 a=nTd &Mk LT % d e 29 27
ET5. ZDEEa% nwvector LIER,
4.1.1 ¢&-EE

REIT 4 OBIUZ LD Z OH 0 TR Gal(Z]Q) IZBAF
DEHIZRINS.

Gal(Z|Q) = {pto, "+ Pty 1 }-
DA EDEFE o € Z IXIEHOMDIAM o 2L T g IR
JTTDORARZ ML LTEREI N
oz :Z — Hz(C (szn/<p>);
a— (pi(a))iEZ;‘n/(p>~
DEDITIRB.
T 4.3 (DA ETOEHOHDIAR).
22T, 5 0z(2) BUTFCERING g RO R #57%
M Hz T&EENTWS.
Hy < (o e CLu/®) gy = 3, _;(Vi € T2, /(p)}

ZDL ERMIRLEDER o ¢ Z IZIEHOHDIAARDN S L

T k3izkINS.
oz . K—>HzC (CZ:n/@);
oz(a) = (pi(a))iezs, / (v)-

T 4.4 (BHITH Qy).
gxgDITHl Qy ZUTD XS ITERT 2.

Qz = (pt,(1))o<ij<g(€ RY?
QO OZNTNDIEIEDAS oy(n;) THB. HOT
B Gal(Z|Q) H3KERETH 55 5 RETE {to, - 1,1} B
j=0,--g—1IZHLTt; =t/ (mod m) D& SITHNS.
FIEBD 6, j I U Ty ="Trgz(C) 5

Pt (M5) = Nitj
NS RVASR

EH 4.1 (ZEHITH D y).
gx gD Z EOITHI T, %

Tz = (pr (0 — d)/m))ozi j<g (€ Z9%9).
L&, =T 43, Q 3dMEoT
IzQ7;=T;Q,=1T»5.

fHRE 4.1.
F7ED b= Q6 2N U T FORMELT 3.
i =Tzb=1/m(Qzb—d(¥;b;)-1).
ZITra2EOBHEELTeg=p(p:F#FH) &35, £
eq=qo BRAT TNV qRz = 4o+ qg—r (ZBND &K
MDAFTNEeTE. ZOLERy/q 7, THDHI L %

EET DL,

0P €0y, mod q (€ (Rg)§9 ~ 7%9).
T 4.5 (&HIE).
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EHIEE = (&0, ,6-1) € (Ry)W BUTOE S 1@ HE

Nnas.

i7" = 1Y (mod q).
EHEIE (Rz)q D Zy EOREIETH S, (LHED a € (Rz),
CHUT, a=¢Eb 27T b e Zg B —REWITHET 5.
ZDbe Zg % b D L-vector LIS,
e 4.2.
AEOEHE ac Ry ML FD 2 0%
° a:na“-dﬁaz(a):QZ&',
e a=£(T b oy(a)=b(mod q).
e 4.3.
a1:?-b;,agzgr~b_2'E%%@t%a1a2:5r~(b;®
bo)(® 1 BHSY L DR ).
TDZ LS CHIETHD & (Ry)q DIt L OREHE
PNTEORICR BN, p RETREZT 5 L0 b I
TREZT2I1FOVEHETE S,
412 Q% oE
QY i+ 14T i 7RI 1 DY T R LELEDR
OTITHEHBETHIEBOFTIX 1 D EOfFEREIZL D
V7 PERTWLEITTEL, 2T7HURIERD 5 HED
U,
413 b=0Y .aostE
OV okl =0 a0 BEOEE D, X
bj = S ainiy,; TREND., ZhIF2FED bIF 7 =
()20 QY OB 1ATHE WS &M FT, R ML ij &
a = (ag,ag—1,ag-2," " ,a1) DBHARABHENS 2L TH
%.
ZIZTZy ECUTD2O0DZIHA%REHT 5:

FX)=no+mX +--+ny_1 X971,
g(X) = Qg +ag,1X+~~~ +a1X9_1.
blE il @ DBIARFEDS

F(X)g(X) =by+ b1 X+ +by_1 X971 (mod X9 —1).

TIN5,

4.1.4 n-vector & &-vector AW Rz L TOER
FiE

ZOD (Ry)g Pita=iql-a&b=il b OREEEEZ
3. £7,2 D0 nwvector @b EXIET B E-vector 1725
T3 & Lvector ETEHRILDOFEENTE, TOMRE%E
n-vector (mod q) (22535, IR CHUSHHT 5.

mult_eta (@, b, q):
a = eta_toxi(d, q), E = eta,togci(g, q),

Fori=0,---,9—1,v = a;8; mod q,
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return ¢ = xi_to_eta(¥, q).
B eta_toxi & xi_to_eta IFFHATIZEIHTE B Q(Zq) & fifjed
4.1 & 4.3 BTz

eta_to_xi(d, q) :
a(X)=ap+ag1 X+ +a X9
o(X)=no+mX +- +ng1 X971,
J(m)=d 2 QY O 1FATHS. )
return b = (bo, -+ ,bg—1).

xi_to_eta(b, ) :

b(X) =bo+bg1 X + -+ 0 X971,
o(X) =10+ mX + -+ g1 X971,
Nt 3 QY o 1THTHS. )
a(X) =b(X)c(X) mod (g, X9 — 1),
t=by+---+by_1 mod q,

return @ = (m~"(a; — dt) mod q)?,.

5. REFEETDHER

LR CHBIL7ZAH S D Ring-LWE (238 U 72 2 E D
FRFEE, MASMEKOEHS KD S S, SIRARIZERE L Tz
A, KR TIE, ZOMOEBAEIZDONTE KL F
K2R B EEDOEKIZDOVWTHE R S,

Mok K, m, q 258 4fliiL FERkE T 5. 72720, i3
BETIIRLSFERELT S, KM Cc KiZ2WwT, &
BB (Z/mZ)* DWHEE H LU, TOEE dy &
5. Z0rE, FUVIIIHIZEI BT 20E 4 ficEEL
Qz Tz I EMIZDOWTHMARIZERTE, 72fAlidEIEd
Bdg WEEBZTHEHRIID. £oT, MIZo2WTH
Ring- LWE IZ# L TW5 L HIFF T E 5 p- KR & CRERITN
T ARECHBIIATETHS. £/2, HREMOEHEE
THhb.

5.1 ERAA

m-th 3K K = Q(() OEIER M TEBRZITD. m
MR DT (Z/mZ)* 13K EHEL 5. £oT, MDQ
LRI g P OEAEE H X —BICHRETE S, £
BeixmeEMmEitod p KR L TREHR LSS
&, n-FEENS CHEEICEBUCRRHEERITY, T O
Bz - BEEICRTHEORHZ2HIE L 7.

5.2 ERRE
2 CRAERTHWEE 2 /R7.
e Intel(R) Xeon(R) CPU E5-16080v3 @3.20GHz
3.20GHz
e RAM:32.0GB
o HFHALAZEFE: 70T IV Y55E magma
e OS:Ubunts 16.04.6 LTS
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5.3 ERER
100 [ ZNF DA IO W TRERM () 2HE L,
ZTOVHEHE L., TNFNORREE2R 1 ITRT.

=1 EREE
n-FEJE D A REFETO
TN (7)) | Tl (1)
m = 2063
g =12379,g = 1031 0.55 0.029
m = 10267
g =10091,¢g = 1711 0.0501 0.073
m = 2081
q = 12487, g = 1040 0.57 0.030
m = 103049
g =12907,g = 1171 3.905 0.036

FEEREE R SIRETHEOF R - HEOADBE LD
HIZHENMTATWBZ DR 5.

6. F&BH

Bk %2 22 RBUA | TR R IK 7 Ring-LWE R — A Ofiif &+
e 7 halz#kss 2 2HETHE, REEOE
BEREFBUZ L VR ONDHREK EORT MVEMIZB 1T
BZREWMENEHEITTRAD I 2RI ZTNIERS WV,
AWFFE T, mEEET R FEIAR Y MVAEROHKIC
DWTHET L, ZOME, EHE m 126 LT m-th HSED
WA ECEERREA R HFCE I REOMERMK L
7o ¥72, FOREEOHMIZOWTHEELH A FIH L - A
(IREFIE) L EEA AR LRV L TRHERN % M
L, HELHBEMALZADVEEICERETETHS 20
DGR 215 7=.

SHOBBE LT, FHE m 1220 T m-th K
IZ2\WT Ring-LWE 1278 U 7= 2 E DM O RERL 2 G 5
ZENEFOND. (FD XS REEDOMIPMETENIL,
FUVMLREEMET S Z & TIEEDOAMED A LT,
Ring-LWE (ZJ# U 7= &ED MR A RETH B L HZ 5N 5. )
F7z, GH SO FIEUANDBEE O DR LD MG M
DMEDESATIZ R WVRBUKIZOWT S, Ring-LWE (238
UEEEOHEZRETAZ 2R LTV, X512, %)
KD ATg 5 Thk 2 RRBUA LD Ring-LWE RX— 2D 5
78 b ANDEEEIZOVWTERETT 5.

BE AMEO I, BREEmREERE (JST) O
CREST(JPMJCR1404) R USRS [Society5.0 125
o U 72 S EEM AM B R ERE DS % X 2 5 HHREAA
MOE RSO (enPiT)), X 5T SCEBRIFEE OBk
30 & [Society 5.0 EHRMAEM L TFE] OBk %E
ZFTWET.
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