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Attempt to extract network traffic feature of mining malware

JUNYA MURAKAMI™  TAKASHI YAMANOUE™

Abstract: As the number of mining malware increases and infections take away CPU resources without the user's knowledge, it
is necessary to detect and remove this.Since anti-virus software cannot detect zero-day attacks, we want to detect mining
malware by observing communications.In this paper, we describe that we capture the communication of the host that is mining
by the miningware using Wireshark, and graph the traffic per second for each IP address to extract the characteristics of the
miningware communication. Compared with normal TCP communication, miningware TCP communication has features such as
the ability to continuously check the same number of packets per unit time and the uneven transmission and reception of TCP
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streams.
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Ethernet - 1 IPv4 - 3 IPvG TCP - 26 UDP

Address A Port A Address B Port B Packets Bytes Packets A — B BytesA — B PacketsB — A BytesB — A Rel Start Durat?on Bits/s A — B Bits/sB — A

192.168.11.6 55665 136.243.102.154 443 22 8574 1 1662 1 6912 44.947236 1.8236 7291 30k
192.168.11.6 55670 136.243.102.154 443 20 8575 9 1422 " 7153 75.172388 2.0815 5465 27k
192.168.11.6 55666 136.243.102.154 443 15 2219 8 1453 7 766 46.509017 22772 5104 2691
192.168.11.6 55169 88.99.142.163 443 10 674 5 342 5 332 24.650996 7.0791 386 375
192.168.11.6 55669 136.243.102.154 443 43 14k 21 2605 22 11k 50495411 7.1647 2908 13k
192.168.11.6 55171 136.243.102.154 443 9 624 6 399 3 225 16.594537  15.1441 210 118
192.168.11.6 54982 136.243.102.154 443 9 624 6 399 3 225 14522026 174524 182 103
192.168.11.6 55168 136.243.102.154 443 8 570 5 345 3 225 6.522052 25.2088 109 71
192.168.11.6 54980 136.243.102.154 443 9 624 6 399 3 225  6.521745 25.5563 124 70
192.168.11.6 54981 136.243.102.167 443 14 965 7 450 ] 515 0911767 311714 115 132
192.168.11.6 55662 136.243.102.154 443 20 8053 9 1141 " 6912 44912327 60.8161 150 909
192.168.11.6 55660 136.243.102.154 443 21 8834 9 1715 12 7119 44584912  67.4285 203 844
192.168.11.6 55677 136.243.102.154 443 15 2219 7é 1399 8 820 131.591036  67.8755 164 96
192.168.11.6 55659 136.243.102.154 443 30 14k 13 2497 17 11k 44584287  67.9673 293 1363
192.168.11.6 55658 136.243.102.154 443 28 10k 13 2498 15 7531 44.583544 68.1641 293 883
192.168.11.6 55667 136.243.102.154 443 15 2219 7 1399 8 820 48525146 68.2662 163 96
192.168.11.6 55678 136.243.102.154 443 53 16k 23 2753 30 13k 133.197691 764019 288 1458
192.168.11.6 55668 88.99.142.163 45700 255 32k 132 20k 123 11k 49481922 160.8110 1039 562
192.168.11.6 55663 136.243.102.154 443 40 10k 17 2017 23 8160 44936919 1614898 99 404
192.168.11.6 55664 136.243.102.154 443 38 10k 16 1964 22 8360 44937552 1614943 97 414
192.168.11.6 55023 136.243.102.154 443 21 1596 74 623 14 973 24754560  181.8704 27 42
192.168.11.6 55190 88.99.142.163 443 21 1596 7 623 14 973 24555415  181.9766 27 42
192.168.11.6 55197 88.99.142.163 443 25 1970 9 731 16 1239 24156689 1823733 32 54
192.168.11.6 55020 136.243.102.154 443 25 1970 9 731 16 1239 24059515  182.5628 32 54
192.168.11.6 55504 136.243.102.154 443 62 13k 26 1708 36 11k 3510756  206.0686 66 453
192.168.11.6 55160 88.99.142.163 443 62 13k 26 1708 36 11k [ 3512664 2060870 | 66 453
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Ethernet - 1 IPvd - 14 IPvG TCP-35 UDP - 22
AddressA  Port A Address B Port B Packets Bytes Packets A — B BytesA — B PacketsB — A BytesB — A Rel Start Duration Bits/sA — B Bits/sB —A *
192.168.11.6 60228 52.114.132.21 443 45 28k 27 21k 18 6505126.68079¢ 3.3462 51k 15k
192.168.11.6 60234 23.34.61.146 80 30 22k 12 1029 18 21k135.06801¢ 5.8963 1396 29k
192.168.11.6 60226 136.243.102.154 443 22 8776 10 1608 12 7168 62.075727 67.3678 190 851
192.168.11.6 60231 104.71.48.68 80 27 4630 16 2176 1 2454133.79616¢ 68.4269 254 286
192.168.11.6 60236 40.90.22.189 443 63 35k 34 9762 29 26 k139.29447: 110.0830 709 1905
192.168.11.6 60235 65.52.172.55 443 32 11k 18 6046 14 5247138.04740: 115.1912 419 364
192.168.11.6 60227 136.243.102.154 443 101 23k 43 4065 58 18 k63.168306 213.3344 152 M1
192.168.11.6 60210 136.243.102.154 45700 99 14k 55 9118 44 5374 19.723546 2404811 303 178
192.168.11.6 60168 52.139.250.253 443 21 2310 14 1057 7 1253 0.194225 270.3081 31 37
192.168.11.6 60153 88.99.142.163 443 34 2704 12 998 22 1706 3.989569 272.8509 29 50
192.168.11.6 60146 88.99.142.163 443 30 2280 10 890 20 1390 12.496606 274.5683 25 40
v
erme ORFOORCHIR [ ereominsn Comerston Y I
a¥— v | |Follow Stream: Graph- 25 (6% AT
" QUGE m
Ethernet - 2 IPv4 -5 IPvG TCP-21 UDP-18
Address A Port A Address B Port B Packets Bytes Packets A — B BytesA — B PacketsB — A BytesB — A Rel Start Duration Bits/sA — B Bits/sB —A *
192.168.11.1 33406 192.168.11.6 80 2 148 2 148 0 049.300182 3.0020 394 0
192.168.11.1 40577 192.168.11.6 80 2 148 2 148 0 0185.80997¢ 3.0119 393 0
192.168.11.6 62678 40.119.211.203 443 18 1980 12 906 6 1074 25.205995 225.2144 32 38
192.168.11.6 62675 136.243.102.167 443 27 2052 9 801 18 125124.094868 243.5716 26 41
192.168.11.6 62674 136.243.102.167 443 31 2426 11 909 20 1517 24.101950 243.5812 29 49
192.168.11.6 62792 136.243.102.167 443 77 10k 33 2200 44 8500 10.774215 258.1516 68 263
192.168.11.6 62696 88.99.142.163 45700 107 14k 56 8988 51 5426 0.000000 273.9820 262 158,
ARTARA [ ®F21ACHIR [ sextenpAzsesh Conversation 5 7f v
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