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Security Measure System with Automatic Isolation of
High Security Risk Device using Network Monitoring
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Abstract: In operation stage in campus network, there are various threats such as information leaks due to targeted attacks and
unauthorized access due to attacks on vulnerabilities. The environment of campus network, which is connected large variety of
devices, is also changing, such as the transition to BYOD. Our university tried to improve the security level by using a quarantine
/ authentication network system. Although, it was not sufficient measures for new style of campus network. For this situation, we
design and implement the automatic isolation system based on network monitoring. This system has a monitoring system for
campus network, and automatically isolating devices judged to have high security risks. As a result, it is possible to protect the
campus network from devices with high security risks, and to reduce the operation and support costs by isolation cancellation
automation. This paper introduces the details of our system and the status of actual operation.
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