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Can End-Users Detect a Phishing Site? An Interactive User Behaviour
Study Through the Eye Tracking and Semi-Structured Interviews

Abstract: As the countermeasures against phishing sites, browser vendors have developed several security
indicators such as address bar display and secure lock icon. In addition, it is expected that the users’ ability
to understand security risks of phishing attack may rise by giving the appropriate education to the user.
However, the impact of these approaches has not been well understood in a consistent manner. In this study,
we attempt to consistently understand the effect of user’s prior knowledge and security education on the
users’ awareness of phishing site. This work poses the following Research Questions (RQs). RQ1: How does
user behavior change due to prior knowledge and education for phishing sites? and RQ2: How do users
recognize phishing sites? In this study, we prepare legitimate/fake websites for carrying out user exper-
iments. We recruit 25 participants to study how they behave when they log in to these sites. During the
experiments, we monitor their gaze using an eye tracking device. The behavior of the user and the recogni-
tion levels of the phishings site are studied through the interactive education programs and semi-structured
interviews. As a result, we found that may of participants were not familiar with the security indicators
shown on a browser. We also found that by providing prior risk recognition and security education, the
behavior of the user changed in an effective direction for detecting the phishing sites, but the change did not
lead to the increase in the attack detection rate.

Keywords: Phishing Site, Perception, User study, Eye Tracking, Semi-structured interview
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WIRBGT, EXa VT4 HBELLTHEITHD ZLdD
Mofz. —H, [RALVEZIZO2WTI, EEYA RO R
AL IR 5 2 E W72, DR A AT
KO ZeBHL W, IEHY A M, SRl FRE B
ROBENR A VREMEHLTWEEE, 12— VITRLR
EHZBAEENRD D, £z, VX [GEHHE] 28 [H
1 DESHDERTBHIET, V7Y A MBEETES
PHWILTE D, FEHZEOFMZ B8 CTHR, HET 52
CIXHELUD o7z, ESDT 4 v v A MIGEHEZE
ALTWBZ eRL W28, SRIFEBRIZSHU 72 EE 5
I—-YOHETIE, 71 v V1 bOHFNTH UTEE

B <o FEBED CABE A DE LT (1 XF) A5,
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(b) 7x—A3 (fliA%ER)

% ! SCHBTHR i

(d) 7x—24 GHHBAER « SEIH O &R)

13, FEHEONE &SR

K3 K7 —XIBUDY xTHA T DEHEEE Ol
V7Y H TJx—X2 J7x—X3 7Jz—X4

F1 % 3.96 4.40 4.68
F2 12 3.08 2.04 1.56
F3 1 3.27 1.24 1.20
F4 1 3.50 2.32 1.60
T1 I 3.07 4.64 4.84
T2 EH 3.58 2.68 3.40
T3 IEH# 3.46 2.76 3.28

BHERBRT U RICIR W ERRIEEI N D,
REAEEEOEEE DL

K3IDTL T2 2T EL, Y558 EHY A M
DEVHHEZEALTWAIZEEDSY, 72—X3, 4
WCTEHEEBIZENDH L ZeRbh5b. TIORAT V&I
“web.ib.example.co.jp” THH, 7D EV iEHFEDOHIT
%13 “<Example> Bank,Ltd. [JP]” & ZGEMHE A L2350 &
NTVWELERBEHEL E —HLTWZ, LAL T2D R AL
VEII SRR L MR EDTH Y, TDRAL VEIE
SRS D ZFLRBEVIFELTVWEEDDRELLEELR
— o7, BRZILET B0, Bl 2 X Woodgrove $)
177 Adatum #HIZY 1 NEEZZELLTWBEH00, [t
WA 5 K AA V&L contoso.net TH-7z, &\
EOREDTHEM, DEDZ ENERK LR, RAAL Y
HXFAFZBOBE 2 Z TS MMEFITE 5T, T2 I3ME5EE
WENRBRERE o722 EBEZONE. ZDLDSIZEV
FFAEEZIEL T — A2 EHLTWAEETH, 21—
TS REREZHINE T —ARHBEIENHS L5
7z. F£72, F2 2 FADEWIIIEENF—DEEDATH -
=D, BEEIZOTVRENR SN, JRENF—BFE
T3 F4 OFAEHRDO LD, 72—X2, 3, 4TRTIH
WTEWMEEEZE-. Y TV RTHA VITMEREE2H

*4 Woodgrove ##47, Adatum #:3 £ U contoso.net ZWV TN b
A8V 7 MEPFET AV Y TIVHR AL Ve LTHISN
TW3. https://ja.wikipedia.org/wiki/3a > FV
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K4 7x—X20BIIRIAWMEAT DTS v ELIZABEZ
D PEETA % 17 - 72 A

Al [ IF F1 F2 F3 F4 TI1
nZ4Y LA 22 16 16 20 17
ERFA AL 4 5 6 5 5

KEBMBFE AN EERLTWS.
SIEOYHIICHELA S A T-ER

Tz —R2IZBWE1 VA a—DRIEED &2, &l
T D SHEE M BT 2 5 b LWERE2FHEL /-,
F9, 25 Ah 7 N EY 1 boHlEREL LT Ta¥—3F
A I LOREI D] IE /KL, SEARLEZTDO2O
RAEHE DS B, 4 DDV 4 b TIE—F 4 bAH¥ 2020 £
IR TWiRh o7z, =5 1 MY+ FABERZED
MEWRIFIZZE L2 WS RRTHY, X)) Fo45ETIR
7, £ [BEES) REoMuabEEBmRNEHEL
TWBENE S el A L 2B nE A 25 Af 6 AWz,
fliize T7<vrF7 8% 2 740y v 78Ry 7
P ZT7DA VANV ERTIRE] EOn T VL
RO VNEDERPSINH MG E 5 A 7.

=)
4. &Hd

4.1 #IREIR

ERBINEZ ORI T — X 2 BT 2 72DIfH L7 A
FIY A=k, ARKMEEZRALUZET VOO, Gl
T — X DFEEIIBINE O S IRRRE, SEREREE O, FEEE,
ERE) ITHEING., EROZ T = —X[HzF vV T
L—yavafFozi, T —RIZ3BEEDT I —1E
FNbd. ER, EBRIZBIMUEZ 264D 55 2 408 T —
Z1%, RIBNEIFNICE £ 5> T2z, EMICEEIT
ETVWARWEHIETL, 2SR L. F7-EBRISSE
FEHNTITON, BNEEXFMCHAZEINZREE2HY, £
BRa IR L 2B b2 WD T, RILEEADT s 1
RAZIZHO AT, ZDLD REBRBRBEIS I} 5IES5E
W, WEBDITENIEND LZAHENEDH 5.

Tz—R2IZBFBFERSMEDX—7 Y YA FAD
0 sq DA SEENHMEE OBGIEICERT S, &
MEOBMETENCFENH 7. £ 4 IZRHEEDI &I
O oA 2 U N ARG % 17 o 72 ABUR RS, AETT
BEEMEOFTMMN 1 £/4122 THIEEE2ERT. K4
5, B4 VR LUZIZHEDL S T D 722 MEH
WBZENahD., 728 ZIXF3 OREHIC TS 1 v
Z2ULZ2MEBEBDON 6% (37.5%) WMEFHTZ DI Tz, K
iz D72 6 &AM VA a—IC CRIAFEOI VT v
VELET RLAN=DRRIZEDVWTZOY 1 M B%ELE
TRBRWE KU ET, ulA vaiFozemELE. 2
DESBBMEOBEMETIIFENECZFERE LT,
AEBIZBWTSMEXAPEAHDOT AT Y b TlEARLE
BAOT Dy hTasA v ETod, BHILEZY A
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7 BRNTZAT LD o T ATREMED D 5.

4.2 MHRMHE

AMEIZB B 2—FART 1 Tl, BRHAKRENZRE
THMEGEA 7+ AWED S [ ANERHRE T HM5ICH
THMEME] BLCREA 7 4 AT 270 —F v —
MZRID, EERBINEIZ—HIDOARFENEL B Z &30
X5, BEEICERZZEF UL, BEMIZIE, ERSMNI®R
FlCclxaEETHD L, BMNED-D DARMPHED
NS U AZBYREDE LEZE, U TERIEL T
W, AANEHREZ —UIEL RN & 2EF L7,
AFETIIEETEZ T 2TV A b 25EL U TERY A
MNEREELUZD, WELZY 1 MIHL T THARMEDH
BIDMMZFIAL, HRENRY ST —IPR6DT 7RI
e U CEBREIT- 72, £z, EBOERY 2791 %
MAT2EEIFEMRICHEBET 2B, V=TV b
WZRTBEAMBPL SR WESBE L. Zoft, WM
BAONIGE LT, IVvPa—REFXal)Fa o VRIY
2 (CSS)2019 @ TH A N—XF a2V T 1 WH5RIZE T 2 M
MEED7ZODF =y 7 VAN [10] 25E L LTz,

4.3 SHEOMRFEE

FIEM & EFEMEOmIL

AR CIIERFEE O I —Y ) T & a—F DR &
OREBRMEICET A ZIT o2, EBRBDOI VA 21—
BPOWTERH Y YTV EYA P BIURBHEVRTVY 1 b
ERBINE RIS, TOMMEERLHLZ. KRICE
WTC Ty x| LIEERNRRNZH21EETH D
MFEWP g X ] IZERIC a1 VB ERITS 2 2{EL
T OHEMICE L CRME22EETH 5. b L3
852 K OEBRSINENHE L THEMEEmE LT Y
VTN EE THE] Rz T R=UEHlE LTHIFT
WA, VU TIEE SR & A BEICEBEETME FIT S
HZINEHES —EBFE L. 20, [V 7)) THBHIFY
-V T BHETE AT, fAERYI P NTHBL
KUBZa—VDRHR L eNRBINZ, Gha—FLY
T4 ERMEREL DD, 2=V SEHEEES N DRI
TFHA Y OERIESHOFETH 5.

X2 TAEEE IV OERE

AW TEMEL 72 21— FEBROFER, BRkOo—F DR
L ARNVEE L VMEMIZH B Z EAVHAL 2. BINED
%<IFT 2 TH A M EDIVY =54 MRS bREDE
ER/RERED AT UVITEDINTEEEEZFMELTH Y,
ELWHE 2 TR TWAER-7Z, 512, Fa T4
BUZDOWTDEERT B TE T4y ITH A M TH
LA ZONRRER T = THA SOBFEETHI e
HEMPeolz. ZOWHELRYIN, T4 v TP 0
R CAFARERIHEZELZMFHL VWA Z e 2 E L TH
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BZEUZ, BoBAHEZEALZGEY A NFLTH 2.
3ETHRARZEDIZ, 2—YIFHBIZ DWW T+ I HfE
TETVWAPS72Z L%, IR TRzl el
MRAT F1 OEHEEFMITBE 2T I I ER>TY
7z, ZHIEEREMUTWS HTTPS kL7271 v o v
A b 1 LT, ZLOA-YDEREINPT VWL Z
RUTWA. £72, FIZEHY A S TH-o THIEHFTOR
TP ZDOEEEEA L B 258, < OSMENY =
TH A MR UTHMEREAENT W=, ULdisT, 5%
71y NOURNCEFELS T E R TR, -
YIRS BN H -7 F 2V 7 1 FBEOBFEL AT
RTH5.

5. BHEMRE

77 0% EiZB 15 URL FZRPiEORHICBEIL T
INETHA R fTToNTE., TRUVAN—=EDNR
A VRIIEEREEOFB I 2EANE LT, RAEFE
BTSIFTERAL NS5 42 (DH) DEEX
NTWBA, Xiong 6 [9] & Lin & [6] IZRRBHANSZ
OEMMERABTT 220D L—FAXT 1+ 2 LML, #
HORR, ZINELZEDT R L AN—IZ8T 203K L,
KEOZ—HF—ZWEAZ vz 7arFrVIicEInwTR—
VOEME WS 5720, DHIZHI#® Y OREE HIFT
WARWZ EARIBE N7z, Sobey & [7] & Biddle & [2] I
D7V NEREETE0E S h O &S BUZEEE
MRREZFTHRENIOVWT T ART 1+ 2FEMEL 2. FAED
K, FFAEOARILERSINE OB KEHE L
A, EVIEROAMIIKES LB/ E2 G RN &S H
&7 o 7. Thompson 5 [8] 1&7'F 7 HIZEH1F % URL &
RB I EV RRICTHT 2RV AXT 1 %175
2. HODOKRIZBEWTSH, DHPZ—HFDT =741 b
PR EEZ 52 DERIIFATERL 7L LT V5.
X512, EVEZRICERZATZBNE 300K, AkD
BEEREZETHRNWE WS FERIZE 572728, Chrome
77T LAETIX T RLAN—=H5 BV £RDBHIREI - Lz
NoT, 74 vV IHERIZBIT 21 —VFOxK - ExL
LTIRT RUAN—2RT 2 Z ehkd 5T E7: [12]
D, SRIIH - IR R T HBRELNDH S.

6. F&H

AWIEET 4 v v TH A N EEHORNZ Lz —HYDIF
e, THERETIENEEMT LI EHMNE LT,
KAETDI =TV A DEBELU BN T v > 7o
NEHWz -V EREIT- 7. EBROME, 2<D21—
PRV A7 2L NLAN=Da VT Y (K
IZa¥— 71 bRMWEDLEE) 2T 2MAIZH S,
ELL 74wy v 794 MERSTONEI—FFDR0n
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MDORERBIZEL o2, —HDY A1 bTldkFa)
TAREEERENEATEST 70 v v 71 M EIEREIC
M TERNATREMED D B Z L 2SI U, 2 —HiZ
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¥ a) T o BE, BXORIEN &SN % IR 7
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