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Analysis and discussion status of GDPR Territorial Guidelines
3/2018 (Article 3) -Version adopted after public consultation

YOICHIRO ITAKURA® MAYU TERADAZ

Guideline 3/2018 on the territorial scope of the GDPR (Article 3)-version adopted after public consultation adopted by the
European General Data Protection Regulation (GDPR) on November 12, 2019 Was. After that, it became ver2.1 on January 7,
2020 by formal correction. This is one of the most important guidelines for Japanese operators, but its analysis has not been
sufficiently conducted. On the other hand, legislation has emerged in each country that has copied the provisions on the
geographical scope of the GDPR as it is, and it is worthwhile to analyze the discussion of the guidelines. In this presentation, we

analyze the guidelines. At this time, the situation of the laws of each country surrounding this will be extended.
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The EDPB underlines that the application of Article 3 aims at
determining whether a particular processing activity, rather than
a person (legal or natural), falls within the scope of the GDPR.
Consequently, certain processing of personal data by a controller
or processor might fall within the scope of the Regulation, while
other processing of personal data by that same controller or
processor might not, depending on the processing activity.
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These guidelines, initially adopted by the EDPB on 16
November, have been submitted to a public consultation from
23rd November 2018 to 18th January 2019 and have been
updated taking into account the contributions and feedback
received.
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The threshold for “stable arrangement9 ” can actually be quite
low when the centre of activities of a controller concerns the
provision of services online. As-arestt-in-some-circumstances;
the—presence—of-one-single—employee—oragent-of thenon-EY
. ffici . | if
employee-or-agentacts-with-a-sufficient-degree-of stability.As a

result, in some circumstances, the presence of one single
employee or agent of a non-EU entity in the Union may be
sufficient to constitute a stable arrangement (amounting to an
‘establishment’ for the purposes of Art 3(1)) if that employee or
agent acts with a sufficient degree of stability. Conversely, when
an employee is based in the EU but the processing is not being
carried out in the context of the activities of the EU-based
employee in the Union (i.e. the processing relates to activities of
the controller outside the EU), the mere presence of an
employee in the EU will not result in that processing falling
within the scope of the GDPR. In other words, the mere
presence of an employee in the EU is not as such sufficient to
trigger the application of the GDPR, since for the processing in
question to fall within the scope of the GDPR, it must also be
carried out in the context of the activities of the EU-based
employee.
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The EDPB stresses that a controller or processor may be subject
to the GDPR in relation to some of its processing activities but
not subject to the GDPR in relation to other processing
activities. The determining element to the territorial application
of the GDPR as per Article 3(2) lies in the consideration of the
processing activities in question. EDPB |, & FL 4 3L
0, ZORPEIEE O —HBIZBI LT GDPR DX L2255
AN HDHD, MOBRIEENIZE L T GDPR Oxf4 &b
RUWGEENDLZ LT D, B 3 RE 2 HIIEDD
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The EDPB considers however that, in relation to processing
activities related to the offer of services, the provision is aimed
at activities that intentionally, rather than inadvertently or
incidentally, target individuals in the EU. Consequently, if the
processing relates to a service that is only offered to individuals
outside the EU but the service is not withdrawn when such
individuals enter the EU, the related processing will not be
subject to the GDPR. In this case the processing is not related to
the intentional targeting of individuals in the EU but relates to
the targeting of individuals outside the EU which will continue
whether they remain outside the EU or whether they visit the
Union.
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Example 8: An Australian company offers a mobile news and
video content service, based on users’ preferences and interest.
Users can receive daily or weekly updates. The service is
offered exclusively to users located in Australia, who must
provide an Australian phone number when subscribing. An
Australian subscriber of the service travels to Germany on
holiday and continues using the service. Although the Australian
subscriber will be using the service while in the EU, the service
is not ‘targeting’ individuals in the Union, but targets only
individuals in Australia, and so the processing of personal data
by the Australian company does not fall within the scope of the
GDPR.
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the Union (i.e. employees who are temporarily in France,
Belgium and the Netherlands) it does not relate to an offer of a
service to those individuals, but rather is part of the processing
necessary for the employer to fulfil its contractual obligation
and human resources duties related to the individual’s
employment. The processing activity does not relate to an offer
of service and is therefore not subject to the provision of the
GDPR as per Article 3(2)a.
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Example 13: A US company, without any establishment in the
EU, processes personal data of its employees that were on a
temporary business trip to France, Belgium and the Netherlands
for human resources purposes, in particular to proceed with the
reimbursement of their accommodation expenses and the
payment of their daily allowance, which vary depending on the
country they are in. In this situation, while the processing
activity is specifically connected to persons on the territory of
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It is however important to recall that Recital 23 confirms that
the mere accessibility of the controller's, processor's or an
intermediary's website in the Union, the mention on the website
of its e--mail or geographical address, or of its telephone
number without an international code, does not, of itself,
provide sufficient evidence to demonstrate the controller or
processor’s intention to offer goods or a services to a data
subject located in the Union. In this context, the EDPB recalls

that when goods or services are inadvertently or incidentally

provided to a person on the territory of the Union, the related

processing of personal data would not fall within the territorial
scope of the GDPR.
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Processing activities which are “related” to the targeting activity
which triggered the application of Article 3(2) fall within the
territorial scope of the GDPR. The EDPB considers that there
needs to be a connection between the processing activity and the
offering of good or service, but both processing by a controller
and a processor are relevant and to be taken into account.
BI3ILE 2 HOBHAELLL LIZYZ—7T 1 7IRENC
(B2 ) ERIGENE, GDPR O HELMIFHIZE £
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When it comes to a data processor not established in the Union,
in order to determine whether its processing may be subject to
the GDPR as per Article 3(2), it is necessary to look at whether
the processing activities by the processor “are related” to the
targeting activities of the controller.
EU JENIZHLE D 72\ 7 — 2 BRFIZ DWW T, Z OBk
WAHE 3L 2THIC L W GDPR DG k72 B8 D ik H)
Wrd 27, ULBEEIZ L DBHRIEEN XY — 5T 4 7
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The EDPB considers that, where processing activities by a
controller relates to the offering of goods or services or to the
monitoring of individuals’ behaviour in the Union (‘targeting’),
any processor instructed to carry out that processing activity on
behalf of the controller will fall within the scope of the GDPR
by virtue of Art 3(2) in respect of that processing.
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2 JH|IZX Y GDPR O#if IZEENDHLEEZXD.
The ‘Targeting’ character of a processing activity is linked to its
purposes and means; a decision to target individuals in the
Union can only be made by an entity acting as a controller. Such
interpretation does not rule out the possibility that the processor
may actively take part in processing activities related to carrying
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out the targeting criteria (i.e. the processor offers goods or
services or carries out monitoring actions on behalf of, and on
instruction from, the controller).
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The EDPB therefore considers that the focus should be on the
connection between the processing activities carried out by the
processor and the targeting activity undertaken by a data
controller.
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Example 19: A Brazilian company sells food ingredients and
local recipes online, making this offer of good available to
persons in the Union, by advertising these products and offering
the delivery in the France, Spain and Portugal. In this context,
the company instructs a data processor also established in Brazil
to develop special offers to customers in France, Spain and
Portugal on the basis of their previous orders and to carry out
the related data processing.
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Processing activities by the processor, under the instruction of
the data controller, are related to the offer of good to data
subject in the Union. Furthermore, by developing these
customized offers, the 50 data processor directly monitors data
subjects in the EU. Processing by the processor are therefore
subject to the GDPR, as per Article 3(2).

T — S EEE ORRO T CORIEZ X D BARIGE) L, EU
WMNOT — & FR~OMELORMEIZEE L T 5. &S5,
INHDONAZ A RSN ERFET D LIc kY,
T ZAWEEIL EU BNO T — Z FR A EEICER T
L. LIehoT, HHEE I X 28R, 58 3 &5 2
HIZ& D GDPR Oxt4elind.




IPSJ SIG Technical Report

Example 20: A US company has developed a health and lifestyle
app, allowing users to record with the US company their
personal indicators (sleep time, weight, blood pressure,
heartbeat, etc...). The app then provide users with daily advice
on food and sport recommendations. The processing is carried
out by the US data controller. The app is made available to, and
is used by, individuals in the Union. For the purpose of data
storage, the US company uses a processor established in the US
(cloud service provider)

i) 20 REOSHEPMMERM T A T2 ZANT 7Y 25
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To the extent that the US company is monitoring the behaviour
of individuals in the EU, in operating the health and lifestyle
app it will be ‘targeting” individuals in the EU and its processing
of the personal data of individuals in the EU will fall within the
scope of the GDPR under Art 3(2).

HHREE VT A 7 RAZANT 7Y OB TREOS
N EU BMANOBEADITEZE L TWAHIRY, Fhix
EU BINOBEANZ T2 —=FT 007 $52 8k, %
» EU BHNOEADENT —Z OB, 5 3 &5 2
HOYH & T GDPR OFFHICEE Nb.

In carrying out the processing on instructions from, and on
behalf of, the US company the cloud provider/processor is
carrying out a processing activity ‘relating to’ the targeting of
individuals in the EU by its controller. This processing activity
by the processor on behalf of its controller falls within the scope
of the GDPR under Art 3(2).
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marketing and commercial prospection purposes, the company
instructs a data processor, a call center, established in Tunisia to
contact former customers in Ireland, France, Belgium and Spain
in order to get feedback on their previous travels and inform
them about new offers and destinations. The controller is
‘targeting’ by offering its services to individuals in the EU and
its processing will fall within the scope of Art 3(2).
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The processing activities of the Tunisian processor, which
promotes the controllers’ services towards individuals in the EU,
is also related to the offer of services by the controller and
therefore falls within the scope of Art 3(2). Furthermore, in this
specific case, the Tunisian processor actively takes part in
processing activities related to carrying out the targeting criteria,
by offering services on behalf of, and on instruction from, the
Turkish controller.
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Example 21: A Turkish company offers cultural package travels
in the Middle East with tour guides speaking English, French
and Spanish. The package travels are notably advertised and
offered through a website available in the three languages,
allowing for online booking and payment in Euros and GBP. For
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The EDPB will also further assess the interplay between the
application of the territorial scope of the GDPR as per Article 3
and the provisions on international data transfers as per Chapter
V. Additional guidance may be issued in this regard, should this
be necessary.

EDPB I, 88 3 5:ICED D GDPR DHFRAEIFH DA &,
5 HOEET —XBEOHTE L OMAERICONTH
SOIZFHET 2. BERBEITE, BMOTA X A& T
H 5.

Controllers or processors not established in the EU will be
required to comply with their own third country national laws in
relation to the processing of personal data. However, where such
processing relates to the targeting of individuals in the Union as
per Article 3(2) the controller will, in addition to being subject
to its country’s national law, be required to comply with the
GDPR. This would be the case regardless of whether the
processing is carried out in compliance with a legal obligation in
the third country or simply as a matter of choice by the
controller.

EU PSR O 72 WEBRR S 1T, AT —Z 0
BRCEES 2 ZEOENE 28T 20ERH D.
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Though not related to the application of Article 3(3), a different
situation is the one where, by virtue of international law, certain
entities, bodies or organisations established in the Union benefit
from privileges and immunities such as those laid down in the
Vienna Convention on Diplomatic Relations of 196127, the
Vienna Convention on Consular Relations of 1963 or
headquarter agreements concluded between international
organisations and their host countries in the Union. In this
regard, the EDPB recalls that the application of the GDPR is
without prejudice to the provisions of international law, such as
the ones governing the privileges and immunities of non-EU
diplomatic missions and consular posts, as well as international
organisations. At the same time, it is important to recall that any
controller or processor that falls within the scope of the GDPR
for a given processing activity and that exchanges personal data
with such entities, bodies and organisations have to comply with
the GDPR, including where applicable its rules on transfers to
third countries or international organisations.

%3 &8 3 oM L IEBR LAV, BRIt s LT,
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1963 4 OEFRRICBET D ¥V 1 — K SUTIEBHER &
EU N DA R FEE O THER S e KEHE CE D
BN RO BEEZ T D L W HIRABH S, 20
JIZOWT, EDPB I, GDPR D73, FE EU 4hAfE
HiH & O SR A b I ONC E BRSO R b e OV B2 €
DLBERE, EREOREZBRI bOTIRNWI LA
HET 2. RIS, FFE OTHIEEIZ >V T GDPR D
FICE £, 2 b0, HE, Mk EMAT —2 258 #i
T HERE XITAERE L, FBE T 2583 ZEUIE
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In line with the GDPR, the EDPB confirms that, when several
processing activities of a controller or processor fall within the
scope of Article 3(2) GDPR (and none of the exceptions of
Avrticle 27(2) GDPR apply), that controller or processor is not
expected to designate several representatives for each separate
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processing activity falling within the scope of article 3(2).
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Such requirement for a sufficient degree of autonomy and
independence of a data protection officer does not appear to be
compatible with the function of representative in the Union,
which. The representative is indeed subject to a mandate by a
controller or processor and will be acting on its behalf and
therefore under its direct instruction29 . The representative is
mandated by the controller or processor it represents, and
therefore acting on its behalf in exercising its task, and such a
role cannot be compatible with the carrying out of duties and
tasks of the data protection officer in an independent manner.
CDRI T RilEA T 4 Y —D+43 7 BHME R OhSE
PECRE9 2 AT, EU BAIC 1T 2RI OBERE & 13
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el LI o lc e 5 (R A, (RS2
FEE I FEIZ L > TETINTEY, 20729, H
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ZOgRE 13, IS L Te FIETT — 2 REA T 4 b —DFEE
BOE 5 FT4HZ L LB TE 220,

Finally, the EDPB highlights that the exemption from the
designation obligation as per Article 27 refers to processing
“unlikely to result in a risk to the rights and freedoms of natural
persons”, thus not limiting the exemption to processing unlikely
to result in a high risk to the rights and freedoms of data
subjects. In line with Recital 75, when assessing the risk to the
rights and freedom of data subjects, considerations should be
given to both the likelihood and severity of the risk.
%2, EDPB 1%, % 27 RIZED DIRERG ORI,
TEARANDHEME OB RIZHT 2 Y 27 %6767 A6k
PMEV ] B WEFEL, Ledo> T, 5% EROHERN K&
CHHBIZEWY 27 %2 572 5 AREMEDME W IR W~ D5
PRz flfR LRV 2 & 2 Fd 5. BICHE 75 HIZih - T
T2 EROHEFKRCBERICHT DY 27 25107 5 %
B, VAT OERERORAFEZEDOR TR ERE SN DH~NET
H5.
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The qualification as a “public authority or body” for an entity
established outside the Union will need to be assessed by
supervisory authorities in concreto and on a case by case basis.
The EDPB notes that, given the nature of their tasks and
missions, cases where a public authority or body in a third
country would be offering goods or services to data subject in
the Union, or would monitor their behaviour taking place within
the Union, are likely to be limited.
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In line with positions taken previously by the Article 29
Working Party, the EPDB considers that a processing activity
can only be considered as “occasional” if it is not carried out
regularly, and occurs outside the regular course of business or
activity of the controller or processor.
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