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Abstract: Data theft and fraud financial transfer via phishing websites and malware have become major
threats especially for Internet banking and credit card companies. Man-In-The-Browser (MITB) attack is
one of the major types of the attack. MITB malware can intercept and tamper communication within the
browser. Our analysis is based on long-term observations on various types of MITB malware that targets
Japanese companies. As a result, we have revealed various methods and targets of MITB attack. This
paper discusses the classification and techniques of MITB attack methods, the effectiveness and problems of
existing countermeasures implemented for Internet banking, and make countermeasures more effective.
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Table 1 Overview of the analysis target malware.
MITB SBT3
VLT F BB T KRG A b aVTFUIREA A
(7 —) O | pahEam | B b
T v v
VAWTRAK | 2014.04-2015.07 EC ¥ A T v
7 — &4 v
Rovnix 2015.12-2016.06 SRAT v
Ursnif B XY
DreamBot 2016.07-2017.01 ST v v
(FNV—71)
A7 v v
B — &4t v
Ursnif B L ECH A1 b v
DreamBot 2017.02-2018.12 Web X — )V v
(V=7 2) a0 THT v
T 7 ANEEY - A v
Ursnif iR v v Ve
(s —73g) | 2017.06-2018.12 ECF AT v
B — &4t v
Ramnit 2018.08-2018.12 EC ¥ A T v
Web R—# )V v

FE#RETENTLIHEFEDO 12T VT 271285
Man-In-The-Browser (MITB) BE2H V), FHZHED T
W5,

Frlx, SNFTIZMITB WHEEZITHIBEHRO~ LT =
T L, EHEATRE B D W - B E BN X -
T, WENEB L OWEBETLEO5H & k12 FE R L Tw
% [3]. Fw3C [3] OFETFHE H v TGRSR 2 47 - 72
AEA, MITB B, WBHGLE A 7 — 4y PNV F
TUAMCIER L, WEFEIEELL WL 2L 2B D
IZLTW5.

AFRTIE, MITB WEL4T) <V = 7 2 BRI
EATo TR RICED &, HAREMNIZE W T 2014~2018 47
DOIMAT b7z MITB BUEF L2 ARIC L 72, &
I, FHL7K MITB BUETREICHT 5, 19— %
FNY 2 TICBT B BATHRR L OB IMEORE 217 o
2. HbhET, A V¥ =3y "NV F U TS OBIETS:
BT LR FAIRDUC DOV T O R Z T 72, INEORERE
B I UBAARFEORMEL & 2O ROBE R IZO W
THET 5.

2. DRI T

AFETIE, VAWTRAK, Rovnix, Ursnif, DreamBot,
Ramnit @ 5 O~ IV = 7 OEIERE R0 0W T
MITB B BFEE2 58T 5. Ths0< vy 2 71E, T
NLHAREHNIZBWTA V¥ =%y MV F U FOARIEHE
GRI7 LYy N — FEROBIEZF SREITHIDE L
THSNTWD [4], [5].

KETHMHRE S D 5 HEOTL T = TIZOWTER 1
WRT. K~y 7 &S EBOBRE AT L CRIE
LTWwWa, FEZRIGEME, BERICESCLDTH

© 2019 Information Processing Society of Japan

720 2= AHETHREEINTWLINRL IR L L
b, F1MNOMTBHEFEIIONTIE, 3 FITH
5.

# 1 1RTE B, Ursnif & DreamBot 1%, W& E
WOBEF IS RSA ORFHEEB X OBCEZEFHIC
GENDTATI—- FRONEP BT L2005 7 V—E »
FLUTHMT 5. (WEREHHRE, 3.1 8§iztSH) &b,
DreamBot (&, Ursnif O#ifEiTdH 1) C&C H—/3& OifE
Wflibi s 7u b aloECERC L, ZIZR—ORKEE
HOY VY27 Thh.

3. MITB W%

3.1 EAME MITB ERLDEFE

MITB ¥%1%, ¥V = 72ES PC O Web 77 7 H
T HC AL vV 27y a VEQFETAY) AMBENE
DHEWLLSAZIT ) WETFETHS. MITBIHEIZ L -
T, A8 =3y MU F U TEOWERNGEYA LD
PR SAIND Z L THRENR A IEEEN LT S,
MITB %13, C&C ¥ — 375 EME SN 5 W HEH
HAZPeo TITh NS, BEREGRIE, v~V y 271285
TT— 8 DR H#2% 555, WENG URL & WEFE
RESNIABERTH D, LITIZ, AR MITB W54
DB/REIZOVTRT.

1. B3 D ANA X — VRARIEZ: Web A MERREH L C
IV TG D

2. EHTIBMOE : v~ Ly = 71F, C&CH— Ll
5452 LT, MITB EOKEHEIHERE T 5.
3. Web 75 I HBIENEER : v Ly = 71E, Web 75
G & H AT 5.

4. MITB K234 : Web 77 7 TR URL 12

2235



BERAIEF=EHEE Vol.60 No.12 2234-2244 (Dec. 2019)

- - VLS A LEEAR ] |
EHRRE IV T Y VRTA [ e )
| FEUTILE A LERAA

EESEIL T VEEA ||

BYA NS i

B 1 MITB ZBEFLEO5H
Fig. 1 Taxnomy of MITB attack method.
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Fig. 2 Model of information stealing type contents tampering
attack.
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Fig. 3 Model of auto transfer type contents tampering attack.
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Fig. 4 Model of fake site induction attack.
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Table 3 Existing countermeasure.
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Table 4 Effectiveness of existing countermeasure against each
MITB attack method.
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Fig. 5 Multiple countermeasure.
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