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Abstract: In recent years, illegal remittance using Man-In-The-Browser (MITB) attack by malware in In-
ternet banking has become a social problem. In MITB attack, malware carry out illegal remittance while
displaying a tampered screen to users. Various schemes have been proposed as countermeasures against
MITB attack, and countermeasures have been progressed against more sophisticated MITB attacks. How-
ever, it is concerned that attackers will diversify attack techniques and methods along with the advances
in defense-side technologies. Ultimately, as long as communication is carried out by Machine to Machine
(M2M), the defender may be lagging behind diversifying attackers, and it may be difficult to take measures.
In view of this, believing that it is necessary for humans to exist at the communication endpoint in order to
deal with more sophisticated MITB attacks, we propose Human to Machine (H2M) secure communication
for countermeasures against MITB attack. In H2M communication, however, we cannot use conventional
cryptography etc. using gaps in computational difficulty, since humans have only low computational power.
Instead, humans have a high cognitive ability not found in machines, that we adopt to achieve a H2M secure
communication channel. More precisely, we adopt CAPTCHA that has the property “it is easy for humans
to answer correctly, but difficult for machines.” Based on such a H2M secure communication channel, we
propose a secure banking protocol that can be a countermeasure against MITB attack. Furthermore, we
extend the security definition of indistinguishability for public key encryption (IND-CCA security), and de-
fine the security definition of indistinguishability for CAPTCHA (IND-C-CCA security). Finally, we prove
that the protocol is secure against MITB attacks as long as CAPTCHA satisfies IND-C-CCA security, by
providing a reduction from the security of the protocol to IND-C-CCA security.
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Fig. 1 Problem classes defined by humans and machines solv-
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Fig. 2 IND-C-CCA game.
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O 22—, EEEHRzFTITFENLTH—NITHE

2151



BERIEF =R EE Vol.60 No.12 2147-2156 (Dec. 2019)
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X3 2#M7Ebave L e b Lagekro bay
Fig. 3 Money-transfer request protocol formulated as two-

party protocol.
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2% SHO) RICHTHANEFNE g, a2 £ T5E,
BEFERTT P I NIIBVTIE zg BEEERTHY, £
72, =N ANEZRHE WY egldp &b, F
7z, SHO RIS AHNEZFNEN ys, yr T 5L,
ys X o THY, yp ¥ RVESHME I L 725813548
T, ZEPIEDOLAEIT L THA.

oL 2EMTara Ve LTERLTAZ EICK
D, MITBH®%, t2a—<rF 77 VEHVLI EHNT
ELHBEZ LY —NOMTITbI Ay — 4L LTETML
TLIENTEAL, ZhICLY, Jubaroishsz,
NBASERE5 12 BT B RS L AR 2B TE
FBTHIENTEDL CKRH).

CAPTCHA Ziw/-k&E k70 s a VoESEL LT,
524 (Completeness) & 4 (Soundness) % %37 5.
552 (Completeness) @ A& — \2gZE 70 b+ a
VEET L E, DT Ri$4E, 70 b avidsesett
iz vy, 22T, (S70(xs), R(zr)) = (ys:yr)
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FEI7x—X (nA)
SHE) A

Xsi — —X4,i

Vs,i +— —Ya,i

BIERMN
WEIT—X
GHO) A R
Xs(# X i )=

xs'(# x5) [ *R

Vs <+

4 SUB-MIM 7 — &
Fig. 4 SUB-MIM game.

X, AHag 24855 SHO) L X)) op 24O RAT0 L a
REATLREE, SHO) i yg #15C, RV yp 21552 &
ERY. F72, 3RV TV TNVRETHY, AHPL 22—
YU ITF—25 ) CAPTCHA OFEICEBLTL E )
BEIRT.

Prlzs = yr| (S0 (xs), R(zr)) = (ys,yr)] 2 1-¢

22 (Soundness) : 5.2 fi T/R§ SUB-MIM Z &M%
W7o A, 7a bhavidEemEiiis T e v,

5.2 MITB HEICXH T 23XEMESE  SUB-MIM %
2

CAPTCHA % W7ok &ZRk 71 b 2V Zx3 5 SUB-
MIM B#BE% A L35, AIZ¥EES X ORI, &5
FERRRABEN 2 AT A A SHO 2% 4&ERk 70 bavo
I—HL L THRTEIENTELPPT 7T LVIY XALT
HbH. B, ANSHO BT L% ASTY LETY
DETH, TIT, KL TETLVY 272X A4 HE)
L& N7z MITB B Z W OHRE LTWAETD, ALY
BT - ABLOKET = — 2BV, H() % EE%
THZERTEY, SENLTORMEKT LI ENTED L
W ZEIZEE SN/, SUB-MIM (Substitution-Man
In the Middle) Ze4PElE, B 4 12773 SUB-MIM 4 — A
I hEFEN L. SUB-MIM 7 — 213, LLFIRTSE
T2 —RAEWET 2 —AhSEREN5.
FEIT—X:SHO, AGENENEED AT 254, T4,
A<i<n)Z&l, 7o baVznaRFETL, #@BERY
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T x5

HE7—X: A5 RETUraNEEGT L. 277
L, SHO ~D AT xg inlﬁ[@’_’w7l—7\VC}\73Lt
rg; LIWERBZMETHL. SHO 5 2 #ZEL A
ST LEEOL XA ZITY, ¢’ E L TR JJ[JH)
tﬁL,Auxsuﬁbmgﬁmﬁém%ﬁbéfni&
B (2l # x5 TRITNE RS ZW). Ak SHO %4f
“L&F%Rtfmb:w%iﬁt WAEIIC R E yr
ZHNT 5. SUB-MIM 7 — 412817 5 A OREF &k
SHO ~"DRS) wg L3RR D yp & RIEFEELEZ &
THb. L7225 T, SUB-MIM 7 —LI2BWT zg # yp
POyprE LEhBEE, ADBRELEY, RSO
GRTER D,

SUB-MIM 77— 2 ZBIFAH ADT NNy T7—=T%

AdpSUVB=MIM — [ A wins SUB-MIM game]

EEFRL, WL BTALITY XA ALK LTD
AdpSUB=MIM gl c % 2 & &%, 7’0 k 2)bid SUB-MIM
TEEMIZTE V.

6. REZOMIILE LRSI

6.1 WEJO LI
KRG L CTRET HL—F - = NEoOHM X 27
HMETO P aVoMEEZR 5 2R, FW7a baid
R OFMIAENEMES S, Capt = (C_Enc, C_Dec) %
CAPTCHA & $%. B, M5 HDO RIIEBEATHY,
R+ REVDLDET S,
O 2—WL, EZ&HHRe 27T IFICANTA.
@ TIUHIL, = NNEETA.
® H—=, BErc REEKRL, 799 05%
fBL7ZEEHheE y & LT, CEnc(y|r) ZFEATL
CAPTCHA M (FEREIEHRICHN T 2) c 24T 5.
PN, cZTTIVFNREET L.
T, ¢k L—PAIRRET 5.
I—HE, c®fFE (C_Dec(c) %5HH L), y & r 213
L. oy &AL, BE2Y O TAJ L7z 2 1235 2 HfERE

© e e

DFEFRx | @DEZ1ER x| .
i |®@r<r
yex

B @c ¢ < CEnc(y|r)

A

® C_Dei(_{) = @I ®

M ) © Q=TI xR

©y#aBhiE Q=D ®0 @0 |- g=rErizo=1
AR Y mLiE el

5 RETO k2L ORE

Fig. 5 Overview of proposed protocol.
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BHRTHE (y=2) 2o XTI 7HICQ (=r) AT
Th. ZITHV (y£2) BHRTIIHFIZQ (= 1)
AT S,

O 777FE QEF S NERT 2,

® H—1, QEZEL, Q=r&biXs #FHT L.
Q#r 73 Q=1 %o %eHIFLEEFT .

6.2 TEMAIRA
|’FET0 NI VORGINEL S AR MITB B33 5
AWM & L C, IND-C-CCA %47 CAPTCHA % H
WAIRET T N a)Vid SUB-MIM 44 %729 2 & % 3FH

T5.

FIE 1

CAPTCHA Capt = (C_Enc, C_Dec) %5 IND-C-CCA %

7% 51E, 20O CAPTCHA # v 24470 b a)bid

SUB-MIM %4 % i 727 .

I 1 DFIFA

EH1OEZ LD, DT (1) ZiEWHT 5.

(1) #=E70 b2V o SUB-MIM 2471 % i 5 B
ADPAEAET 5 7% 518, CAPTCHA @ IND-C-CCA
BEWEW L HEE BA AT 5.

BA%K 6 DX ) ICHET A, AIFRETT aLD

SUB-MIM %42 M TE L WIERTH AL Z LD TE 5

TNVIT)ALTHY, BVITAIWH LANESZ, ADSD

HHzfRHZ LT, AzHNBWICHWRRLFY LTy

L DMTIND-C-CCA ¥ —2%4T) TIVITYVALTH5.

F72, BAlAva—< U F 5NV HEBHWAZENTEA.

H 327 1) &7z CAPTCHA BE ¢ 123 LI51% C _Dec

#FEITTH T L TCAPTCHA O m #1445, BA I

DFOFNETF ¥ L > Y v & IND-C-CCA ¥ — L %479 .

@D BZSELTAESUBMIM 7 —L0D%ET7 2 —X

#FAT79%. C_Dec(c) DEIHICIE H Z#A\Vv56Z & T,

w%i&?%l&ﬁf%é

AL, EEIGRAL RS R ZADT 5.
WA LEROREAZIT, o L LT

%.ttL,MBAHM# LDEFLY, 2/ £2 T

H5.

@ BIEELBL2008 K rg, m ZEKL, 2 DD my

(=2 |rg), mi (=a'|r) ZERTH. I, 5

D QBT AET =NV T TIPS ZE L7 EEN

el AR L7 A AT A V) BRI T 5.

Bldmg, m ZF¥ LI xIZET.

Fx LV xlEmg, m DIH1OERERINL, Fha

my & L, c(my) «— C_Enc(my) Et5HT 5.

@ FxLrVxide(my) % IND-C-CCA 7 — 2B
FrLryTVELTBIZANTA. Bildcelmy) & AL
AT$ 5.

Al e(my) 12

@O

© e

o UEEOY S AT, e(my’) £ LT
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B @R HE,H Challenger
Tr —> ro B
2 — | aw [mo=xi | Smam
m; =x'|n ®$
@ b<{0,1}
@c(m)) » c(my) | c(my) « C_Enc(my)
D 0(Q =r)
ifx" =xretwrnQ =1, b:{ , 0
else return Q =1 ’ ®,. 1Q=n)
[HQ = Q' b« {0,1} (else) b R
@c(my,)(* C(mb))l m, | my, = C Dec(c(my"))
Ea—< A57I)LH
6 B4 Ok
Fig. 6 Construction of B4.
M4 5. MIM 7= 2 IZBT L eI FEGE, @ THAOLZ Q'

© Bldcemy)xHIZZZ)$ 5., 72721, c(my') =
c(mp) DA, C_Enc D’HEEITHLI L6, my =
my=2a'|ry £ x|r, £ 57O, BIIHIZ7Z)T
BIER, Q=1 % ACANT .
O HEmj = C.Dec(my') Z7tHL, my (=2"|r) %
B2y .
@ Blidmy 2L, m, OHO " BEHED @ 12w

AT LA L7z 2 E—BLTWELRLIEQ =1,
%OT Wb Q=L % A LATNT S, Th
X, K50 ©® 2B 52— OEERSICHYLT 5.

@ AZQ ZHENTA.
® BiRQ zHREL, Q@ =r¢D Db =0, Q' =r D
BAb=1, FNUNOEET Y FAI120, 1 2B
beLTHHTS.
@ BlxbxFvLryIxvICET.

IZEoTyIalb—F&h/ ADBEIZ, SUB-MIM
F—LIIBITA ADREELFA—THEH. A D SUB-MIM
=BT ABRSEMEE, BB @ TERLZrg, v D9
L, FXYL Ty @ CERLZEY b ITHIELTWA
nE@ TR ELTHITAZIETHS. ADSUB-MIM

WHENT AL, BIZQ #HWwsZETFrL Y
UXDEIRLZbEHMBZENTE, ZhEDELTF YL
YIUXIET 2 ETIND-C-CCA 7= LB T 5 2 &A%
T&Ah. L7z >T, AHSUB-MIM 7 — L ZJBHFT 5 &
%, BAIND-C-CCA 7 — LRI+ 5 Z L IZAWTH 5.

BT, AATSUB-MIM #— 4 2E1F7- & & B HYIND-
C-CCA 77— LB B &M DOWTiHERS . A 25 SUB-
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T, TGS ) —T7 (r1y) Eo728ii e, ry, Th i, T
DRWETH-7AD 2B NEZ6N0E. @ THIL
72Q Wy, TEBRWD ) —h (r1-y) o 728f, BIEZZED
TEEMY RV, @Tb_l—b% EIRT 5 L7k
<, FERMIZIND-C-CCA X —2ICEIFTLE ). ~7‘3,
@ THIL72Q 7°ry, TH ri_py THRWETH o724

ro, m xH-oTW5AH Bl Q' EL<7§CV’F§VC§)Z>¥.&%
MBI ENTEL, ZLC, a4 PRIZEN O, 12T
FAERLDELTHITAIENTESL., ZOLE,

B 3 1/2 OHf=E T IND-C-CCA 7 — 4| ’H#ﬂa”é Z e
T&%. Dbk, ADSUB-MIM 7 — 2Bz L &,
B 75 IND-C-CCA 7 — LRI 5 &1, Q’#n_b N
D BaA Y MAIZLY IND-C-CCA 7 — L 2B T 5
BETH 5.

A 7° SUB-MIM 7" — L 2R § 2 iR % PrlA wins] =
e4, ADSSUB-MIM 7 — L 2T BHER% Pr[A loses| =
l—ea, BLBOMEEEZ R, QD IXBITH ADENE2Q e RET
% &, B A IND-C-CCA 7 — L ZBFIT 2R Pr(B wins
WUTOEB)THAS.

Pr(B wins|
= Pr[A wing]

+ Pr[A loses AN Q' # 1, A B wins by coin toss)
Pr[Q" # 1y | A loses]

- Pr[B wins by coin toss| A loses A Q" # 11—y
R -2 1
|R|—1 2

=¢ea + Pr[A loses] -

:5A+(1*5A)'
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. |R| R[—-2 1
TA(R[-1) T R[-1 2

1
AcleBND*C*CC‘4 = ‘PT[B wins| — 2‘

. Rl 1 ‘
2(|RI=1)  2(|R[—1)

PLE XY, FELEZEM |R| A4 KE <, SUB-MIM 4 —
MZBFDB ADT NNy F =T ey = AdvSVP~MM i
MCTELRVIELETHDH L &, IND-C-CCA 7 —A1I2BIF 5
BOT KNy F = AdyINP=O=0CA § & /- Rk I HERL T
EVwknz s, Lzh-o7T, (1) ZETHAHZ LHHEW
TE, EH1IEFEHE -,

7. bYW

KL TIE, “ABICIIEDELDS TH LD, HEWICIE
fREDNHETH L L) EEEFEOREDO L LT
CAPTCHA w5 Z & I2X ), BEINAED S AR MITB
BRI LMD 2 EHTTE D H2M & & o 73lfE
Ta s aVEE L. 72, CAPTCHA #5558 7%
TN ELTERNLL, CAPTCHA OZ&th s L Cikhl
ANTEIZBIS 544t (IND-C-CCA 4t) #EskL7-.
51T, |BETU b I VOIG INAFL S AT MITB B#IC
WY BuEaEtEe LT, SUB-MIM &% ek 7. &k
2, |BFETO b aVvoreWiEH L LT, “CAPTCHA 2°
IND-C-CCA %47 51E, Z® CAPTCHA % i\ 5%
7’8k a2)viE SUB-MIM Z & %729 & 2R,

L51%, |/ETT P aVIZBITH CAPTCHA OELT
&% IND-C-CCA &%z d &9 % CAPTCHA 12D
WCRETL, 2270 b 2 VOEBIREM IOV THRET L
TwE7zwn,

SE Xk
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