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Abstract: CAPTCHA (completely automated public Turing test to tell computers and humans apart) tech-
nology is used in many places to prove that he is not a bot but a human. The image-based CAPTCHA allows
users to solve contents and similarity among images with human’s advanced image recognition capability.
It has been become widespread, whereas image classification attacks using annotation services have been
reported. Urgent countermeasures against such attacks are required. In this paper, we propose a method to
create images that machines misrecognize, although humans can easily recognize them correctly. We show
that a CAPTCHA using such images is robust to representative image recognition systems and is with good
usability. Furthermore, we evaluate resistance to image processing attacks.
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4 Ul [23]
Fig. 4 Original images [23].
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Fig. 3 Original image [23] (left) and processed image (right).
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Table 1 Experimental specifications.
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Table 2 Comparison in images evaluation results.
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Fig. 6 Recognition result of each parrot image.
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Fig. 7 Filtering on processed image.

(QOATFTATY7ALER

(d)y F—F=>v TUE

EIR I R IMNTTEE IS pe TN St AR 2

Table 3 Comparison in image recognition rates.
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Table 4 The results of filter attacks on processed images.
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