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Abstract: Biometric information can be easily leaked and/or copied. Therefore, the biometric information
used for biometric authentication should be kept secure. To cope with this issue, we have proposed a user
authentication system using a human reflex based response. It is assumed that even if people know someone’s
reflex response characteristics, it is difficult to impersonate that individual, as anyone cannot control his/her
reflex based responses. However, the calibration for each subject is required for precisely measurement the
reflex based responses (problem 1). Furthermore, there are two types of human reflex based responses, and
voluntary responses are more likely to impersonate the legitimate user, than involuntary responses (problem
2). In this paper, we focus on the eye-head coordination movements in order to tackle the problems 1 and
2. The eye-head coordination is composed of a combination saccade response and vestibulo-ocular reflex
based response. In this study, we evaluated two types of biometric authentication using saccade response
and vestibulo-obular reflex based response separately. Our experimental results showed that vestibulo-ocular
reflex based response has higher availability and tolerance against a masquerade attack than saccade response.
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Fig. 6 Captured images.
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Fig. 7 Transition of sharing rate for subject.
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Fig. 9 A glass type camera with bamboo chick.
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Fig. 10 Impersonation attack.
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&2 HO)TFELERIIBITS FAR
Table 2 FAR of forgeries for impersonation attack.
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* 3 2MHOWEN T TVIZBITS FAR
Table 3 FAR of forgeries for two attack strengths.
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Fig. 11 Distribution of matching scores of forgeries.
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