Computer Security Symposium 2019
21 - 24 October 2019

ERANT—F KER{LE LTOEERESRI
R K 1 R

BE  TFEOT — X BEEOBBHBEMAEIREE T OERIZ L > THAW D 77— X ORIIREMITER LTS, =
DF =B HEGHL, FIERTHZ L TRRRA /) R_R= a VN ZD Z ENIFESN DD, REFHZT T4 VD
ELMEEIND L2 o7-. FlxIE, SNS ETIE, BBEOXNE ZIZGEHMADEHBEDRE~DRN D 2
RV, FERNSEANERERE LSOO T —Z AT 57010, ELEOENTON TE R, B0 X 5 2@kt
F— X DELACITRER O FE TR T OB ML BB A2 BB L ZEALEITT> TWRho Tz, T070), EAICE
57— X OB BRPKREL 2AHAICH -T2, RS, MKRTERT—FD 1> ThHHmBExSRE LTE
ZALEAT O . BEE RO FR OB TEWIC BT 2T MIEHE WO CERM 2 EA LIS 2155 720, $EEFE MIKU
13 StyleGAN DIEEZEM 2 FIA L CTEALT 5. ZhiZk » T, REFHEIEEEG %2 ELIT DR FHEITH T
FVEBEOE RS- EEEATHENTED. DT L% FIDIC KD ERMRFET L HA SN BB O EMER 7
Pl A TERTIE L D Z LIC Lo TN D72, FID OFEFRIZ K EAMDREREAEZFFO L & MIKU OF R LD
BUVHEREZFF O Z L &R LT, KEBAWN/ NS REBAEZFFO L &4 FID OMEBPIERTFIEOES BEA{LEHEZ TF L <
FE T E TV W2 & % Inception T T VOGO R BN LR Lz, M T, EMEMZRFHETIE MIKU OES B4
(LEE O NRECEZ ORI ERPERTIEICHRTE Y HRIZERTECND Z L 2N

F—TJ— K KEAL, H#g, ®KG, StyleGAN, ==2—J /L%y hT—7

Face Image Anonymization as an Application of Multidimensional
Data K-Anonymizer

Taichi Nakamura 1 Hiroaki Nishi 2

Abstract: In recent years, the development of data communication networks and advances in computer processing capacity
increase the amount of data to be handled dramatically. Though the future innovations using the data are expected, privacy violation
from the data has become a problem. For example, image disclosure in SNS may lead to infringement of portrait rights. In the past,
researches on anonymization have been conducted in order to disclose data for protecting personal information. However,
conventional anonymization, even for high-dimensional data such as face images, uses an averaging operation in anonymization
and has not considered complex relationships between dimensions. Therefore, the loss of semantic meaning increases because the
loss is caused by the anonymization process assuming Euclidean data space. In this paper, we proposed MIKU, an anonymization
algorithm focusing on face image anonymization as a typical example of high dimensional data. MIKU enables anonymization
that retains the quality of the images. Since the conventional method directly anonymizes images, it causes the quality deterioration
in images. MIKU considers the relation between dimensions by using the latent space of StyleGAN. The effect of using the latent
space was confirmed by comparing the quantitative results of FID and the qualitative evaluation of the output image with the
conventional method. The quantitative results by FID proved that MIKU achieved better performance when K-anonymity is large.
When K-anonymity is small, we clarified that the image quality of the conventional method such as FID could not be measured
correctly and overestimated because of the effect of the linearity of the inception model. In addition, qualitative evaluation of
anonymized images shows MIKU generates a more natural image in the contour and hair expressions compared with the
conventional method, and the anonymized images of MIKU have no unnatural edge lines on a face which is generated in the
conventional method.
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Figure 1 The architecture of the conventional face

anonymization method[1]
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Table 1 Row example of a data for k-anonymity

ID Zip code Age Gender Disease
tl 0123 22 Female Cancer
t2 0124 24 Male Flu
t3 0125 26 Male Aids
t4 1220 31 Male Cold
t5 1221 39 Male Flu

#* 2 KEAELROT—ZOf

Table 2 Anonymized example for Table 1 on k-anonymity

ID Zip-code Age Gender Disease

tl O*** 24 * Cancer

t2 O*** 24 * Flu

t3 O*** 24 * Aids

t4 122* 35 Male Cold

t5 122* 25 Male Flu
22 K-E4t
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Figure 4 Output result of conventional method and proposed method: The top row represents the original face images, and the

following lines represent the anonymized image with K =[2, 4, 8, 16, 32, 64, 128] in order from the top. The odd column is

the anonymized image by the conventional method, and the even column is the anonymized image by the proposed method.
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