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Implant Email Attack that does not Require URL Access by Target User

Yuta Inoue " " Ian Iakubchik "2 Rui Tanabe "3
Katsunari Yoshioka™  Tsutomu Matsumoto ' *

Abstract: In recent years, security appliances that are aimed to prevent intrusion of malware are increasing.
However, there is a risk that attackers may use malware that performs malicious activity only on the target machine.
In the previous research, it has been confirmed that by making the target click the URL, which is described in the e-
mail sent beforehand, an identifier can be implanted in the DNS cache or cookie of the target machine. Using this
implant adversaries can send a malware that searches for the implant and evade sandbox analysis. In this study, we
show that by sending an image file embedded HTML email to the target, adversaries can implant an identifier into
the target system when the target opens the email through a Web browser. Furthermore, we show that by sending an
email to the target, the adversaries can implant an identifier into the target system when the target receives the email
through a mailer. In the experiment, we confirmed that with the combination of a specific web browser and mail
services, adversaries can identify the target machine using the image cache. Similarly, with a specific mailer,
adversaries can identify the target machine using the implant email. In this attack scenario, the target user does not
have to click the URL and that the threat of implant email attack will increase. Therefore, it is necessary to prevent
image cache of Web browsers and email files of mailers to be misused as identifiers.
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