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Abstract: The threats of cyberattacks are expanding rapidly and the shortage of cyber security personnel is becoming a serious
issue. However, it is difficult to utilize commercial cyber exercises system in educational institutions and small and medium sized
enterprises because of limited financial capabilities. Therefore, open source exercise software without burden of the cost is highly
beneficial for security human resources development. In addition, exercises to understand the attackers is needed to defend
diversified and sophisticated cyberattacks. Thus, practical exercises carried out from the viewpoint of the attackers as well as the
defenders are necessary. WebGoat and WebWolf released by OWASP are open source security exercises software. WebGoat
provides vulnerability scanning exercises and WebWolf provides attackers side environment. In this paper, we investigated the
function and configuration of WebWolf, and inspected whether WebWolf is effective in security exercises of higher education
institutions.
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