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An Investigation of Constant Internet-Wide Scanning
through Analysis of Darknet Traffic
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Abstract: It is known that some services or organizations have carried on constant Internet-wide scanning
to collect information about various devices connected to the Internet. Some of them publicize their activities
and objectives of the scan at web services on the scan hosts. However, their details are undisclosed. In this
study, we found that multiple hosts actually perform constant Internet-wide scanning through analyzing the
darknet traffic from a statistical point of view. Furthermore, we also revealed their scanning patterns are
different for each, based on an analysis of scan target ports and transitions of the port.
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Shodan. The search engine for Internet of things.
https://www.shodan.io/

Censys.

https://censys.io/

ShadowServer. Open Resolver Scanning Project.
https://dnsscan.shadowserver.org/

Rapid7 Labs. Project Sonar.
https://opendata.rapid7.com/about/

BinaryEdge.

https://www.binaryedge.io/

MaxMind GeolP2 Database & Services.
https://www.maxmind.com/en/geoip2-services-and-
databases

MASSCAN: Mass IP port scanner.
https://github.com/robertdavidgraham /masscan



