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Detecting Risky Search Words
that Leads to Malicious Websites
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Abstract: Malicious Websites that conduct Web-based attacks are one of the major threats on the Internet.
A possible route for victims to reach these malicious Websites is via search engines. Moreover, attackers
may utilize techniques such as BlackHat SEO to attract more users to their Websites. In this study, we
propose a method to detect risky search words that lead to malicious Websites. In the evaluation using Web
access log of several hundreds of thousands of users, we identified five risky search words that constantly lead
users to malicious Websites in the observation period. In the worst case, the probability of visiting malicious
Website was 11 times as much as that of regular search words. We also extracted several search words that
temporarily become risky in certain periods. We believe our method is useful for early warning to search
engine users.
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