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A Proposal of Threat Analysis for Adversarial Machine Learning
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Abstract: Recently, security for machine learning (ML) in adversarial environments is regarded as an impor-
tant research area, as many attacks unique to ML have been found. Although threat analysis is indispensable
to achieve security, it is hard for designers and developers to understand such attacks, and therefore execu-
tion of the analysis is challenging in practice. In this paper, we propose a threat analysis method designed
for adversarial machine learning. The method employs an attack tree to estimate likelihood of the attacks,
and it has two new features: (1) it simplifies the estimation by focusing on the ML-specific attacks, and
(2) it can represent intermediate conditions such as attacks via substitute models. Thus it enables design-
ers/developers without security expertise to estimate security risks within a few hours. We also show a
preliminary evaluation of the method.
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Fig. 1 Pipeline of systems using machine learning
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Table 1 Characteristics of attacks specific to machine learning systems. (Secondary

conditions in parentheses)
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Fig. 3 Risk derivation flow
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Table 3 Evaluation of the first trials on different targets.

R4 BEDIHRITHT 2 0HHER
Table 4 Result of the first trials on different targets.
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w SO, o IZARARTER S

6. ERCIRE

REFEIIEWM G ~OBRBRE O EBLELET,
AT K NILERE OB B O 2 TREICT 248, &
s RIS D EVR S NEBI - BEN TRV, *
O, BBEOFOHE 328) 055 ¥V 74
DOHEMMWAER P AT IVPBE] & (L KRR e %2 H
T3] O2DTBMTELD, THE - HEEOHE DN
BEHL W P TR AT LT EECTH#ENBE] O
2DIRMMRTHBI-DEEZ NS, LML, BD2D
FBESTORENZRETH D, XL V.

REFIEE, BANLEWTET7 LT XL T—XN
Bl EOFMNCIZEEAAE T, BN HRZ T THth %
AHEIZT D, UL UEBICKEN O ETREDFH R 72
0, HEWEEEA O (72 & 2 IXHOTHY > 7o U
THERET VT BRE) ZEMLZDTBHIIE, B
FEY X2V T 1 OHEMRIFEMIZEEAAA THHT - MGt
TERBEND 5.

IHUL-FEEEE R 5L, BWMEERAY X T LI
TEBEIIFRDE S IZTRELEZSND™ : BED
Brik, —MOEH - FEXEIPA 1TSS & HMK
PITDFEM D 2 R IZ T 5. B aHiE) A7 k
PR & FEEM A (Bl 7 — 2 2 bRy, £
FTNANDT 72 A%GIRT 5, E) DHIZFFW, £D
BEHMOPRE L >TY A7 2T TWL. IREFE

5o UBSBRAE BT IR S 7 — K 7 BO8E O 7 0 A X S SR 1 ik
BETH5.

FEIEGOICRAT 5 & e b1z, FMoicmr &
FE ARG XY T HEMROMTOII 2= —
varvy— )L UTHEMT 5.

BB, REFIEOHGFPATEE U CThhozl L
LT, ATFD 3 gidY A7 AN e EE2 52 50DTY X
I HHENZSI R E VW R B,

o (BT zm<, MoEEINIZW) 2V — Vil
T=REMIRE, JIT -2 PETNOREMERE
RT3 720.

o HHF—ZDFHIZIZ 7z -t —T%2FIFTBERE,
ETIUVRHNT — X OREHEE R FIF5729.

o JBEAETIVADT 7 ARHIRTEIRE, K741
Ry 72 2AWEPREETLVEZN LR BO LEET
579,

7. BEHRE

BWEEDOx 2 T 1 BEE B 2RI ERA
HKRINTWS. Biggio & Roli [1] ZKHEEZED T—),
HIE, B IORITEDOCTHERIY Y TR A=y
Tl EDWBEENSEL, FHliL. 2O &S RnBEGER
BOY—~A - RBRIZE [11], [14] THEDNTWS. 72
72U, TNoDHMIFBEFEEZDHE - KRET2 22D
HIT, EMMEZEHMANTHY, BWMEERHEY 2T
LT LB DFIEEZ R T 55 D TR,

BWEENHY AT ADOREICE U T¥N T 7a—F
LRALSNT VDN, FERETHD. Al T0X T NEE
PAEa Y Y =7 A (QA4AT 2> Y =T L) 1% 2019 4F
5 I AL 70X NERGEN A K Z 1 > [15] Z KB L
oo LL2Fa VT4 ZBY 55k w<, EEfiE
ZHED. X a7 REEYE LY ORE [16) AT 5
S, BRI FIEEIBRR S TR,

BRI S 2T LTS BT I DWW Tk [17)
&, BEET Y VT (12], [13]) 2R E S AT LTTHE
HUZRR, H»BREODHPHRTH 7z ®EL, H
FHEZBIT 2D 6 4758 (STRIDE) (21 & T AHEE 1
EERT DI RREL. FFMEH (18], [19] 134
AR T R S N B B O U e 2 — A — A%\ <
DS, EWINRBRES N EIT oz, ZOSTIE, B
WHEBYATLONRATI54 v RENMZET VLU L
T, T 2REFHEPIMERE L LEDT 7 2 —%2PRL,
TR —DRHERBRIZEDZN OPDNRX—IZHBELT
FRIRNEBREHRLU T NS,

D&, TaDHBROBEMFEE S AT LITNT 5
BTN & o 7R Id A0 <, BARM 8 B i F ik
R, B IOBEWEERAEOREY Y —I12 k550 idAsR
EFHEOREIRE[ENVZ D,

— 1376 —



8. LIV

AR TR R A D BERIZRHME LU 72 B B ik %
WELZ. ZORHMIE, KEFEOMOKEFEHEFRPET IV
ANDT T AMEEHSHIIZL, TNEREL AR Y
V—%2RULEETHD. F-YEWRETEMEZ TN, D
2 L EBMNTETE 2 0ER 2 MR cEE Y
LZehbhrol. —ATHONMERIZZESDENAR SN
5720, FEOWEPRHAGIED TRVSHOHETH 5.

SR AROBEITZZCE L, ENIEERET I O 5
FRIMEBIRIZEE R E 2 WKW,

SE

[1] Biggio, B. and Roli, F.: Wild patterns: Ten years af-
ter the rise of adversarial machine learning, Pattern
Recognition, Vol. 84, pp. 317 — 331 (online), DOI:
https://doi.org/10.1016/j.patcog.2018.07.023 (2018).

[2] Tramer, F., Zhang, F., Juels, A., Reiter, M. K. and Ris-
tenpart, T.: Stealing machine learning models via predic-
tion apis, 25th USENIX Security Symposium, pp. 601—
618 (2016).

[3]  Fredrikson, M., Jha, S. and Ristenpart, T.: Model Inver-
sion Attacks That Exploit Confidence Information and
Basic Countermeasures, ACM CCS, pp. 1322-1333 (on-
line), DOI: 10.1145/2810103.2813677 (2015).

[4]  Szegedy, C., Zaremba, W., Sutskever, I., Bruna,
J., Erhan, D., Goodfellow, I. and Fergus, R.: In-
triguing properties of neural networks, arXiv preprint
arXiv:1312.6199 (2013).

[6] Goodfellow, 1., Shlens, J. and Szegedy, C.: Explaining
and Harnessing Adversarial Examples, ICLR, (online),
available from (http://arxiv.org/abs/1412.6572) (2015).

[6] Biggio, B., Nelson, B. and Laskov, P.. Poison-
ing Attacks Against Support Vector Machines,
ICML 2012, pp. 1467-1474 (online), available from
(http://dl.acm.org/citation.cfm?id=3042573.3042761)
(2012).

[7]  Munoz-Gonzdlez, L., Biggio, B., Demontis, A., Paudice,
A., Wongrassamee, V., Lupu, E. C. and Roli, F.: To-
wards Poisoning of Deep Learning Algorithms with Back-
gradient Optimization, CoRR, (online), available from
(http://arxiv.org/abs/1708.08689) (2017).

[8] Kusano, K., Takeuchi, I. and Sakuma, J.: Privacy-
preserving and Optimal Interval Release for Disease Sus-
ceptibility, ACM Asia CCS, ACM, pp. 532-545 (2017).

[9] Hidano, S., Murakami, T., Katsumata, S., Kiyomoto,
S. and Hanaoka, G.: Model inversion attacks for pre-
diction systems: Without knowledge of non-sensitive at-
tributes, Annual Conference on Privacy, Security and
Trust (PST), IEEE, pp. 115-11509 (2017).

[10] Papernot, N., McDaniel, P., Goodfellow, I., Jha, S., Ce-
lik, Z. B. and Swami, A.: Practical Black-Box Attacks
Against Machine Learning, ACM Asia CCS, pp. 506—
519 (online), DOI: 10.1145/3052973.3053009 (2017).

[11] Papernot, N., McDaniel, P., Sinha, A. and Wellman,
M. P.: SoK: Security and Privacy in Machine Learning,
2018 IEEE FEuropean Symposium on Security and Pri-
vacy (EuroS P), pp. 399-414 (online), DOI: 10.1109/Eu-
roSP.2018.00035 (2018).

[12] Howrad, M. and LeBlanc, D.: Writing Secure Code,

chapter 4, Microsoft Press, 2nd edition (2002).

[13] Swiderski, F. and Snyder, W.: Threat Modeling, Mi-
crosoft Press (2004).

[14] Liu, Q., Li, P., Zhao, W., Cai, W., Yu, S. and Leung,
V. C. M.: A Survey on Security Threats and Defensive
Techniques of Machine Learning: A Data Driven View,
IEEE Access, Vol. 6, pp. 12103-12117 (online), DOI:
10.1109/ACCESS.2018.2805680 (2018).

[15] Al 7B X7 MBERGE (QA4AL) 2 Y =¥ T A (FR)
AT 7B X NERGEA 1 KT A > 2019.05 fR (2019).

[16] Ma, L., Juefei-Xu, F., Xue, M., Hu, Q., Chen, S., Li, B.,
Liu, Y., Zhao, J., Yin, J. and See, S.: Secure Deep Learn-
ing Engineering: A Software Quality Assurance Perspec-
tive, arXiv preprint arXiv:1810.04538 (2018).

[17]  MIl%E, ESBEANZ Y : BEEY AT L0 Fa Y
T4, WU 81 MeE RS S IVEE (2019)

(18] FARIEE, H L&/ BFEE Y X7 L OMagsME & T IGE
WP BMEBAIZDONWT, IVYEa—XeFalTr¥
YARYY L2018 X EE, Vol 2018, No. 2, pp. 193-200.

[19] H L&, FRIEE: @O% CEH I EY
VAT LDEF 2 T 1 048, IMES Discussion Paper
2019-J-1, HARSUTREMIFFLAT (2019).

1t 8%

Al T—YHEBICNTRFERHM ROH
AR CTRARZBEFEORIT ISV, Wiy — 2IHH
DIRMPEEE 2 5T 21257 D OB ITRTHA R

ZRRICRAY. BMEREE, ATl BETitico
WCHFARD A A X HEEHRE L.

(/ﬁﬁw%%ﬁ ~
HLEZDTF—X2RE - wRELEZE LS, 208
BEIZEDORETTN?

TiRbb, ZOT—XPRECHEEIC L D HEEDTF
WZblzolz6, TOMBRE S 2HEXEOREDK
EXTITH? TFHLDAITZHLZIZHALTLEX
V. (BEOMEA - MBI ENP RS 256165
LTERATLEZIWV,)

5 AMOEEEXEMmADHE, KE2YIERHE,
F 7 IR ME AR A D R R R FE R E (HZ
fEA1F5H, HHk 1 EMAEAER)

4 HADTTANY —~OYE, MY E,
F 72 IREA AR DR FREE (HZ - A 10
Jird, A& 100 HHEALE)

HANDBE IR T Z7 A N —~OWE, F/IXEA
AR OB IR - #EEFOWE (HZ
fiE A 1000 F9, A& 1 GHLE)
LA - SR O — R 72 R O IR - e
AT — RPBRGIZATF - DA HER T — X T
B 13
(&< 2o WVWGERAENRWEE I E#HFN
THREDAIAT 2T TLEZI W)

w

=N

G J

— 1377 —



