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Data Creation Method for Device Estimation to realize efficient
Wide-Area Network Scan for IoT devices

Mitsuhiro Osaki'!, Fumiyuki Tanemo'!, Hiroaki Waki'!, Yutaka Ishioka'!,
Kazuhito Matsushita

Abstract: In recent years, the number of IoT devices has increased significantly. The wide-area network scan system for
investigating the security setting problem of these IoT devices needs to enable sufficient investigation with the minimum amount
of communication without adversely affecting the network.

Such an efficient scan system makes it possible to narrow down the target ports by estimating the IoT device from the scan results.
In order to minimize the amount of communication traffic, it is necessary to improve the accuracy of IoT device estimation.

In this research, after organizing the method of limiting the target port of scan by IoT device estimation and the method of device
estimation at the time of scanning, we aim to establish a method to efficiently create data required for device estimation from a
large amount of banner information acquired. Also, we present the result of creating data for device estimation using actual scan
data, and perform device estimation by simulation using the created data.
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AT —HLEOBELMEH o 25 0.6 DFAETLIVRLT
W22 WY, a2 0.6 LLETIE, WP o4 T False Positive
DEIEIZ0 TH 7=, BE th MK < 72 51 L False Positive
W2 X DRHEEDOBIE N 2 2L H D23, ST —HELLE
DELLEE a7 0.6 LLEOHEITIE, BIE th 12 X 57 False
Positive |2 & 2 FAHEE O FTREMEDMENZ L 3o 5.

5 X False Negative |2 L 2 FAHEE DEIA TH 5. False
Positive & 1T, BEfE th 235 < 72 1% &£ False Negative (Z
L OBHEOEI GV A DB N H L0, FICEMEE o
PREWGEITIE, BIE th 2309 X0 &< 725 Ll HfEE D
FE NPT 5.

INGOPFERKRENL, NS —EHUEOEIMEE o 2 H
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ZREREXLIT2HE (06 LLE) k55, BIE th o
HWAEIX 08 RELBZ X OND.
FROBRERE 2, BMUEEORIENRE/NEIRDRT A
—Z L LT, B E & L HETDBIEE 0.8, ST —
HEREOBEMEEEZ 1.0 (R— MEBEZZE LRV &L
THERRHEE 21T o728 25,16362 D IP 7 KL AIZDOWNT
e fiE &2, 2k, NS —2RfETELET R
W LT, MSI1%DEIG LT, ZORTA—=FZEBW
T, HEREHEE T TR OWNIRE K 312, WesHEE
LAULORNRE R 41CR7 . HEE CX oas OBER TR
DONTIE, BSHEET —F X—2ANDOT — & L[EERIC L —
A0 bE <, FON 1,512 BERNFEEERIT & L CTIRE S
NTWDHIL—R Tholo. HEETE IR OBIHEE L~
MMZOWTHE, HMEBRHEET — ¥ X—ANOT — X1k & 1%
By, LV ETHETE BRI RLEN-T2. &
L, L4 oF —2EE CA—7, [6 CHSFEORER
TBRRIMERL SN D T2DL L D0, FEEIZITLL40
TR F CHAHEE CE 2B OB G IT D e o lclob & E
ZbNhb.

= 3 HEEHERE OMERRTER] O R,

el HEEHEAR L
JL— X 5222
Xy NT—T AT 1,540
UTM 926
DVR 1,988
NAS 1,551
NVR 504

R 4 HEEHES OBIRRHET L~ LONGER

HeE L ~L HEE AR
LUl 0 3,656
LUL 1,749
LUl 2 1,208
LAUL 3 8,749
L UL 4 3,209

53 HIRMEBIZEHT IEE

ARWFIETIL, BARENOD oT #E0Ex 2 U 7 ¢ R
DOWTHBRZRTREZIT O ZODEHE y R U —27 A%
VEERLTWDN, Eiio BB X OPHEICEHT 5 1P
7 RURFEIZOW T D=2 — RV V=R TAR®
b, FEhE L TV 5 (https://www.ntt-at.co.jp). AK==—A YUY
— A whois 1EHRICEREFREZFLL T, A% v o HR%E
DDA DEITITEYNCHIET D & &b, 8RR
NOHEND > G BITERICHIAREEZITo TS, £

i

oy AR Y URBLETEIPT FLRAET &~ A R4y
Bk 252 LIk Y, MGkxy P —JIZBNWTARF
YUK DAMEBRBET AL IPEL TS,

ARAX ¥ BT oT aEn OB LN T —%D
L - WRT2, ZNoOEHRICONTIILE
X2 U T FEEITY, IRRENEZLRNESITLT
W5, BAEREIT D AF v T, ToT %D DK
By NOWERETITON, TOHOB T A L ZDMD
T U AT EM LA

6. BhYIC

AfGTiE, MEREZR/METDIEE R Y U —7 AF ¥
VYVAT AEBF AT MBI DR EMRE OB
OWTHIAT 2 & L bic, KREICELNEAT ¥ VRS
DINF—IER SHEBRHEE A DT — F _— 2 B RE R
BT D7D DFEIZOWTI Lz, £, EBEIAT- 7
AX ¥ URERD O LIS ER T — 2 B LW, £
SOT—F ZIEA LI A OB HEEOREIC VT3
o b—3 g URERENOHER L.

6.1 SHEDOFEE

Lt50E, (B LTS HEE T — X=X 2T, HA
ENDO LY L D IoT HE&FIZH LTAX Y U &21TH T & T,
AR HEE DR L O, WERHEEIZ L2 2% ¥ o OBk
DORREEIZHOWTEAT S.

F7o, FEERERIZENEINT 5 Z LN EE SIS [oT £
FRORER & IR T D 7m0, HEERHEE DB 1B O H
7R BRHRAITENT T, NF—05 T THINhD T 1
R TR A AT 5%, BEiciid T
Bt LT FETH .

B ARITREE O TREEEDFIH O
HD 10T VA ¥V AEMRIE K v hU—7 A% v O
TeBHZE ] ICEVERLIZLDOTHD.
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