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An Efficient Blacklistable Anonymous Credential System with
Policy-Based Reputation Using Accumulator

Ryosuke Nitt®  Toru Nakanisar!:P)

Abstract: For the privacy-enhancing authentication without any trusted third party, a blacklistable anony-
mous credential system with reputation using an accumulator has been proposed. This system becomes
efficient due to an accumulator, and users can be revoked based on the reputation. However, this system
does not support the policy-based authentication using evaluates in multiple categories. In this paper, we
propose an efficient system where the increase of the authentication time depending on the number of cate-
gories is suppressed. In addition, the practicality is shown by experiments based on the implementation on
a PC.
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