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Abstract:

In this study, we propose a method that detects backscatter events—rebounding packets from a DDoS-
attacked host—from malicious network traffic observed in the darknet, with a focus on UDP communication.
The classification of DDoS-backscatter events is implemented with a convolutional neural network that lever-
ages two types of features: 17 statistical features that characterize the communication from a host to  the
darknet and image features obtained from a graph that visualizes the attack behavior during the event.
When the proposed method is evaluated on packet data collected at NICT" s darknet, it shows a F-measure
value above 0.98—an accuracy that is considered promising for practical security operation in a real-world

scenario.
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