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Classification based on structural similarities of data collected from
honeypots

Jun Koseki®> Daizo Sato Ichiro Asomura®

Abstract: Honeypot is effective system to collect unknown malwares used for various attacks. However, honeypots collect large
amount of malwares and these subspecies. They collect not only malicious files but also benign files. In order to do malware
analysis using collected files from honeypots, effective and efficient classification in malicious files from large number of unknown
files is required. In this paper, we propose machine learning based malicious file classification system and evaluate possibility of
improving efficiency in malware analysis. After feature extraction from collected files using honey pots, we created malicious file
classifier. We described the findings based on a predicted result using the classifier.
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