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Malware Detection Based on the File header Information
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Abstract: The damage caused by mobile malware also has been increasing With the spread of Smartphones . As a recent trend,
the type of malware that modifies existing applications is increasing rather than creating original malware. These malware tend to
be difficult to detect because they have similar characteristics to existing Applications. In this study, we evaluated the DEX file
and Manifest file used in the Android Platform by using machine learning to detect malicious programs. The DEX file focuses on
the differences between the standard compiler and those created by other compilers, and the Manifest file adapts the permission
information required for Android as input parameters for multiple learning algorithms. When this information was applied to
multiple learning algorithms, the Accuracy and F-meature improved by about 5% compared to the detection method that applied
machine learning using only permission information. It was also confirmed that the false positive rate was significantly reduced.
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