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Abstract: Increasing computerization of privacy sensitive or confidential information has amplified risks of
information leakage in recent years. In the circumstances, taint analysis is used to track information prop-
agating among variables and detect information leakage. Meanwhile, in compilation process of a program,
compiler optimization is commonly used to minimize processing times and the amount of memory used.
However, some of compiler optimization techniques remove variables in the original source code and replace
it with immediate values that can cause implicit information flows and make taint analysis impracticable. In
this paper, we investigate and declare the effects of compiler optimization on taint analysis. Furthermore,
we propose a method that leverages compiler optimization to enhance taint analysis. We implemented and
evaluated it on programs containing implicit information flows.
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int secret = 0;
int public = 0;
for (int i = 0; i < 10; ++i)
if (1 == secret) public = ij;
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Fig. 1 An example of implicit flow.

int public = 0;
for (int i = 1; i < 10; ++i) // IL—TEROBBRED 1
if (1 == secret) public = i; // 0DIZFED T OA—(F7EW
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Fig. 2 Implicit flow when secret is zero, public is initialized to

zero and the loop begins from one.

int public = 0;
if (secret == 1)
public = 1;
// else public = 0; D& DT HA—IEARL
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Fig. 3 Implicit flow when secret is zero, public is initialized to

zero and is not assigned zero after it.
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Table 1 Environment.
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int secret = 4;
int public = 0;
for (int 1 = 0; i < 10; ++i)

if (1 == secret) public = ij;
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Fig. 4 Implicit flow without a break in the for statement when

secret is a number.

int secret = 4;
int public = 0;
for (int i = 0; i < 10; ++i)
if (i == secret) { public = i; break; }
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Fig. 5 Implicit flow with a break in the for statement when

secret is a number.

int secret = 4;

int public = 0;

for (int i = 0; i < secret; ++i)
++public;
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Fig. 6 Implicit flow using increment when secret is a number.
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char secret[] = "hello";

char public[STRLEN];

for (int i = 0; i < strlen(secret); ++i) {
for (char ¢ = ’a’; ¢ <= ’z’; ++c)

if (c == secret[i]) public[i] = c;

}

7 BET—ZHXFHIT Ascii I—RF%E 1 XFTOEETSHZ
ZIZ R BRERI T v —.
Fig. 7 Implicit flow scanning the ascii code character by char-

acter when secret is a string.

char ascii[] = "abcdefghijklmnopgrstuvwxyz";
char secret[] = "hello";

char public[STRLEN];

for (int i = 0; i < strlen(secret); ++i)

public[i] = asciil[secret[i] - ’a’];

B 8 KT —ZATFHIT Ascii 7— 7 V&R U =HEER 7 10—,

Fig. 8 Implicit flow using an Ascii table when secret is a string.
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Table 2 Results when secret is a number.
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Table 3 Results when secret is a string.
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printf ("/d\n", 4);
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Fig. 9 Equivalent code to the optimized code when secret is a

constant.

for (int i = 0; i < 1000; ++i)
if (i == secret) { public = secret; break; }

B 10 Nx— 4 ORELEDOI— RN EFAFEDI— R,
Fig. 10 Equivalent code to the optimized code of pattern 4.
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int tmp = secret - 1;
int public = 0;
if (0 <= tmp &% tmp <= 9) public = secret;

for (int i = 0; i < strlen(secret); ++i)
if (’a’ <= secret[i] && secret[i] <= ’z’)

public[i] = secret[il;

B 11 ASx—r 3 ORE{LEDI— NEFEEDI— K.
Fig. 11 Equivalent code to the optimized code of pattern 3.

if (secret == 0) public = secret;
if (secret == 1) public = secret;
if (secret == 2) public = secret;
(FRE)

if (secret == 9) public = secret;

B 12 Sx—r 7 0OR#EABEOI-FEAEOI—F. REPITE
B 7=
Fig. 12 Conceptual code of the optimized code of pattern 7.

if (secret == 0) public = public ~ public;
if (secret == 1) public.set(1);

if (secret == 2) public = secret;
(HE8)
if (secret == 9) public = secret;

B 13 R&x—r 7 OmlEoI— FEAEOa— R, XD REIZ
KELL 7241,
Fig. 13 Equivalent code to the optimized code of pattern 7

with accuracy.
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Fig. 14 Equivalent code to the optimized code when secret is

a string.
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REER 7 10— 12D \WTEIHT 5.

5.1 REANR

4.4 HORERHERTHE S 7231 F V) LRV TOREERIG 7
O—%2HRI 70— ICEMT S, Zhizkbd, BRI
O—% 3V NAINVEBTRERIIRET S, Ko -KERK
TO—BNHRTH B, -03 BlELTIFTH I N BT
TOEAL Pass WHBZO LLVM IR 22X 4 & L THEER
To7-.

5.2 WHRETHERHT7O—
BEFEO SO N EA T LT, BBz - -5
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mov Yhedi, Yeax # secret => Yeax

add $OxfEfffFfFff, Jjeax # secret - 1 => Yeax

xor  %ecx, hecx # 0 => Yecx

sub  $0x9, %eax # [1 <= secret <= 9] CF => 1
cmovb %edi, %ecx # [CF = 1] secret => Yecx
(FRER)

mov  ‘ecx, %esi # Jecx => public

15 M LBORERK 70 —2 887 &Y 7 @il
Fig. 15 Assembly instruction sequence including the implicit

flow of pattern 3.

%2 = add 132 %0, -1 ; secret + (-1)
%3 = icmp ult i32 %2, 9 ; Lb#E: (secret - 1) <= 9
%4 = select i1 %3, 132 %0, 132 0 ; E: secret, #: 0

16 BELEOIK 70 —%258 LLVM IR w4l
Fig. 16 LLVM IR instruction sequence including the implicit
flow of pattern 3.

70 —D—IZs 2L EFMEITo 72, FEERONR
EUREBRK 70— E AR —v 3 THd. MitdT sV —
A3—RIZE 5 D secret VARMEEDEHRDGZETH Y,
mE O — NI 11 &7 5. £72, EfLEOT &
Y7V @mEIIEK 15 TH B, ARTIE, £ public %
printf() IZET I &2k, RREWVWIETAMT—X
EREUEZ. ULd->T, 7>v 7Y a—- KTk, 2%
secret DfED printf () DML 72D Yecx IZHEERIIZ
EINTVWBEENERK 70—k 5,

4.4 HiThR7= L 512, N&Z—2 3 1% secret 0 D
BIZE> THERW 70— 56TH 5. THIEK 15 ©
Ty TIUDRSENNE LD, ZMEHEDRIZ secret
27515 2ETOZBEBRAPSHT I LITERNT S.
F— X 7B —ZEHNIZBED S cnovb 4 id CF 28t v
FENTVWEHEIZDAFETINEMATHY, Ffhei
% CF Oty MIERTD sub aOMRIRETHL. ZD
WHT CF ey bINB5ME, 0 <= feax <=8,
5, 1 <= secret <= 9 TH 57D 0 VRhrhd. P,
0 DHED public ~NDIEDMRA, public OFIHH{LAE O
ERAWSZ ETHIBMICETEINS. lhzfAsd e,
RO 15K 2 &, A public DYIHIEN 0 THBZ &
D2 DDEMENEID 3 — RAR LT LR 70 —DE
TR TH 5.

6. E%

ARETI, BEFEOEHDOLD, WL & T LRI T
O—%2RN 70— 28T 5 [FIRIZOWTHERSE,
7=, FENBEOBEHAGIEIZDOVWTERRS,

6.1 ZTHENKEOI— ROKRH
9, oS5 LIVM IR 2T 5. M15 D7

T4 EBREBELIZL VAR ONIGER.

Table 4 Correspondence between main variables or registers.

- ZH - VIAXTORE
R — =
WET—2 | ABF—X
V—2Z2a—F (K 5) secret public
Ty 7V (M 15) %edi %esi
LLVM IR (& 16) %0 %4
%2 = icmp ule i32 %0, 9 ; LLEX: secret <= 9
%3 = select i1 %2, i32 %0, i32 0 ; E: secret, {4: 0

17 Z#E0O LLVM IR @44,

Fig. 17 LLVM IR instruction sequence after conversion.

2y 7V T S LLVM IR 28 16 2R 9. 7z
ERARETOLBE 21TV VA Z O ISBRE R 4 10K
T BB T 0 — D RRAIE, A secret D% 151\ T
DOEMHEE L TWDEIZH D, ZOHREDD, £
secret 30 DRFE, FHHEDEBTHAME > TH
P E D, ZnElEZ, EWMAOART VY NIZERT
2L, M16 O &SR aoilitt, flb, add icmp select
DIV DH Y, add W5 L select ST [F—DEEHML
ODNTWVWBIZ Y, add MSEDEEED select MEH DM
bhTWwadZ &, I51IZZDEMH ult (unsigned less
than) TH 2 Z e W ELREE 5. Zh o DRHEZE A
AR DT 2 RIS 5.

6.2 I—ROE#|EFEDER

BHOFEE, 1510 TH S5 HE? &GRS,
PO 1B KMEBASRNWES Ra—RIZEHRT LI &
THD. 2T, B 17T ITRTWHINEImTEI L 2E
Z5. 17 CTIHBHELIEZREL, R DI ult % ule
(unsigned less equal) IZZEH L TW5. ZHiZXbD, 04
SMHEFENIZEEND X D12 5.

M EDWIEE LLVM @ Pass & L TEZL 7z, Pass X
HESAT75) e UTRETRETH S, Hib, av310
RRz Bl b A 7 a VIZIATHRE S 1 75 ) OFAAA
REZEBMNT2DAT, BROT7TO—2RELVEZETT 7
AINVEERTE 5.

7. FE
AETR, REFUOFMICOVTEND, £,

DIEL E OFIHZDOWTHRA, iz, o7 mr 7 L% H
WZFHIIZ DWW TR R B, FHliERI LR 1 LAKRTH 5.

7.1 Triton %AW

%2 DREHIZH L, TANTBZ T LEZERL THREE
iTo7-. £9, XX —V3IZHLUTIELL 32— RDOZEH
RibndZ L, ROFETHBICHEN RN L 2R L
2. RIZ, TOMDONRE—2IZH U TFHUmWE S 2
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£ 5 GitHub ETAINTWE 7025 A% HWIHEiORR.

Table 5 Results of evaluation using programs published on

GitHub.
AL
FHATAREL 887
Make DEATHHHGH 357
Make DEIFIZEY 161
add icmp select DTN IEE 81
WR L 732D AL 0

LOREHAPEES W & 2R LT,
7T RN TOREERY 7 1 — SR 7 10—
% Triton ZFHWTHER L. U EXD,
2% L HWr L 7=

Bz, WHRE U
WZEBINE Z b
FIIFIELTH

7.2 ARINTWETOJ 35 L%V TE

GitHub [13] ETAMEINTWVWE—HDOTu s I LD
V—Aa2—RZEEL, REFEZEHALTCEL R LUK
HEMMU 2. SEIE, IS ILDOES R CMake % H
Wza YR NVFEERMIELTWD Y RY M )ITHRE R
LT, FHlFEREZE 5 ITRT.

VL R TR ZHEFET U220, IRESy r—YRNE i
WEDME T CMake * Make OFETEBE TR LZY R
VhUBBHoz. 81DV IRY MY T add icmp select
DOMFHDRB S NZH, TONTHERK 70— k560
ST 1S o7z, HIKE LT, BRI o—I33EA
FIZIEEREZ S > THlARADLEDOTH S0, — AR
V—Z2a—RiiEEgEnnnie, it,A@ﬁ%tbt
BRI 7 0 — DR REN TD o722 e BEZ 6N
5. HAEHPEEZIEAUTEIVIASKRIET A2, £0£<

DIEERK 70— DX — IG5 Z X5 HBOMET
H5.
8. BbHUYIC

FEIZE D, IS FTERBEIZE - T, BEERM T O —

O—HHBHRK 7O —IZEBEINDE Z L 2SS HIZ L.
F7z, BEEBEO I — MK 728N 7 o —2 i U T
EFEZ2FEREL, EBRICEBRN 7o —-%2HlikCcEsZ L%
wU7z. BE&Y, BEO a1 SEEl e IRETE%
HAGHLESLZ LT, TV IVEBETORERK 7o —0
BB THETH D L EX 5.

S, ARTHIEL TOWARWE D OREERIN 7 0 —~0D
HIGE, WMEIE LS & B8N 7 0 — A5 EAS
MY D, £, —ROTBT S AMIBWT, BEFRE
NEAINLH 25 Sk EHFHET 5.

SE X

1] HEEES, ERRK, AEER, WHE—: EHRIEMES L
Ty N7 & — b, EEKEEEGHE, Vol. 72, No. &
¥ 51, pp. 629-630 (2010).

3]

[4]

[10]

[11]

[12]

[13]

— 997 —

NI AR, SREEKH, &N 3K $HERS: 71 b
M D KRR O — FOBI A, a3 da—&+
FalTFa RV YA 2012 FHXE, Vol 2012, No. 3,
pp. 1-8 (2012).

A, BAREK, AVLER, ASER, KHE—: 8
it v I A—=—va vy 7a— ﬁ?'J{'k“IJ & 5 IE IR L
Fik, HfRE 17(2007-HPC-109) (2007).

Sabelfeld, A. and Myers, A. C.: Language-based
Information-flow Security, IEEE J.Sel. A. Com-
mun., Vol. 21, No. 1, pp. 5-19 (online), DOL
10.1109/JSAC.2002.806121 (2006).

Min, Gyung, K., Stephen, M., Pongsin, P. and Dawn, S.:
DTA++: Dynamic taint analysis with targeted control-
flow propagation, the Network and Distributed System
Security Symposium (NDSS) (2011).

Lattner, C. and Adve, V.. LLVM: A Compila-
tion Framework for Lifelong Program Analysis &
Transformation, Proceedings of the International
Symposium on Code Generation and Optimiza-
tion: Feedback-directed and Runtime Optimiza-
tion, CGO 04, Washington, DC, USA, IEEE
Computer Society, pp. 75— (online), available from
(http://dl.acm.org/citation.cfm?id=977395.977673)
(2004).

Chris Lattner and Vikram Adve: The LLVM Instruction
Set and Compilation Strategy, Tech. Report UITUCDCS-
R-2002-2292, CS Dept., Univ. of Illinois at Urbana-
Champaign (2002).

Lattner, C.: LLVM: An Infrastructure for Multi-Stage
Optimization, Master’s thesis, Computer Science Dept.,
University of Illinois at Urbana-Champaign, Urbana, IL
(2002).

HAPT, JEE, REX—: EDORIATEDL”S
LLVM -3 v 81 52 AfES 270001 K7y 7,
K&t v LAY v o8 (2013).

The Clang Team: DataFlowSanitizer,
https://clang.llvim.org/docs/DataFlowSanitizer.html
(Accessed 2019-08-02).

Saudel, F. and Salwan, J.: Triton: A Dynamic Symbolic
Execution Framework, Symposium sur la sécurité des
technologies de l’information et des communications,
SSTIC, France, Rennes, June 3-5 2015, SSTIC, pp. 31—
54 (2015).

Newsome, J. and Xiaodong Song, D.: Dynamic Taint
Analysis for Automatic Detection, Analysis, and Sig-
natureGeneration of Exploits on Commodity Software.
(2005).

GitHub, Inc.: GitHub, https://github.com/search (Ac-
cessed 2019-08-10).



