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Abstract: Malicious scripts are generally analyzed by dynamic analysis which can evade the effect of obfus-
cation. However, since generic dynamic analysis analyzes only one executed path, its analysis is not effective
for malicious scripts that have execution paths only triggered by specific conditions. To handle this prob-
lem, multi-path execution, which executes both paths of conditional branch is promising. However,building
multi-path execution tools for various script engines widely used by malicious scripts is unrealistic because
it requires design and implementation for respective script engines.

In this paper, we propose a method for automatically appending multi-path execution functionality to a
vanilla script engine by focusing on the architecture commonly seen in generic script engines. Our method
executes multiple test scripts to obtain execution traces and diffs them for extracting architecture information
of the virtual machine of the target script engine. We implemented a prototype of our method and applied
it to the real world script engines. The prototype showed that our method can extract the architecture
information required for multi-path execution. Using the information, we built a multi-path execution tool
and confirmed that it can effectively analyze real-world evasive malicious scripts.
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Table 1 Experimental environment
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Fig. 4 Execution duration of proposing method
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