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A study on trend of packer used by malware

YosHIHIRO IwaTAl®  YUHEI OTSUBOY2 NOBUTAKA MANTANT!

Abstract: Packers make static analysis difficult, and most malware is said to be packed. We proposed a
method to identify packers with machine learning in the past. In this paper, we used this method to clas-
sify the malware samples observed from 2012 to 2019. Although correct classification results could not be
expected because the packed malware samples used used for our learning process were created from 2010 to
2011, trends of packers used by the malware samples could be observed. As a result of the experiment, it
became clear that the trends were changing significantly every year.
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FEIZDWT, A RIFERIN TS, ZORTARIXE
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BRI N2~V T = 7 BUSR R TR E [ 159 5
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BOWT— R THEOEWEEGER 2B/ I LRTEL LV
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DFxy VT =2k Tav 1 SHEHOTF—XX®y b %
FAWTH#E 275, B4AXZOFFEFEALRY NT—21Z,
UTORMEELTWS Z e 2 AL TWA.
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K1 VARSI IHERT— XLy bOY VT (Opt.): &k

L)
Label Compiler  Arch.  Opt. File Code
3%bit None 1,170 369,605
1
V2017 Max | 1,147 255,143
ang Nome | 1,456 540,568
! Max 1,242 542,020
39bit None 1,350 292,277
i
VC2003 Max 1,306 270,743
None
64bit
Max - -
Program
32bit None 2,111 227,004
s 1
coc Max 1,844 239,821
) any Nome [ 1,582 283,276
" Max | 1580 287,775
29bit None 1,205 101,024
1
al Max 1,196 86,521
an;
N apg Nome | Loz 832278
1
Max 1,883 246,500
s Nowe | 761 1,494,677
o 1
e Max 1,724 1,161,499
64bit None 1,796 1,419,705
i
Max | 1,728 1,046,958
Others 130 912,958
Total 28,103 10,110,352
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(A od e - Y
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*3  https://github.com/

*4 Microsoft Visual C4++: 2003 and 2017

*5  the GNU Compiler Collection: 6.3.0

*6 a C language family frontend for LLVM: 5.0.2
*7 Intel C++ Compiler: 19.0.0.117 Build 20180804
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1. Train on o-glasses
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Length

Instructions )

L
Binary | x86 >
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Convert
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2. Small dataset: feature extractor

FreezeI these

Train this
1

L
Binary ¥ Xx86 >
Instructions

L
128-bit
Length

Instructions )

|
Convert

2 B FEE AW FIEOME

T, TOXETFANANRILT 27 THRITNE, FEfTa—

FREENTV B AN ITMO THR W Bbhs., 22
T, BRIIMREBL Y 2HWT I1tf], [docl, Tdocx] $
O Tpdf] D 4FEEHDO 7 74V ENEL, VirusTotal*®%
FHL, DAIVAREY) 7 N TED T 74NNV T T
LTI N W L 2R L. 2O LT, XFET7
AV & BEWGEE M AP DES & A LT, SEHED 5 IEHF 125
Iz T2 TV LT Lidomad 27— 280 g
Z &, [Others] &7 NAFF LT =Xy b E2IERK
L7-.

L =16 DHE4E. 197 5 ATENR 28,103 D7 71 v
5 EF 10,110,352 fHDFIME T — X A TEH. ZDT—
Ay MZAEEFNIZGHORIDEHEZFARILZLZ A,
[Program] 77 3V T 3.69 /N1 I, [Others] #7 3JY T
238 NA N THotz. Tz, £ 7 AEBOY v TIVEBIE
DWRHD72D, FHIHEHT LK I AFEOY Y TIVEOD
EBR%E 10° x 16 = L IZE¥TEL, L=16Dx &%, 1977
AT 190 FDY > T EMGHL .

BB, KRIZBITSHEIFEETE, 2EBEFRDR
Mol L=4&U7kd, 19273 ATHT760 FOY T
NEMAL, epoch £k 50 Z#R L 7=.

5.2 EBFH

VR THEHAD T — R b THEH L7z o-glasses D
Fy b= D1EBHE 2 BHOEAZELEL, Ny 7—
AT — X2ty MK 2EBFEET o7z, Ny A—H
EHT =22y MZOWTIEFRS [ AL ZE DL
AUT, ZTOWRFEX2DLBVTHS. £/, Z0EHE
FEEHNZ Y I —HEEFIEIC DWW T ER %217 5 72
FERER 2 ITRT.

BB, KFEIZB T 2EBFEE T, L =4, epoch ik
500 % R L 7=.

*8 https://www.virustotal.com/

xR 2 7 I7AHEKE. (Num.): ¥ 7IVE, (P): precision, (R):

recall
L=16 L=4

No Class Num. P R P R
1 Unpacked (64bit) 475 99.8  100.0 | 100.0  99.8
2 Unpacked (32bit) 212 96.8 93.8 96.3 95.3
3 Unpacked(32bit&.NET) 144 100.0 98.6 100.0 98.6
4 Armadillo 4.00.0053 203 99.0 100.0 99.0 100.0
5 MoleboxPro 2.6.4 203 99.1 100.0 | 100.0  100.0
6 Themida 1.8.5.5 195 100.0  100.0 | 100.0  100.0
7 PESpin 1.330 194 100.0  100.0 | 100.0  100.0
8 obsidium 1.3.5.4 191 98.0 100.0 99.0 100.0
9 ASProtect 2.100 188 99.5 100.0 | 100.0  100.0
10 yoda’s protector 1.020 170 100.0  100.0 | 100.0  100.0
11 obsidium 1.4.5 165 100.0  100.0 | 100.0  100.0
12 nPack 1.1.300 201 100.0  100.0 | 100.0  100.0
13 eXPressor 1.5.0.1 182 100.0  100.0 99.5 100.0
14 ASPack 2.12 194 100.0 100.0 | 100.0 100.0
15 PECompact 2.64 201 100.0  100.0 | 100.0  100.0
16 NsPack 3.7 203 100.0  100.0 | 100.0  100.0
17 RLPack 1.2 200 100.0  100.0 | 100.0  100.0
18 FSG 2.0 203 100.0  100.0 | 100.0  100.0
19 UPX 3.08 194 99.5 100.0 98.5 100.0
20 ASPack 2.11 147 99.3 100.0 | 100.0  100.0
21 Mewl1SE 1.2 189 100.0  100.0 | 100.0  100.0
22 ACProtect pro 1.32 75 87.1 92.1 92.8 97.8
23 WWPack32 1.2 108 100.0  100.0 | 100.0  100.0
24 AntiCrack 1.32Pro 64 91.0 77.9 98.6 90.7
25 PETITE 2.2 90 98.2 97.8 99.0 97.8
26 exe32pack 1.4.2 97 100.0 989 | 100.0  98.9
27 tElock 0.98 74 98.9 100.0 | 100.0  100.0
28 PKLITE 32 20 93.3 90.0 93.3 90.0
29 Upack 0.39 201 96.7 97.0 97.2 96.5

F 3 Ny —H#EREERAT o T IRIREK

LS 2012 2013 2014 2015 2016 2017 2018 2019 | &
A% | 58 162 161 96 120 106 235 61 | 999

53 FT—41v bD#ERE

Ny H—WEEITIRMDILY =7 & LT, VirusTotal
MOETUVRLY YT T T I MIKENELZ. 205
DINY =7 OBIIENFHZ TR 25, 201241
H» 5 2019 F 5 AREETOLDTH o7, DA
DHNR%E K 3 ITRT.

5.4 /Xy H—HE
FEFEAD o-glasses ZHVWTHIHIO KA DTNV Y =
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R4 HEHR Oy 71— T L OHE S NBRIKED

No. Class 2012 2013 2014 2015 2016 2017 2018 2019
1 Unpacked(32bit) 12 33 15 14 34 20 44 9
2 Unpacked(64bit) 0 7 11 5 6 8 16 3
3 Unpacked(32bit&.NET) 0 14 18 9 7 9 72 3
4 Armadillo 4.00.0053 29 40 34 11 11 10 10 2
5 MoleboxPro 2.6.4 0 0 0 0 1 1 0 0
6 Themida 1.8.5.5 1 0 0 0 0 0 0 0
7 PESpin 1.33 0 0 0 1 0 0 0 0
8 obsidium 1.3.5.4 1 6 5 6 10 8 3 0
9 asprotect 2.100 0 0 2 0 5 0 4 1
10 yodaprotector 1.020 0 1 1 1 0 0 1 0
11 obsidium1.4.5 0 0 1 0 0 2 0 0
12 nPack 1.1.300 1 6 4 4 1 0 0 0
13 eXPressor 1.5.0.1 3 8 9 4 3 1 1 0
14 ASPack 2.12 1 5 14 10 23 9 2 3
15 PECompact 2.64 0 0 1 0 0 0 0 0
16 NsPack 3.7 0 3 5 3 2 1 0 0
17 RLPack 1.2 0 1 0 0 0 3 0 0
18 fsg 2.0 0 1 4 2 6 1 0 1
19 UPX 3.08 1 15 3 6 4 3 10 3
20 ASPack 2.11 0 2 4 3 0 3 1 0
21 Mewl11SE 1.2 0 5 7 1 2 2 45 26
22 ACProtect pro 1.32 0 2 0 0 0 22 1 1
23 WWPack32 1.2 8 10 12 13 2 2 2 0
24 AntiCrack 1.32Pro 0 0 0 0 1 0 0 1
25 PETITE 2.2 0 1 7 3 2 0 1 1
26 exe32pack 1.4.2 0 0 4 0 0 1 11 6
27 tElock 0.98 0 2 0 0 0 0 7 1
28 PKLITE 32 0 0 0 0 0 0 0 0
29 Upack 0.39 1 0 0 0 0 0 4 0

x5 NvFrrInkBEOEE

2012 2013 2014 2015 2016 2017 2018 2019
Packed 79.3% 66.7% 72.7% 70.8% 60.8% 65.1% 43.8% 75.4%
Unpacked | 20.7% 33.3% 27.3% 29.2% 39.2% 34.9% 56.2% 24.6%

TIWHFHINT VAR I—DfEEITo7-. #EL 4
RAaRAJOK 3 ITRT. HEEZIT o HIKIZR D<)V
DT THY, Ny FUITOHEMKT Y A —OFERHNIEAR
BHTH 5.

F 4 DHEEFERTRENZ, Ny FrrInmike
Ny F U I7INTOVIRWVREDEIGER S ITRT. Ny F
VIR L, &4 TRUK [Unpacked(32bit) ],
lUnpacked(64bit) ] B O [Unpacked(32bit&.NET)] ASt D
BMikZEIET. Ny F o 7INHREOE G, £E, 60%H0
5 80%FEE L I o T\ s,

E7-, 2013FITE 64y TSI LKRGNET 71
77 LB LR, 2018 FIZIE. NET Y027 LA0E &
PEBUZEEIU 72 Z & R T & /.

5.5 REZ{OEEL

KAZBID2EFEOMHERREZRFHARI ML EARL,
Tz IS NSy h—DORELLDfEEE 2y
A VEREZHWTHET S, a &, i FIZBHIT Nz
WV =TI S NNy I — DR %2 R TR 2 L
L35y, (L jEEOIY A VHELEIRRATER X
ns.

. a; - Gj

cos(dj, ;) = |Cfi||a_}]'| (1)
ZDBE, IV VEMEIZO»S 1OEEE D, BEL
RELSBDIZFEHEBEVEHNZ & E2RT.

K6 REOQIV 1 ELE

2012 2013 2014 2015 2016 2017 2018 2019
2012 1.000 -
2013 | 0.881 1.000 -
2014 | 0.810 0.892 1.000 -
2015 | 0.669 0.855 0.880 1.000 -
2016 | 0.529 0.746 0.697 0.813 1.000 -
2017 | 0.480 0.690 0.631 0.682 0.734 1.000 -
2018 | 0.265 0.586 0.600 0.572 0.538 0.544 1.000
2019 | 0.182 0.373 0.389 0.322 0.388 0.350 0.684 1.000

KAED YA VEMEE 6 1R
6. EE

6.1 TIVITOREEARAUAD/NY H—HEHFRD
&R

T PEEIIRE LUy H—HETHETIE, EBPE
B A LT — Xy MIEENTWA Ny I —IZx L
TDH, Ny H—FEHOWEEITS> LM TES. £z,
EEBEERICHEALZT— X2y MK 2010 £ 5 2011 4£
EHONRy AA—2EHLZEDTHE7-8, Ny H—DIN—
VavRRLZLEZEDREEL TOWARWERMD Sy B — Tkt
UTIRIEULKHEET B Z LB TER.

ZFIT, KXTI, Ny h—2ELLHEETETVWS
ZEERPFLTERVRY., ERREFEILIZELD, £
DIEDTINVY =7 DA ZRTREANRZ ML UTHD Z
&T, YU T OREZMDOERIHEERE2IEAL T
W5,

6.2 TILT T DEFERIZDOVT

£ 605, FEOMEMNIPEDORELL ZhdHa Z
ENTES. FIZIE, BELOEE DIV 1 VHEUEIZEH
T5L, 2017 & 2018 FE& LI U 72 {EDY 0.544 THRI/NT
HY, 2018 FITHHEINB Ny 7 —DIEHE K E L EL
T2 e ahb. Fiz, YA VEUEOMEIR/NLE D
1%, 2012 4E & 2019 FEZR UL ZHDT0.182 L7 >TH
D, THEMTRY A—MHAPKES B LI V005,

6.3 fRITORES

K506, INTZTD60%H5 80%FEEIZ Ny T
INTVWBZ EDHERTE =, 72, £625, FHEIR
DIFENRY I —HAIIRKELSEBILTVWE Z LW HERTE
7. £oT, YU = THRIFEIGREDOHANED LIZL
72> TED, ITORMEEX 2 RIMERE o7,

6.4 REFEDRA

B PHEITRE L 28y h—HEEFIETIE, NET 7
075 MMIDWTHEZT- 756, Ny F U IO
b 53 [Unpacked(32bit& NET)] &#fiEInd. Z
M, NET 70725 L0 EP ORMEEGRAE, Sy *
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100% Upack 0.39

PKLITE 32

tElock 0.98

exe32pack 1.4.2
W PETITE 2.2

90% I
80% m AntiCrack 1.32Pro
B WWPack32 1.2
M ACProtect pro 1.32
70% I B Mewl1SE 1.2
m ASPack 2.11
m UPX 3.08
60% mfsg 2.0
m RLPack1.2
NsPack 3.7
S0 | PECompact 2.64

M ASPack 2.12

M eXPressor 1.5.0.1

m nPack 1.1.300

M obsidium1.4.5

30% m yodaprotector 1.020
M asprotect 2.100
m obsidium 1.3.5.4
W PESpin 1.33
B Themida 1.8.5.5
m MoleboxPro 2.6.4

Armadillo 4.00.0053

® Unpacked(32bit&.net)

20%
10% I
0% B Unpacked(64bit)

2012 2013 2014 2015 2016 2017 2018 2019 B Unpacked|32bit)

40%

3 HEHE FEZLDEN Ny H—DHE)

VI OEEIIPDSTIRERIUMERSHBE->TWE D Vector Machine, IEICE Transactions on Fundamentals
LAEATHD. 2D, NET THZ 5 LDy H— of Electronics, Communications and Computer Sciences,

- - Vol. 97, No. 1, pp. 253 263 (2014).
EHMEET 270101, EP ORI S LWl o [2] Markus, F. O., Lszl, M. and John, F. R.: the Ulti-

FiELHAEDLEEZREND 5. mate Packer for eXecutables, https://upx.github.io/
(1996).
7. BbHbYIC [3] Oreans Technologies: Themida, https://www.oreans.

com/themida. php.
AFETIE, 2012 DS 2019 FEIZBHI S WA RO~ IV [4] StarForce Technologies Ltd.: ASPack Software, http:

- N P o g //www .aspack.com/asprotect32.html.
VETERUTAY A —ORERT > AYA—HMIE g Gio V. Otsuka, A, Mimura, M., Sakaki, T. and
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