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Discovering the HTTPSified Phishing Websites
with the TLS Certificates Analysis
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Abstract: With the recent rise of HT'TPS adoption on the web, attackers have also started “HTTPSifying”
phishing websites. HTTPSifying a phishing website has the following benefits for an attacker. First, it may
somehow contribute toward making the site appear legitimate. Second, it will disable the URL-based detec-
tion in the network because TLS encryption will wipe out the information of the full URL path. On the other
hand, adopting HTTPS could also contribute to generating intrinsic footprints, which can in turn be used
to systematically detect such phishing sites. This is because they need to register a public key certificates in
advance. Given this background in mind, we conduct an extensive analysis of public key certificates collected
from a large set of HT'TPSified phishing websites. We demonstrate that a template of common names, which
are equivalent to the FQDN of the subjects of the certificates, obtained through a clustering analysis of the
certificates can be used for the following promising applications: discovering previously unknown phishing
websites, and understanding the infrastructure used to generate the phishing websites. We use our findings
on the abuse of free Internet services (such as free certificate authority) to provide recommendations to
associated stakeholders.
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