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Verifiable loot box system using blockchain
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Abstract: With the spread of the Internet and smartphones, there have been many opportunities to draw
lots in online services. We often want to verify the fairness of such lots as the operator might cheat. How-
ever, it is basically impossible to confirm whether the random number generator is working normally and
the results reflect the random numbers accordingly under the published probabilities. Therefore, we propose
a verifiable loot box system using blockchain. The players can also confirm the validity of the lots from the
corresponding data recorded on the blockchain.
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1 ’pragma solidity ~0.4.26;

‘50

contract RandomNumber{
address owner;
uint32 maxNumber;
uintl16 normal;

uintl6 rare;

uint16 ultimate;

struct lootBox{

uint blockNumber;

string phrase;

struct lootBoxes{

uint16 numberedTicket;

mapping (uint16 => lootBox)lootBoxes;
}

mapping (address => lootBoxes)requests;

event TicketAndPhrase(uint16 numberedTicket,
string phrase);
event ReturnProbability(uintl16 normal,uint

rare,uint16 ultimate);

modifier isOwner (){
require (msg.sender == owner);

-

constructor (uint32 _max)public{
owner = msg.sender;

maxNumber = _max;

function setProbability(uintl16 _normal,uintl6
_rare,uint16 _ultimate) isOwner public{

normal = _normal;

rare = _rare;

ultimate = _ultimate;

emit ReturnProbability(normal,rare,

ultimate);

function request(string _phrase) public
returns (uint16,string){
requests [msg.sender].lootBoxes[ requests|[
msg.sender].numberedTicket ].
blockNumber = block.number;
requests [msg.sender].lootBoxes[ requests|[
msg.sender].numberedTicket ].phrase =
_phrase;

requests[msg.sender].numberedTicket++;

emit TicketAndPhrase(requests[msg.sender].
numberedTicket—l,_phrase);

return (requests[msg.sender].
numberedTicket -1, requests [msg.sender].
lootBoxes [ requests[msg.sender].

numberedTicket -1 ].phrase);
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function getPrize(uintl16 _numberedTicket ,uint8
_number0fTimes) public view returns(uint8
,bytes32,uint32[],string){
uint32[] memory randomNumber = new uint32

[1(_number0fTimes);

if (_numberedTicket >= requests[msg.sender
].numberedTicket){
return (2,0, randomNumber ,"Unknown,
Numbered_ Ticket");
Yelsed{
uint targetBlockNumber = requests[msg.
sender].lootBoxes [_numberedTicket
].blockNumber;
targetBlockNumber++;
if (targetBlockNumber >= block.number){
return(1,0, randomNumber , "Not_ Mined
")
}elsed{
string memory prize;
string memory usersPhrase =
requests [msg.sender].lootBoxes

[_numberedTicket].phrase;

for (uint8 i=0; i<_numberO0fTimes; i

++){

bytes32 seedPhrase = keccak256
(abi.encodePacked(
blockhash(
targetBlockNumber) ,msg.
sender , _numberedTicket,
usersPhrase ,i));

randomNumber [i] = uint32(
seedPhrase) J maxNumber +
1;

if (randomNumber [i] <= normal){
prize = stringConnect (
prize,"Normal,");
}else if (randomNumber[i] >
normal && randomNumber [i]
<= rare){
prize = stringConnect(
prize,"Rare,");
}else if (randomNumber [i] >
rare && randomNumber [i] <=
ultimate){
prize = stringConnect(

prize,"Ultimate,");

}

}

return (0,blockhash (
targetBlockNumber),

randomNumber ,prize);

function stringConnect(string _prize,string

_rarity) public pure returns(string){

85
86
87

88
89
90
91
92
93
94
95
96
97
98
99 |}

bytes memory bytePrize = bytes(_prize);

bytes memory byteRarity = bytes(_rarity);

bytes memory connect = new bytes(bytePrize
.length + byteRarity.length);

uint64 pointer=0;

for(uint64 i=0; i<bytePrize.length; i++){
connect [pointer++] = bytePrizel[i];

¥

for (uint64 j=0; j<byteRarity.length; j++){
connect [pointer++] = byteRarityl[jl;

¥

return (string(connect));
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