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Application of Ordinary Operational Management Methods to
Situation Awareness in Cyber Incident Response

Miho Ikeda""! Tomohiro Kokogawa'-"

Abstract: When an organization comes under cyberattack, it should cope with both incident response and normal operation for
the sake of its business continuity. These activities sometimes conflict due to the difference in purpose of the activities, so may not
be taken smoothly. To avoid such a situation, it is important to share organizational situation awareness and action plans among
the people concerned. However, it is difficult to build organizational situation awareness properly because the information and
analytics methods required for organizational situation awareness have been unclear. We propose an application of operational
management methods taken at ordinary times in order to facilitate organizational situation awareness in cyber incident response.
Business operations consist of many activities, and these activities are monitored and managed in the form such as work plans and
system logs. So organizational situation awareness in cyber incident response can be built by relating and analyzing these data
along the operational structure.
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Figure2 Overview of business continuity ([16][17]).
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Figure4 Causal relationship of organization’s activities [5].
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Figure8 Application of ordinary management methods to

situation awareness under cyberattack.
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