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Abstract: Various sensors and devices, connecting Internet of Things (IoT) to the cloud, construct IoT
systems. The fast growth of IoT systems led to many security issues, such as vulnerability not being fixed.
It is necessary to protect important software even if the system is intruded and deprived of administrator
authority. As a solution, Tanaka et al. (2019) proposed a method to protect important software based on
SELinux. More specifically, these system calls that infringe important software assets and their correspond-
ing required access vectors with SELinux were investigated. In this paper, we discuss the control required
for each important software asset and determine the access vector needed to be controlled according to the
investigation results by Tanaka et al. (2019) on the access vector. The security policy is further generated
and applied the to verify whether the important software can be protected. The result shows that SELinux
can protect important software well.
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[seadmin@dhcp-212 mountpoint]$ cat wl.txt

abc

[seadmin@dhcp-212 mountpoint]$ sudo echo def | sudo tee wl.txt
def

[seadmin@dhcp-212 mountpoint]$ cat wl.txt

def

B2 HWHHZILLZRTA M)A EEEZORTHRE

type=AVC msg=audit(1565101502.662:153): avc: denied { write } for

pid=8956 comm="tee" name="wl.txt" dev="dm-8" ino=67605914 scontex

Submit

t=system_u:system_r:httpd_t:s@ tcontext=staff_u:object_r:we_wl_t:s@] sudo echo abc | sudo tee /mountpbint/wl.txtstring(4) "abc "

tclass=file permissive=0

B3 WEEIEEZHRTA M)A EEEOFITHER

@x7ffd85249f10=bbbbbb
[seadmin@dhcp-212 ~1$ [

0x7ffd85249f10=bbbbbb
BWHIET

B 4 EHEIZLS Kl 372 NOETHER

type=USER_ACCT msg=audit(1562062324.807:184): pid=9196 uid=1000 auid=4204967295 ses=4294967295 subj=system_u:system_r:httpd_t:s@
msg='op=PAM: accounting grantors=pam_unix,pam_localuser acct="user" exe="/usr/bin/sudo" hostname=? addr=? terminal=? res=success’
type=USER_CMD msg=audit(1562862324.807:185): pid=9196 uid=1800 auid=4294967295 ses=4294967295 subj=system_u:system_r:httpd_t:s@ m
sg="'cwd="/var/www/html" cmd=6B696C6C202D392038343635 terminal=? res=success’

type=CRED_REFR msg=audit(1562062324.807:186): pid=9196 uid=0 auid=4294967295 ses=4294967295 subj=system_u:system_r:httpd_t:s0 msg
= ' op=PAM: setcred grantors=pam_env,pam_fprintd acct="root" exe='/usr/bin/sudo’ hostname=? addr=? terminal=? res=success'
type=USER_START msg=audit(1562062324.813:187): pid=9196 uid=0 auid=4294967295 ses=4294967295 subj=system_u:system_r:httpd_t:sb ms
g='op=PAM:session_open grantors=pam_keyinit, pam_limits,pam_keyinit, pam_limits, pam_unix acct="root" exe="/usr/bin/sudo" hostname=?
addr=? terminal=? res=success’

type=AVC msg=audit(1562062324.816:188): ave: denied { sigkill } for pid=9198 comm="kill" scontext=system_u:system_r:httpd_t:s@
tcontext=unconfined_u:unconfined_r:unconfined_t:s@-s8:c8 tclass=process permissive=8

[type=SYSCALL msg=audit(1562062324.816:188): arch=c@00883e syscall=62 success=no exit=-13 aB=2111 al=9 a2=9 a3=7ffc6a’88ded items=
0 ppid=9196 pid=9198 auid=4294967295 uid=0 gid=0 euid=0 suid=0 fsuid=B egid=0 sgid=0 fsgid=0 tty=(none) ses=4294967295 comm="kill
" exe="/usr/bin/kill" subj=system_u:system_r:httpd_t:s@ key=(null)

type=PROCTITLE msg=audit(15620862324.816:188): proctitle=6B696C6CHA2D390038343635

[type=USER_END msg=audit(1562062324.817:189): pid=9196 uid=8 auid=4294967295 ses=4294967295 subj=system_u:system_r:httpd_t:s@ msg=
'op=PAM: session_close grantors=pam_keyinit,pam_limits,pam_keyinit,pam_limits,pam_unix acct="reot" exe="/usr/bin/sudo” hostname=?
addr=? terminal=? res=success’

type=CRED_DISP msg=audit(1562062324.817:190): pid=9196 uid=0 auid=4294967295 ses=4294967295 subj=system_u:system_r:httpd_t:s0 msg
|=' op=PAM: setcred grantors=pam_env,pam_fprintd acct="root" exe="/usr/bin/sudo" hostname=? addr=? terminal=? res=success’
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[seadmin@dhcp-212 ~]$ sudo kill -9 9522
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Hello
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sudo kill -9 8465NULL

203 7 A AN FATHEHR
HHE s
T7AN, TaLZ Y | HlER rm x x
E iy Nt 7 O x
eIk A cat O x
DAC #EPRZEE | chown x x
EXF) F17 O x
INAZEH mount,umount x x
AN P HilB& kill (@) x
R S5 x x
FaA A H1E x x
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