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Web Honeypot with Full Ports Open
Using Responses Collected by Network Scan

KATO SEIvA! MORISHITA SHUN! TANABE RUI?2 YOSHIOKA KATSUNARI® MATSUMOTO TSUTOMU?

Abstract: Honeypots that simulate vulnerable network services are widely used to observe attacks on the In-
ternet. However, with the diversification of Web applications and Web services running on various connected
devices, it is becoming increasingly difficult to observe attacks on specific ports and services on specific target
devices. In this study, we propose a method to improve the observability of Web honeypot using responses
collected by network scan. Namely, we first prepare honeypots that listen on all TCP ports to observe vari-
ous incoming requests on these ports. Then, we scan the Internet with sanitized version of these requests to
collect corresponding responses from potential target devices. Finally, we deploy the collected responses to
the honeypot to emulate the target devices. In the evaluation experiment, we assigned a single IP address to
each honeypot and observed the attacks for 28 days. The number of observed HTTP requests increased by
about 28,000 and particularly, a new attack on 8088 /tcp was observed by the proposed honeypot. Moreover,
228 malware binaries were captured by the proposed honeypot, which is approximately seven times as many
as that of the existing honeypot.
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Fig. 1 Basic idea of the proposed approach.
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Fig. 2 Configuration of the proposed system.
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Table 2 Experimental result.

regionl regionl region2 region3
honeypot(normal)  honeypotl  honeypot2 honeypot3
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Table 3 Attacks against ephemeral port

Port Method Path

type/device/software

6780 POST
40001 GET

/fikker /webcache.fik?type=sign&cmd=in
WEBACCOUNT.CGI?OkBtn=++0k++&RESULTPAGE=../..

fikker
T4 27 bY MTIN=HL

[ S]] ] ./ Windows/system.ini& USERED
IRECT=1&WEBACCOUNTID=&WEBACCOUNTPASSWORD===

40424 GET /ISAPI/Security/users

Hanbang IP Camera

60001 GET /shell?cd%20/tmp;wget%20http: / %5C /XX X. XXX.116.64/Hilix.arm7%20- OS I<v > A ¥z s> a v
0%2022;%20chmod %20777%20zz;. / zz%20J awsarm7
R4 JBRAF vV TPREL S
Table 4 Responses collected by network scan.

Port Method Path # Scan_result  # Response_result
81 GET / 5,699 78
88 GET / 210 65

7001 POST  /wls-wsat/CoordinatorPortTypell 1,755 44

7002 GET /wls-wsat/CoordinatorPort Typell 1,525 5

7002 POST  /wls-wsat/CoordinatorPortTypell 1,418 14

8080 GET /manager/html 9,548 264

8080  GET /TP /public/index.php 5,114 429

8088 POST  /ws/vl/cluster/apps/new-application 3,579 245

55555 ~ POST  /tmUnblock.cgi 1,273 4

£ 5 REVATLTHEL MK
Table 5 Collected samples

4 (Kaspersky) Wikt i
HEUR:Backdoor. Linux.Mirai. * ankit.x86, UnHAnaAW x86, ... 55
HEUR:Backdoor. Linux.Gafgyt.* SinixV4.x86, Corona.x86_64, ... 38
HEUR: Trojan-Downloader.Shell. Agent.* bins.sh, aws, ... 13
HEUR:Trojan-Downloader.Shell. Miner.gen.* init.sh 2
Trojan. Win32.Siscos.wgv download.exe 1

None richard, frosty.x86, ... 4
— bins.sh, soul.x86, x-8.6-SNOOPY, ... 115

I, Cisco/Linksys V=X D7 7 —L7 =7 TRAHALTWY
% tmUnblock.cgi 230 - 72 B2 EATFR & e o 7=,
4.2.3 N=—Kv b TEEFL &K
BUABARINICIRE Y A7 L THUE U 72 BRI 228 T H
D, ZM>55 VirusTotal T1 DA EDT VFOAINAY T
FTHAIENZBDIX 1124 TH o7z, iz, AL K-
NAMF S NP5 2B DAY 115 M8 5 7. VirusTotal DR
HFERZR 51287, BB LMIRDZL < I1d ToT Be % X
BXR L $ B Mirai ¥ Gafgyt IZAFHINTH Y, IoT #
BEHSTHEIBHI I N T W ZZ Db oz,

5. ER
5.1 BRI RTFTATOIHEASN-KE

Fl—)—Ya iZHEBELIEZNZ =Ry DL, LA
TFLAEAWTIEEZZHEH LN —FRy b T, BED Web
No—Ry b EDELZL DV I A MN2BRT B ENT

R 6 BRI 2 B L 72 SRl iE O I8 E

Table 6 High evaluation value response simulating attack tar-

get device.
Port Path Body
8088 /ws/vl/cluster/apps/new- {
application »application-id” " application_1563785736352.2234",
* maximum-resource-capabili
” memory”:352924,vCores 148
}
b
53555 /tmUnblock.cgi {

»errors”:[
{
"message”:"No operations provided.”
}
]
b

&7z, FRHT, IBEY AT LTI 8088/tecp H A — h ANDIEE
ELHBIRT 2HENTE 2, YFFR—b~DV 7T A S
ZHERA L THAB L /ws/vl/cluster/apps/new-application”
ANDT ZRANLLSFAELTEY, [KBAFy v ORE%
N=Z—Ky MIKMT B Z & T,” /ws/vl/cluster/apps”
ANDYVIZIZARMBREL TV, ZhoD) 7T X M
Apache Hadoop[17] @ ResourceManager IZ %3 % W5 T
HirEZOLN, BEDVITANTI, T—XEBIZHRIK
DR vAa—Raxy FPfEGEI N Liehi-T, K
FIHICEDHNEEMERL TLED I Y RAETHRETH
SNHHILTND Z e FRINDG. ZD& D LB BT
HiZEBROBUHHH TIEZ D 1L DA TH o7, N=—
By FOIREIZ L > THEZTIPHMTEY 7T A M
IZEFHETEILENEZ NS, Bl &S EPEEIT
RoTW BENDH B,

— 657 —



KT IWEEEHET LI L THETEZBK
Table 7 Collected samples(only proposed system)

ikt N4 (Kaspersky)
HEUR:Backdoor

.Linux.Mirai.ba

BUKISI§D T 2 2 A URL
8088 /ws/v1/cluster/apps

owari.x86

hoho.x86 HEUR:Backdoor—par 8088/ws/v1/cluster/apps
.Linux.Mirai.ba
8UsA.sh HEUR:Trojan- 80/
Downloader.Shell. Agent.p
hax.mips HEUR:Backdoor 52869 /picsdesc.xml

.Linux.Mirai.ba

5.2 WENRMSREER LGS

JKAF v Ve FHWTHEA M SHIFLRISED S b,
flifE (value) A3@E\ W &YW TN GED—ERE K 6 IZRT.
I, 727 €A URL A 8088/ws/v1/cluster /apps/new-
application” 12T BIGED S B, FTHIEDE L o725
BETHD. InEDHNAEIX Apache Hadoop @ Cluster New
Application API[18] [AkD & D & Bbh, HENG L
BoTWBY 7 M7 DREEBRTETVELEERS
nd. %7z, 727 A URL A 55555/tmUnblock.cgi” (2
HLUTORETHE, N=—Ky PTEELLEDRTT
FHEfE D E < 2o Tz, ZHIEFAU T 72 AR A Y
NG OEED L 59, U727k A URLIZH LT GET,
POST AV w RO HTTP V7 T A M2 HEKEL TEELT
ETVWEhoREEEZONS.

it

7.

5.3 IGEEZELET S & THRETERLBRE

BEVATLTERBLEREDS B, BEVAT LT
IWEEEBUGEIIOAMETEZRIEO -k 7
WZRT. ST E 2R DZ < 1% Apache Hadoop (259
DNEEBHIL-BICHETE 75D TH 7. Apache
Hadoop & HULELI RV = 7 TH D, @E 1L Linux ¥ —
NTHHEZINS. UL, VirusTotal ORREIFERD S, HL
BU iR D% < 1d ToT #ei % - 72 Mirai ¥ Gafgyt ¥
NI T THo7z. TOIZ s, loT HsmziH-> T\
YU o7 OEFED, Linux Y —NEHREHRIZL, FH
INTVWBEFHEINS.

54 NZ—Ry MREIDOATEEM

F—DINE TRR— M2 2T D WRBIHERRIE, @D
Web % —NOZEHE & KESHRBH70, HEHIIN=—
Ry hTHBERMENTU LS TREMEL E W, — 5T,
W GBHHRTIE T 72 A URL 12 & > TSN ZE(T
5728, No—Ry N THD RIS NS AEEMIMEL 7
LrEZOLND.
SRIOFEERTIE, BRSBTS & BN RS IE T
Hol-D, B3y NI —JIIHETLZILELAERTH
578, WHETNZ—FRy b & UTHRIE NG5 agerkss
EORELZT 200, WROKZA MPNZ—Fy b hE

M EY W9 5 — A TdH S Honeyscore [24] ZF|H L T
JHE %1772 o 7=. Honeyscore TIXBEHI D N=—FRvy hD
R e R A POEBHEZREL, N=—XKy b THIEAR
WA 0025 1.0DAITTEHELTWS.

201948 H 11 HA*5 2019 4 8 A 18 H £ T, Honeyscore
EAVWTAN=—FRy Mz EMIIZHHAE L2 25, hon-
eypotl, honeypot2, honeypot3 O A 37 1% (0.3, 0.8, 0.3]
E—EMETH -7z, FRIZ, 2019 4 8 A 16 HIZHREL
HAEON=—FRy hEFAELZEI A, 2271303 T
Hot. ZZT, honeypot2 B E WA T L7 D,
NZ—=FRy b UTRAIENAETRELH 5. N=—Ky
MEDREZEIXT 72 A URLIZL>TI VR LTHE-D
INE LU 72 B HFIZ DO N=— KRy N DINEIZIEL,
Honeyscore D FERHZFE Y DIGEEZRLTLE->72Z &
#Z6iA. honeypotl & honeypot3 IZ2D2WTiE, BEFD
Web N=—Fvy b EEKOMEZRLUEZDN, ZHiENn=—
Ry b ERBELUZREAPIELS, REDBIDENDLNT
EWEZONDTD, SHEBIIEHEMEEITR>TWVL.

5.5 REFEDORR
BREFETITHTTP BEICER L THBOBN 274 -
TWBD, XFHR=ADT—RDXEZ(FE %2475 EEFE 70
b3 THhiE, HTTP #ME & Rk BT Sk s o 1Lk
MNHRETH . —H, WEDALST, BHRPY 7 b U
TR OEECHEEER, LRI~ Y FOETHRER M
ZFIZEAT VBRI DOWTIE, BN REROFEL
B2 TERWGANDH S,
FMEBRTIE, AF YU REFYy P —2EREELTWVWS
N, BONBIEEDEN DRGSR HBNE L0155
RAMDPFELRVWEEDEZEZAOND. DD, AFx ¥
ViR NI — O ~DAFEZRL DD, X oI LHEIPHAR
AF Yy UERITIZETEIVEDIELZBHT LI T
5. ¥/, TI7I7 AR VEX—RELTHHINATHY
%K= THNIE, shodan[19] X censys[20] &\ > 7=
BAF YUY —EPRAEAVWTATy VEEREZATL, #A
THIENHEETHS.

5.6 FHFRMmIE
AT, BIL B BEREzD LT VX =2y b
FIZFETERAMIRLTRY N =2 AF v U 2175
TWd. D71, EFINE HITP Y 7 T A AR
ANDQWBL R ZTREMEDNH L. F7z, REFIZRY bT—
TAFX Y U ETIZD, AFyUEORY b —2ICAN
EPTTCUESAEEMEDSD S, FZT, KIETIEUTD
W EITR TN,
(1) HTTP Y Z T A MZDOWT
N=—Ky M TEBIHEIL 72 B HE#RE £ LITRA MR
LTAF Y UET>TWEA, EREXINS HTTP Y
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JITAMIE > TIIMNBADKEL 25 TL X 5 AEE
Wb d., 2T, asAviliren s AT b
HEENDARMELRDHZ 7Y XTI WO RE, Vo
IAMANY R, T2z AELTWS. £72, #fF
35 HTTP V27 T A MIFEHTHERL, AERY Y
TANERSEBNI L EHENDTNS.

2V NI =0 A%y VOFBEIZDONT

JREPIZ 3y N =T AFX vy U ERTFI D, AFxFv Y
XAV NI =TI k> TIIEEEEHELTLUE S W
WhHb. £ZT, AF+¥ L — 1% 10,000pps F£E
WA, AF vy VIZHEHTEY—NDIP T RV A%
BEL, AF ¥ V2TRoTWEERZTDOHM, £z,
WAE A U Web P —N%27/TBHZ 2T, HiE
MBHoZBRIZ, FIEDRY hT—2%AF v URIRM
SHTZENTELLSIZLTWVWS.

6. FELHESRDRE

JRAF Y V2L D RANPOPREL ZIREEZHNVT,
Web N=—iKvy b OBHIGE I %2 A EEXE B2 FEEREL
7o, MEFHEZFEBUAZVAT L% 20194F7H22 Hh S
201948 HISHETA VX —3v b EIZRARLZE Z A,
Apache Hadoop ¥ Cisco/Linksys V —X D7 7 —LU =
TEH-T-IREZBTHZ LITEIILZ. £72, RBREY
AT LTE, BFEON=—F Ry b &b $ 28,000 FiFE%<
O HTTP V7 T A MZBHIL 2. 8088/tcp Tk, BEFD
N=—Ky FbTIRBHITE RV, BEFIZL > THIEEITS
WEZBHL, L2 OMEEINETSEI LN TE .

S#IEHTTP V7 T A N 1T 5 BED~ v X% POST @
T—XEIZ, N=—Ry METEHIT E 2 IEBIE R & # )
WHFATE 52BN, T MDREPEFIZBSN
XD TREITS. £z, BIEOREVATLETI VA
LTI EERT D, TR MRS/ LN BRI
RAHGEMNH D120, WEITEBEIEMNE DI ERY, E
DTNTY) ZLZDOVWTHREZITS. WELZBRIKTIE,
Mirai ¥ Gafgyt &\ o7z ToT B#s 2 WENR & LT W=
Y o7 OEFED, Linux Y —NZ2H - 72 KERIZFIH X
NTWefedd, VT = TEHMNENT 2175 2 & THEED
EX%E L OHMBEIZIERL, HBAOXEZHEL 5.

HEE AR O —ERI%, ENIHSEREREIE N IR
{EHRZEHEHE (NICT) OEFEMSE TWeb B BUKEE N SR Bl
DOFERIZANT ZH5EHFE] ITi v Bons.

—
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[1] Dionaea, Welcome to dionaea’s documentation!
https://github.com/DinoTools/dionaea.

[2]  Graftopf, mushorg/glastopf: Web Application Honeypot
- GitHub
https://github.com/mushorg/glastopf.

[3] phpmyadmin_honeypot, gfoss/phpmyadmin_honeypot:

[7]

8]

[9]

[10]

[11]

[12]
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A simple and effective ... - GitHub
https://github.com/gfoss/phpmyadmin_honeypot.
Wordpot, gbrindisi/wordpot: A Wordpress Honeypot -
GitHub

https://github.com/gbrindisi/wordpot.

Nicter Web 2.0

https://www.nicter. jp.

FOER e, LR, SRR, WA N=—Fy M
& % Apache Struts OHfEFHHEIZ XT3 2 BEE OB,
JUBRZ 25 OCEE, Vol.60, No.3, 2019.
MartinIngesen/HonnyPotter:
GitHub
https://github.com/MartinIngesen/HonnyPotter.
bwpot, graneed/bwpot: EXFERN=—FR v b - GitHub
https://github.com/graneed/bwpot.

Docker

https://www.docker.com.

AW, LI, MIZEME, SRR, AR,

TV T RF ¥ R—ADBRANIEDI LA =T Y —ANZ—
Ry FOERERE”, BeLFRera) T YURYY
2\,2018.

Wowhoneypot, morihisa/ WOWHoneypot: {812 &S]
HET. ¥V VIsHEEET .. - GitHub
https://github.com/morihisa/WOWHoneypot.

Tongbo Luo, Zhaoyan Xu, Xing Jin, Yanhui Jia, Xin
Ouyang,

”ToTCandyJar: Towards an Intelligent-Interaction Hon-
eypot for IoT Devices”, Black Hat USA, 2017.
BHRAE, BRET, AR IER, HLXT,

TR MEZEOMGN=— Ry ML e YA N
B, B EREXa) 71 VR YA 2019,
RFC 6056 - Recommendations for Transport-Protocol
... - IETF Tools
https://tools.ietf.org/html/rfc6056#section-3.
2.

Fikker - F{ CDN — #4# CDN — K[AfRHE{:
https://wuw.fikker.com.

Hanbang Digital Technology Co., Ltd.
http://www.hbgk.net/en.

Apache Hadoop

https://hadoop.apache.org.

Hadoop Apache Hadoop 3.1.0
https://hadoop.apache.org/docs/r3.
1.0/hadoop-yarn/hadoop-yarn-site/
ResourceManagerRest . .html#Cluster_New_
Application_API.

Shodan

https://www.shodan.io.

Home — Censys

https://censys.io.

VirusTotal

https://www.virustotal.com.

Masscan
https://github.com/robertdavidgraham/masscan.

WordPress Honeypot -

Amazon Web Service
https://aws.amazon.com/jp/.
Honeyscore
https://honeyscore.shodan.io/.



