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Smart Security Operation with Voice User
Interface(VUI)
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Abstract: With the advancing information technology, richer computer interfaces have been invented and
applied into various devices. It started from classic CUI input into screens, and then shifted to GUI to click
on an icon with a mouse, and lately Voice User Interface (VOI), which operates by voice, has been developed.
This can be one step towards what we used to think ”futuristic” as in ”Knight Rider” or ”Star Trek”. In the
near future, cars and spaceships can be operated just by voice commands using Al and VUI. Such automa-
tion technology has the following three advantages (1.Automated, 2.Efficient 3.Simplified security operation)
Our system proposes a combined use of AI and Software Defined Network (SDN) for automatic blocking of
communication and threat analysis by interacting with machines by voice. which is aiming to apply the voice
command technology to accomplish automation, efficiency and simplification in cyber security operations.
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{

"type": "bundle",

"id": "bundle--44af6c39-c09b-49c5-9de2",

"spec_version": "2.0",

"objects": [

{
"type": "indicator",
"id": "indicator--d81£f86b9-975b-bcOb-
775e-810cb5ad45a4f",
"created": "2014-06-29T13:49:37.079Z",
"modified": "2014-06-29T13:49:37.0792Z",
"labels": [
"malicious-activity"

1,
"name": "Malicious site hosting ",
"pattern":

"[url:value="http://x4z9arb.cn/4712/°1",
"valid_from":
"2014-06-29T13:49:37.079000Z2"

1,
{
"type": "malware",
"id": "malware--162d917e-766f-4611-b5d6
-652791454fca",
"created": "2014-06-30T09:15:17.1822Z",

"modified": "2014-06-30T09:15:17.182Z",

"name": "x4z9arb backdoor",
"labels": [
"backdoor",

"remote-access-trojan"

........... (omiited)

}
Listing 1
STIX
3.2 SDN
IV a—&X—3%v b7 —27OHIH L EHIL, GHHIH
bfbé#bi?i?l% IZi->T\W5%, SDN X, av
b=V T L=y (XY bDT7A—0EE) LT—X7

L=y (N7 b DEZAZ) 20T 52 812k, 2w b
T — 7 DG EBO LR ERTE S TS T ATHER
2V FT—=2DHLWT—FT7F ¥ TH5 [?. SDN i
Iy b= vF) Vv A%RERIL, API 2L
THxYy NI — 2 %2BHTARIEZAEEIZL, 2y NT—2
MR VIZERRLS 2y MU =T RRIZEEIT S Z &3
T&5. SDNT7—F77F vi3@%, 1 20SDNav
O—5—% 1 2Lk kD OpenFlow A1 v FTHEINS.
OpenFlow (¥, SDN 2> kB — 5 — & OpenFlow A1 v
FHEOBEEFIHEHI NS o haLiEE>. Hm:‘b
O—7—l%, OpenFlow 70 F 2V ZFHALT, HEX
7= HIETAA /?’a’:m@'ﬂ_é % OpenFlow A1 v FIZi%
12 ko7 —F—7A0by, 7a—F—7 L%, /S
7vF@%@ﬁ&~%?é»—»f%é7u—1/bU®
FEHETH .

Ny N 7R —IZBT AV EBN, HIkR, F2EE
B 51, millizry N7 —2EBEDN, BRIZKE-
TAPIZALTSDN Iy bua—J—izav v NEk(E
5.2, SDNavite—J—jFavry Neavx v R
OpenFlow A1 v F %2 %59 5. OpenFlow A4 FIE,
ZELEZIATY R T IO —TF— TNV EEHRT 5.

Server

Control plane
(software)

H OpenFlow Protocol

Control plane

Data plane

Data plane

Conventional

2 OpenFlow switch
network architecture

2 SDNO7Y—F%77F v

3.3 REFZE
STIX ¥ SDN # VUI ZflAGbE 2 Z kizky, &F

— 628 —



LSTIXZ#—Tw bDA »TAT—RENGEMDAF
New
Indicator

4 EEZRFEET L

2. AYTAT— A% ZUF

SEEATTE T H8
— ClogD
5. 70w 2% A8AI00 3 EETNEEETTS— FERE B
AT—FAEF—HIZEET P
ibn h
. SmérTpek
e 6. AL~ (XIERE Speakpr APl (3218 L EmR
! 8. Speaker AP [£VPN frears)
Géﬁm i @l THASDNI b E% e
- P DS F—gEE =
) Jp——
| . I
Alert, ( @ ) User, PG U User, PG
{- " ser RC S, e R
. Specker - - i

3 XAV MU= T—FFTIF¥

DATEFa )T EHEZERT S HEEX 3ITRY. £
3, ML SAFULESA VY Tar—2% 259 K EkouaZ
P —NT Proxy =N %ET 5. L, nZofiz
AT 4T —RIZENTHNEV DL, HIZ XA
HPCHEET IRV H S, 7I5—r2KEST. H
HA#FHIE, AY—PFAY—H—IZ{ LT, MFHERELE LD
BI5E1Z1E7Block”, Wn LR WIEGE 2137 Leave” & FihT
5. "Block” D34, Smart Speaker D API & N A 1
WEO DY — "D SET, ZTOBEELZENRTSES
IZ VPN RHTHARY N7 —=2DSDN 2> ha—31(Z
Rz ET 5.

4. F&&H

ARETIlE, VUI ZH\W7z Smart Security Operation &\
SEBRAZRREL, BHRAGEZFHNCFEEL2IT- 2. HER
DOEWEEZEBTAHILIXTERY, FHANTHL AN
NBEDPLELRWR EDORED ooz, 51, VUI
t BiATlE <, CUI & GUI &HlaEhE Tk bR
TLEUTAHMADKI 2 ED 5.

— 629 —

7. AE=7n—Fn
TREY -
F-AEAF

LICEREL7-O &7 airtr—s
TA VY TAT—ALES

{0, Proxyn 7 % EHEHIC
P o5 EEons—isic
v =E



